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Privacy Requirements

Scope

Each Department must continue to operate within its legal authority and restrictions
with regard to the collection, use, disclosure, and retention of protected health
information (PHI) and personally identifiable information (PIl). Where the statutes
governing PHI and/or PII are more restrictive, they will control. However, if there
IS no agency, program, or subject matter specific law governing the PHI and/or PII,
the more general law will apply.

This report is intended to review laws that impact the Executive Branch.
Necessarily, there will be privacy laws not covered in this report, as they impact
isolated agencies. If a privacy law is not covered in the report, but may have a
wide impact, a request should be made to the West Virginia State Privacy Office
for inclusion in the next report. This report will be reviewed and updated on an
annual basis, with issuance at the end of each year. Sections revised in the 2020
update are in blue font. All individuals and entities which review this document are
encouraged to provide feedback to the Chief Privacy Officer for the West Virginia
State Privacy Office. Contact information for the West Virginia State Privacy Office
is located at: https://privacy.wv.gov/about/Pages/default.aspx

Laws are divided into two categories 1 Federal and State. Each law is identified
by common name, legal citation with a description, implications, and electronic
source. Each law is mapped to applicable Privacy Principles.



https://privacy.wv.gov/about/Pages/default.aspx
http://www.privacy.wv.gov/Pages/default.aspx

1.0. Federal

1.1. Privacy Act of 1974, Section 7
5 U.S.C. § 552a (note)

Description:
Except in certain situations, federal, state, and local government cannot deny an

i ndividual Aany right, benefit, or privilege
refusal to disclose his Social Secuappyty

in two scenarios. The first is where a federal law mandates disclosure of the SSN.
The second is where a federal, state,
in existence and operating before January 1, 1975, if such disclosure was required
under statute or regulation adopted prior to such date to verify the identity of an
i ndividual . 0

Where government requests an individual to disclose his or her SSN, the
Department must #Ainform that individ
voluntary, by what statutory or other authority such number is solicited, and what
uses will be made of it.o

While enforcement is not specifically delineated in the law, private individuals have
successfully sued state and local government in the 4™ Circuit, and other circuits,
under this law.

The "Overview of the Privacy Act of 1974," prepared by the Office of Privacy and
Civil Liberties (OPCL), United States Department of Justice, discusses the Privacy
Act's disclosure prohibition, its access and amendment provisions, and its
requirements for agency recordkeeping. This Overview provides reference to, and
legal analysis of, court decisions interpreting the Act's provisions and includes
policy guidance issued by the Office of Management and Budget pursuant to 5
U.S.C. § 552a(v). The 2015 edition of the Overview was issued in July 2015, and
has been updated to include cases through May, 2014.

In 2019, Public Law 116-50 requires that there be guidance issued which
substantively modifies some of the requirements under the law. This requires
agencies to set up systems to accept electronic consent and requires a template
form for electronic consent to be created and posted on the agency website. The
law issues a one-year time frame for the guidance to be issued and requires
agencies to follow the guidance within a year of the date the guidance is issued.

Implications:

1 Departments must assess where they collect the SSN and tie it to a right,
benefit, or privilege where they are mandated by federal law to do so and
where they have a system of records, required by statute or regulation, in
existence before January 1, 1975.
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1 Where Departments cannot collect the SSN under the Privacy Act, they
must assess their business operations and implement an alternative
method of identifying individuals.

1 Where Departments can continue to collect the SSN under the Privacy Act,
they must provide notice consistent with this law.

1 Where Departments collect the SSN lawfully, they must not use it for any
secondary purpose that does not meet the Privacy Act requirements and is
not delineated in the Notice.

1 Departments must adopt policies and procedures regarding SSN collection,
SSN use, and display of the Privacy Act notice.

Source:

5 U.S.C. 8§ 552a 1 Records maintained on individuals
http://www.law.cornell.edu/uscode/text/5/552a ( See note on fADiIi scl osur
Security Number 0)

CRS Report RL 30318 1 The Social Security Number, (February 8, 2012)
http://greenbook.waysandmeans.house.qgov/sites/greenbook.waysandmeans.hou
se.qov/files/2012/documents/RL30318 qgb.pdf

U. S. Justice Department i Overview of Privacy Act of 1974
https://www.justice.gov/opcl/overview-privacy-act-1974-2015-edition

Social Security Number Usage
http://www.justice.gov/opcl/social-security-number-usage

Public Law 116-50
https://www.congress.gov/bill/116th-congress/house-
bill/1079/text/pl?overview=closed

Principles:
Notice, Minimum Necessary and Limited Use


http://www.law.cornell.edu/uscode/text/5/552a
http://greenbook.waysandmeans.house.gov/sites/greenbook.waysandmeans.house.gov/files/2012/documents/RL30318_gb.pdf
http://greenbook.waysandmeans.house.gov/sites/greenbook.waysandmeans.house.gov/files/2012/documents/RL30318_gb.pdf
https://www.justice.gov/opcl/overview-privacy-act-1974-2015-edition
http://www.justice.gov/opcl/social-security-number-usage
https://www.congress.gov/bill/116th-congress/house-bill/1079/text/pl?overview=closed
https://www.congress.gov/bill/116th-congress/house-bill/1079/text/pl?overview=closed

1.2. Tax Reform Act of 1976
42 U.S.C. § 405(c)(2)

Description:

The Tax Reform Act of 1976 amended the Social Security Act by (1) authorizing
states to use the SSN as an identifier in the administration of any tax, general
public assistance, dr i v eegigtrationl lawgc(2) mal®veing
states to require individuals to furnish their SSN to the state with regard to these
programs, and (3) codifying the use of the SSN for federal tax purposes.

Since 1976, 42 U.S.C. 8§ 405 has been amended on several occasions. For
example, 42 U.S.C. 8§ 405 was amended to provide that the provisions of IRC 8§
7213(a)(1), (2) and (3) apply to the willful disclosure to any person of social security
account records and related records obtained or maintained by the person
pursuant to a provision of law enacted after September 30, 1990 in the same
manner and to the same extent as such paragraphs apply with respect to the
unauthorized disclosure of returns and return information described in IRC § 7213.
Additionally, IRC § 7213(a)(4) applies with respect to the willful offer of any item of
material value in exchange for any social security account number or related
record in the same manner and to the same extent as paragraph (4) applies with
respect to offers in exchange for any return or return information described in that
paragraph.

The Social Security Number Protection Act of 2010, Public Law 111-318, was
enacted to limit access to social security account numbers. Federal, State, and
local government agencies are prohibited from displaying the social security
account number of any individual, or any derivative of such number, on any check
issued for any payment by the Federal, State, or local government agency.
Additionally, no Federal, State, or local government agency may employ or enter
into a contract for the use or employment of prisoners in any capacity that would
all ow prisoners6 access to the soci al

States and political subdivisions may, however, authorize blood donation facilities
to utilize social security account numbers for the purpose of identifying blood
donors. Additionally, Social security account numbers may be used to identify
duplicate names of individuals on master lists used for jury selection purposes and
to identify individuals on such lists who are ineligible to serve on a jury by reason
of their conviction for a felony.

The Patient Protection and Affordable Care Act (PPACA), Public Law 111-148,
authorizes the United States Secretary of Health and Human Services and Health
Insurance Exchanges established pursuant to 42 U.S.C, 8§ 18031 to collect and
use the names and social security numbers of individuals. The Medicare Access
and CHIP Reauthorization Act of 2015 (MACRA), Pub. L. 114-10 was recently
passed by Congress. MACRA prohibits displaying, coding, or embedding Social
Security account numbers on Medicare cards issued to an individual who is entitled

or mo t
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to benefits under Medicare Part A or enrolled under Part B and requires that the
use of any other identifier on such card is not identifiable as a Social Security
account number (or derivative thereof).

The law was amended in April 2018, mostly with respect to 8405(j), under Public
Law No: 115-165. The changes included requiring the SSA to enter into
information sharing agreements to identify represented minor beneficiaries in
foster care and to determine the appropriate representative payee for those
minors. New language also prohibits individuals convicted with felonies from being
designated payees under the SSA. The Social Security Administration now must
make annual grants to states for the purpose of conducting reviews of
representative payees. States are also now liable for overpayment of minor
beneficiaries. There are also a number of provisions which instruct Federal
agencies to study opportunities for information sharing between the Federal and
State governments for several different purposes.

Note: Congress has passed additional laws over the years allowing states to use
the SSN as an identifier in a variety of programs. See Congressional Research
Service report below. The Welfare Reform Act of 1996 is one example that
amended the Social Security Act requiring States to collect social security numbers

for any professional | i cens e, driverodos | icense,
license.
Implications:
1 Use of the SSN as an identifier in certain instances is authorized by federal
law.

1 As Departments develop their notices and determine from a business
process standpoint that they must use the SSN as an identifier, they must
identify the federal law which gives them the authority to do so. This law
may provide the requisite authority for the SSN collection.

Source:
42 U.S.C. 840571 Evidence, procedure, and certification for payments
http://www.law.cornell.edu/uscode/text/42/405

42 U.S.C. 84081 Penalties
http://www.law.cornell.edu/uscode/text/42/408

26 U.S.C. 8§ 61097 Identifying numbers
http://www.law.cornell.edu/uscode/text/26/6109

26 U.S.C. § 721317 Unauthorized disclosure of information
http://www.law.cornell.edu/uscode/text/26/7213

26 U.S.C. 8 7213A 1 Unauthorized inspection of returns or return information
http://www.law.cornell.edu/uscode/text/26/7213A

occupat


http://www.law.cornell.edu/uscode/text/42/405
http://www.law.cornell.edu/uscode/text/42/408
http://www.law.cornell.edu/uscode/text/26/6109
http://www.law.cornell.edu/uscode/text/26/7213
http://www.law.cornell.edu/uscode/text/26/7213A

42 U.S.C. 8 666(a)(13) i Recording of Social Security Numbers in Certain Family
Matters

https://www.law.cornell.edu/uscode/text/42/666

Congressional Research Service Report RL 30318 1 The Social Security Number
(February, 8, 2012)
http://greenbook.waysandmeans.house.gov/sites/greenbook.waysandmeans.hou
se.gov/files/2012/documents/RL30318 gb.pdf

Principles:
Notice, Minimum Necessary and Limited Use

10


https://www.law.cornell.edu/uscode/text/42/666
http://greenbook.waysandmeans.house.gov/sites/greenbook.waysandmeans.house.gov/files/2012/documents/RL30318_gb.pdf
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1.3. Omnibus Reconciliation Act of 1990, § 2201(c)
42 U.S.C. § 405(c)(2)(C)(viii)(1)

Description:

The Omnibus Reconciliation Act of 1990 requires that all SSNs and related records

obtained by federal or state authorized persons pursuant to laws enacted on or

after October 1, 1990, Ashall be confident
di scl ose any such Soci al Security account nu

Because West Virginia law requires that all state executive branch agencies
safeguard all SSNs and treat them as confidential, with disclosure as authorized
by law, W. Va. Code 88 5A-8-21 to -22, the only additional requirement yielded by
this federal statute is with regard to the prohibition on disclosure.

The Attorney General of Oregon has interpreted this prohibition on disclosure to

simply mean that there can be no unauthorized re-disclosure. 47 Or. Op. Atty.

Gen. 1, 37, 1993 WL 602063 (Or. A.G. 1993). An authorized re-disclosure
includes a re-disclosure wi th the individual és infor med
individual who receives a legally sufficient Privacy Act Notice discloses his or her

SSN to the Department and thereby consents to the uses and disclosures

identified in the notice, the Department may re-disclose the SSN per the Notice.

Unauthorized willful disclosures of SSNs and related records are felonies and
punishable by fines and/or imprisonment.

Implications:
1 Departments shall assess where they are disclosing SSNs.
1 Departments shall adopt policies and procedures ensuring that they only
disclose SSNs in accordance with their legally sufficient Notices.
1 Departments shall safeguard SSNs and keep them confidential.

Source:
42 U.S.C. 84051 Evidence, procedure, and certification for payments
http://www.law.cornell.edu/uscode/text/42/405

W. Va. Code § 5A-8-21 i Limitation on release of certain personal information
maintained by state agencies and entities regarding state employees
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&sect
ion=21#08

W. Va. Code 8 5A-8-22 i Personal information maintained by state entities
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cim?chap=05a&art=8&sect
ion=22#08

Principles:
Consent, Minimum Necessary and Limited Use, Security Safeguards

11


http://www.law.cornell.edu/uscode/text/42/405
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&section=21#08
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&section=21#08
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&section=22#08
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&section=22#08

1.3.1. Federal Tax Return Information
IRC 88 6103(p)(4), 7213 and 7213A
IRS Publication 1075

Description:

The I nternal Revenue Code (1 RC) makes infor
identity and tax return information confidential. Criminal penalties are imposed for

the unauthorized disclosure of federal income tax returns or federal return

information. Additionally, the unauthorized inspection of federal tax returns or

return information is a crime. These crimes are felonies or misdemeanors

depending upon the crime committed, and, upon conviction, the person may be

fined or imprisoned or both fined and imprisoned.

The Commissioner of Internal Revenue is authorized to enter into exchange of
information agreements with state revenue departments. Those departments and
their employees are subject to the same confidentiality requirements for federal
tax returns and return information as are imposed on the Internal Revenue Service
and its employees.

Additionally, contractors with either the Internal Revenue Service (IRS) or a state
revenue agency that have access to federal returns and return information in order
to perform the contracts are subject to the same confidentiality rules and criminal
provisions applicable to employees of the Internal Revenue Service or the state
revenue agency.

In October 2014, the IRS issued Publication 1075, Tax Information Security

Gui delines for Federal , Stat e, and Local
confidence in the IRS. Publication 1075 employs specific requirements for

safeguarding Federal Tax Information (FTI), which consists of federal tax returns

and return information that are in the age
safeguards ensure that personal and financial information furnished to the IRS will

be protected against unauthorized use, inspection, or disclosure by those federal,

state, and local agencies receiving FTI.

Under Publication 1075, all federal, state, and local agencies authorized to receive
FTI must implement managerial, operational, and technical security controls
required under Publication 1075. This ensures that FTI is adequately protected at
all points where it is received, processed, stored, and transmitted.

Before the IRS will authorize an agency to access FTI, the agency must submit a
Safeguard Security Report (SSR) to the IRS Office of Safeguards, evidencing that
adequate safeguard protections and controls are in place. The initial SSR must be
submitted for approval at least 90 days prior to receiving FTI. As part of the SSR,
the agency must select a Point of Contact (POC) within the agency to serve as a
liaison between the agency and the IRS. The POC is responsible for ensuring that
annual internal inspections are conducted, for submitting required safeguard

12



reports to the IRS, for properly reporting any data breach incidents, and for any
other necessary liaison activities with the IRS. The Office of Safeguards will review
the SSR and authorize the agency to access FTI. Once an agency is authorized,
it is responsible for updating and submitting an annual SSR to reflect any changes
that impact the protections of FTI.

Additionally, when an agency plans to implement a data warehouse containing
FTI, the agency must provide a written notification to the IRS Office of Safeguards
45 days prior to implementation explaining its data warehouse plans for
compliance. The agency shall define how activities will occur and develop a
process or policy to ensure that data warehousing security meets the baseline
security requirements. More speci fi
ensure FTI will not be at risk and provide a method of informing management,
defining accountability, and addressing security issues.

Authorized agencies are required to implement a standardized recordkeeping
system of all requests for FTI. The records must identify and track both electronic
and non-electronic FTI from creation to destruction. Moreover, the records must
track internal requests among employees as well as requests from outside the
agency, tracking the complete movement of FTI, to ensure the FTI is safeguarded
from improper disclosures.

Publication 1075 requires suspected security incidents or potential data breach
incidents of FTI to be reported by the agency. Upon discovering a possible
improper inspection or disclosure of FTI, the individual making the observation or
receiving information must immediately contact the special agents-in-charge,
Treasury Inspector General for Tax Administration (TIGTA), and the IRS Office of
Safeguard no later than 24 hours after discovery.

Although the agencies handling FTI are responsible for fully understanding and
complying with these requirements, the September 2016 update to Publication
1075 requires agencies to submit to an on-site safeguard review by an IRS
inspector. During the on-si t e review process, t he
compliance with the safeguard requirements. The on-site review requires opening
conferences and an actual observation of operations. The review is followed by a
closing conference and issuance of Preliminary Findings Report (PFR), where the
agency is immediately informed about the on-site findings. A Safeguard Review
Report (SRR) and Corrective Action Plan (CAP) are then issued within 45 days to
document the on-site review findings.

These reportsd the PFR, SRR, SSR, and CAPOJ are property of the IRS.
Therefore, to prevent any disclosure of data that would put FTI at risk, agencies
may not disclose reports to anyone outside of the agency without express
permission of the IRS.

13
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Finally, agencies seeking to expand their technological capacities through virtual
environments and cloud computing solutions must take special care to limit the
associated risk. Proper safeguards must ensure that FTI remains isolated and
secure.

In May 2017, the IRS provided guidance regarding the Safeguards Program in
connection with cloud computing. To utilize a cloud computing model that
receives processes, stores, or transmits FTI, the state agency must notify the
Office of Safeguards at least 45 days prior to transmitting FTI into a cloud
environment. The IRS strongly recommends that a state agency planning on
implementing a cloud computing environment contact the Office of Safeguards at
SafeqguardReports@irs.gov to schedule a conference call to discuss the details of
the planned cloud computing implementation. The IRS has provided a form to
help with this process under their Additional Requirements for Publication 1075
webpage.

A new section was added to 86103(p) in 2019 which permits disclosure to
contractors and other agents, but requires that they must all have systems in
place that conforms to 86103(p)(4) and agree to an on-site review every three
years. The same public law also amends part of §7213(a)(2) by expanding the
situations where there are penalties for unlawful disclosure of information.

Implications:
9 Departments that have federal tax return information provided by the Internal
Revenue Service must preserve the confidentiality of that information and ensure
that there is no unauthorized disclosure.

1 Departments that receive, possess, store or transmit Federal Tax Information must
implement and follow Publication 1075 safeguard requirements to protect
taxpayersoé6 confidentiality.

See Section 3.9 for State Law on Tax Returns and Return Information.
Source:

26 U.S.C. 8§ 61031 Confidentiality and disclosure of returns and return information
http://www.law.cornell.edu/uscode/text/26/6103

26 U.S.C. § 7213 17 Unauthorized disclosure of information
http://www.law.cornell.edu/uscode/text/26/7213

26 U.S.C. 8§ 7213A 1 Unauthorized inspection of returns or return information
http://www.law.cornell.edu/uscode/text/26/7213A

IRS Publication 10751 Tax Information Security Guidelines for Federal, State and
Local Agencies (Updated October 1, 2014)
http://www.irs.gov/publ/irs-pdf/p1075.pdf

14
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http://www.law.cornell.edu/uscode/text/26/7213
http://www.law.cornell.edu/uscode/text/26/7213A
http://www.irs.gov/pub/irs-pdf/p1075.pdf

Additional Requirements for Publication 1075 (Updated or Reviewed August 27,
2017)
http://www.irs.gov/uac/Additional-Requirements-for-Publication-1075

Publication 1075 7 Tax Information Security Guidelines For Federal, State, and
Local Agencies (Updated September 30, 2016)
https://www.irs.gov/pub/irs-utl/p1075.pdf

Safeguards Program i Provides forms and updated matrixes to prepare an IT
environment for involvement in FTI (Updated or Reviewed on October 5, 2017)
https://www.irs.gov/privacy-disclosure/safeguards-program

Principles:
Confidentiality, Minimum Necessary and Limited Use, Security Safeguards, Notice
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http://www.irs.gov/uac/Additional-Requirements-for-Publication-1075
https://www.irs.gov/pub/irs-utl/p1075.pdf
https://www.irs.gov/privacy-disclosure/safeguards-program

1.4. Health Insurance Portability and Accountability Act of 1996,
(AHI PAAO)
Pub. L. No. 104-191

Description:

The HIPAA statute provides for the establishment of standards and other
requirements for transmitting electronic health information to improve the efficiency
and effectiveness of the health care system while safeguarding patient privacy and
maintaining security of the health information. The HIPAA Statute mandates
Federal privacy protections for individually identifiable health information.
Similarly, the HIPAA statute provides for national standards for protecting the
confidentiality, integrity, and availability of electronic protected health information
(ePHI). (See Sections 1.4.1 and 1.4.2 for HIPAA Privacy Rule and HIPAA Security
Rule discussions).

The Office for Civil Rights administers and enforces the HIPAA Privacy Rule and
the HIPAA Security Rule.

Other HIPAA Administrative Simplification Rules are administered and enforced
by the Centers for Medicare and Medicaid Services and include: (1) Transactions
and Code Set Standards; (2) Employer ldentifier Standard; and (3) National
Provider Identifier Standard.

HIPAA was amended by the Health Information Technology for Economic and
Clinical Heal th Act (AHITECHO) .Priva&waidt i t | e D
Security Rules. The development of health information technology (electronic

health records, personal health records, health information exchanges) has
resulted in additional risks; HITECH buil ds
to address these new risks. On January 25, 2013, OCR published an Omnibus

Final Rule entitled AModifications to the HI
Breach Notification Rules under the Health Information Technology for Economic

and Clinical Health Act and the Genetic Information Nondiscrimination Act; Other

Modi ficati ons to the HI PAA Rul es, 0 which
Corrections to the HIPAA Privacy, Security
effective June 7, 2013 that imgeménts@numberdfe A Fi na
provisions of HITECH. The Omnibus Final Rule was effective on March 26, 2013,

and required compliance as of September 23, 2013, in most instances.

For further discussion of HIPAA Breach Notification Rule see Section 1.4.3.

The HIPAA Statute also has an Enforcement Rule to implement standards for the
enforcement of all of the HIPAA Rules.

In 2020 there were substantive changes to Subchapter D of the regulations, which
covers Health Information Technology. These changes became effective on June
30, 2020. These changes implement provisions of the 21st Century Cures Act and
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were designed to increase compatibility of various systems supporting electronic
health information. These changes set standards for Conditions and Maintenance
of Certification requirements for health IT, software and systems development
under the ONC Health IT Certification Program, voluntary certificate of health IT
by pediatric health care providers, and regulations on what activities do not
constitute information blocking under the regulation. New subparts of this chapter
regarding price transparency have been implemented, and these changes take
effect on January 1, 2021.

These changes include adopting the US Core Date for Interoperability (USCDI) as
a standard for Health IT and it has been incorporated by reference into the
regulations, instituted standards for electronic prescribing of prescription drugs,
privacy and security attestation requirements, and other certification requirements
for the technical systems of securing electronic health information.

Due to the state of emergency for COVID-19, enforcement activities have been
suspended for good faith public health uses. These are discussed further in the
below sections on HIPAA, and agency guidance is discussed in the Administrative
Guidance section of this document.

Implications:
See listing of Implications under each Rule in Sections 1.4.1 through 1.4.3

Source:

Pub. L. No. 104-191 i Health Insurance Portability and Accountability Act of 1996
https://aspe.hhs.qgov/report/health-insurance-portability-and-accountability-act-
1996

HHS HIPAA Portal
http://www.hhs.gov/ocr/privacy/

Principles:
Accountability, Notice, Minimum Necessary and Limited Use, Consent, Individual
Rights, Security Safeguards
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https://aspe.hhs.gov/report/health-insurance-portability-and-accountability-act-1996
https://aspe.hhs.gov/report/health-insurance-portability-and-accountability-act-1996
http://www.hhs.gov/ocr/privacy/

141 HIPAAAPri vacy Rul eo
45 C.F.R. 88 160 and 164

Description:

The Privacy Rule became effective April 14, 2003, and applies to Covered Entities
which include health plans, health care clearinghouses, and health care providers
who conduct covered health transactions electronically (including submitting
claims, benefit eligibility inquiries, referral authorization requests, or other

transactions for which the Department of Hea
established standards under the HIPAA Transactions Rule). This Rule provides a

foundation of federal protections for the privacy of protected health information

(APHI 0) i n any medi um, i ncluding electroni

communications. The Rule does not replace State law that grants individuals even
greater privacy protections. The Rule covers uses and disclosures of PHI,
authorizations, minimum necessary use and disclosure, workforce policies,
patientsd rights, organizational mat t

The Privacy Rule regulations detail requirements for HIPAA Privacy Notices
provided by Covered Entities that maintain a website that provides information
about the Covered Entityds customer
privacy practices must be prominently posted on the website, and a link to the full
privacy notice must be available through the website. The Office for Civil Rights
(AOCRO0) enforces the Privacy Rul e.
noncompliance.

HITECH extends certain HIPAA requirements to Business Associates. The Final
Rule expanded the definition of Business Associates to include patient safety
organizations, health information organizations, and subcontractors. The HIPAA
requirements, which were formerly imposed on Business Associates only through
contracts with Covered Entities, are directly applied to Business Associates by law.
However, these requirements must also be included in contracts between Covered
Entities and Business Associates. Business Associates are subject to HIPAA
security requirements for administrative, physical, and technical information
safeguards, as well as most HIPAA privacy requirements. Pursuant to the Final
Rule, Business Associates are now required to enter into written agreements with
HIPAA-covered subcontractors containing satisfactory assurances from such
subcontractors that PHI will be appropriately safeguarded. In addition, Business
Associates are required to detect and report security breaches to Covered Entities.
Finally, Business Associates are subject to civil and criminal penalties for violating
their obligations under HIPAA.

Covered Entities may use and discl ose

er s,

service

Ther e

PHI

authorization for the Covered Entityds own

operations activities. Additionally disclosure is permissible absent consent where
the disclosure is for the treatment activities of another health care provider, the
payment activities of another Covered Entity and another health care provider; or
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the health care operations of another Covered Entity (so long as the PHI pertains
to a relationship both have with the individual, is the minimum necessary and the
health care operations are limited to (1) quality assessment, (2) review of the
guality or competence of health professionals, or (3) fraud or abuse detection or
compliance). However, Covered Entities must meet the minimum necessary
standard by making reasonable efforts to use and disclose only the minimum
amount of PHI. Psychotherapy notes must never be disclosed without written
authorization.

Covered Entities must permit an individual to request a restriction of certain uses
or disclosures of PHI: (1) to carry out treatment, payment or health care operations

or (2) to persons involved in the individual
to agree to such requests but must abide by them, except for emergency
situations. Covered Entities must comply wi

disclosure of PHI if the disclosure is to a health plan for payment or health care
operations and if the PHI pertains solely to a health care item or service that has
already been paid in full, out of pocket by the individual or by a person other than
the health plan. The Final Rule clarified that Covered Entities may terminate a
restriction upon notice to an individual, but Covered Entities may not unilaterally
terminate a mandatory restriction of disclosure of PHI to a health plan if the
requirements set forth above are met.

Il n situations where the fiminimum ndes
must limit the disclosure of PHI to, if possible, a Limited Data Set, or if not
practicable, to the minimum necessary to accomplish the intended purpose of the
disclosure. The Covered Entity or Business Associate disclosing the PHI must
determine what information is minimally necessary to meet the need.

Although OCR published their Omnibus Final Rule to modify the Privacy Rule
under HITECH, the rule left out one important provision of HITECH concerning
amendments to the procedure and requirements for accounting of disclosures in
45 C.F.R. 8 164.528. HITECH provides that if a Covered Entity uses or maintains
EHR, individuals are entitled, upon request, to an accounting of disclosures for
treatment, payment, and health care operations that occurred during the three
years prior to the request. A Cover
accounting request in one of two ways: (1) provide an accounting of all disclosures
made by the Covered Entity and its Business Associates or (2) provide a list of the
Covered Entityés disclosures and a
Associates must then supply a list of disclosures upon request from the individual
if the Business Associate maintains a Designated Record Set as defined by the
HIPAA Privacy Rule. While the current language of Section 164.528 mandates
accounting for six years and excludes treatment, payment, and health care
operations, OCR is working on a final rule to implement the above portion of
HITECH that was not included in the Omnibus Final Rule.
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A Covered Entity or a Business Associate may not sell EHR or PHI without

authorization from the individual unless (1) the information is to be used for public

health activities, research or treatment; (2) there is a sale, transfer, merger or

consolidation of all or part of the Covered Entity with another Covered Entity; (3)

the price covers the Business Associateds c
request of the Covered Entity; or (4) the price covers the cost to provide the

individual with a copy of his or her PHI.

The Final Rul e expanded individualsd rights
maintained PHI regardless of whether a particular data set is an electronic health )
record (AEHRO) . Pur suant t o 4breqCests. R. A 1

electronic copies of PHI that are stored electronically, Covered Entities must now

provide them in the requested form and format, if they are readily producible as

such. If they are not readily producible, the Covered Entity is required to provide

a readable electronic form agreed upon with the individual. OCR expects this

readable electronic form to be machine readable so that it can be analyzed by

computer; acceptable forms include Word, Excel, and text-based PDF. An

individual can also designate a third party recipient of e-PHI, and under the Final

Rule, the Covered Entity must transmit the requested information directly to the

third party as long as the individual 6s r eqg!l
individual, and (3) clearly identifies the third party and where to send the requested

information. Reasonable cost-based fees may be charged for providing copies of

PHI pursuant to an individual 6s right to acc
of labor to process the request and the cost of supplies. The Final Rule clarifies

that such fees do not include retrieval fees.

HITECH requires that the Secretary formally investigate if a preliminary
investigation of the facts of a complaint indicate the possibility that the violation
was a result of willful neglect. If willful neglect is found to have occurred, the
Secretary must impose mandatory penalties. HITECH also increases the civil
penalties for willful neglect. These penalties can extend up to $250,000, with
repeat or uncorrected violations extending up to $1.5 million. Additionally, HITECH
authorizes the State Attorney General to bring a civil action on behalf of state
residents, as parens patriae, to enjoin violations and to obtain damages and
attorney fees.

In April 2015, The Office of the National Coordinator for Health Information

Technol ogy published Version 2.0 of t he AG
Electronic Health Informationd to assist Cov
with their compliance obligations under the Privacy Rule.

In February 2016, modifications to the Privacy Rule were made to expressly permit
a small subset of Covered Entities to disclose to the National Instant Criminal
Background Check System the identities of individuals already prohibited by
Federal law from firearm ownership for mental health reasons. The new
modification only applies to Covered Entities that function as repositories of
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information relevant to the Federal mental health prohibition on behalf of a State
or that make mental health determinations such as commitment to a mental
institution or adjudication as a mental defective. The modifications seek to dispel
any uncertainty about such disclosures rather than a substantive change in the
Privacy Rule.

Due to the COVID-19 crisis, OCR released a notification stating that it would not
impose penalties for certain HIPAA violations by health care providers for uses and
disclosures of health information made in good faith for the purposes of public
health and oversight due to the ongoing global health crisis. This allows for
disclosure to public health authorities, such as state emergency operation centers,
federal, local and state health departments. However, this discretion does not
extend beyond public health or oversight activities. There are also notice
requirements for disclosure. Regulatory guidance has been issued by multiple
agencies on situations related to how these rules apply during the pandemic.

Implications:

1 Departments have completed their HIPAA assessment and implementation
and are in the compliance phase. If any Department has not completed its
assessment, please contact the State Privacy Office.

1 Any Department that undertakes a new health-related responsibility should
complete a HIPAA Covered Entity Assessment.

1 HIPAA covered agencies must ensure that they have policies, procedures
and Business Associate Agreements t o
requirements and that they have trained their workforce as appropriate.

1 Business Associate Agreements must be in compliance with the Final Rule
by September 23, 2013; however, Business Associate Agreements in effect
prior to January 25, 2013 and not renewed or modified between March 26,

2013, the effective date, and September 23, 2013, the compliance date,
need not be in compliance with the Final Rule Business Associate
Agreement requirements until September 22, 2014. The provisions
included in the Final Rule will likely require modifications to Business
Associate Agreements in effect prior to the implementation of the Final Rule.

1 Business Associates are subject to certain HIPAA privacy provisions, as
well as sanctions for violation of Business Associate requirements.
Business Associates Agreements will need to be modified to reflect these
changes. See Section 4.0, West Virginia HIPAA Addendum.

1 Business Associates are now required to obtain satisfactory assurances
from subcontractors regarding safeguarding of PHI.

1 Consumers must be notified of data security breaches involving
Aunsecuredo PHI . lesBaod Busin€se mssaciates miEsn t 1t
comply with these notice requirements,
obligation runs to the Covered Entity. See Section 1.4.3.

1 Vendors of personal health records and their service providers are now
subject to the security breach notification requirement. Individuals may
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prohibit Covered Entities from disclosing certain self-pay services to health
plans.

1 Limited data sets are the new default for PHI disclosures governed by the
minimum necessary standard.

1 Covered Entities using EHRs may include all disclosures of PHI for
treatment, payment, and health operations in the past three (3) years when
an individual requests an accounting. (Note: accounting of disclosures final
rule was expected to be published in 2015 but the actual publication date
remains uncertain.).

1 Upon request, Covered Entities must provide an individual with PHI in
electronic form or format requested, and transmit it to a designated third
party upon a request from the individual that (1) is in writing, (2) is signed
by the individual, and (3) clearly identifies the third party and where to send
the requested information.

1 HIPAA covered agencies should review the HIPAA Privacy Rule
requirements and its amendments needed to engage in compliance
activities to ensure that the HIPAA Privacy Rule provisions are met and

updated.
1 Business Associates must keep a HIPAA-compliant log of certain
di scl osures of PHI for each individual 6s

resulting from a breach.
1 Departments should ensure that their policies and procedures reflect the
changes included in the Final Rule.

Source:
HHS HIPAA Portal
http://www.hhs.gov/ocr/privacy/

HIPAA Privacy Rule History
http://www.hhs.gov/hipaa/for-professionals/privacy/index.htmi
45 C.F.R. Part 1601 General Administrative Requirements
http://www.ecfr.qgov/cgi-bin/text-
idx?c=ecfr&tpl=/ecfrbrowse/Title45/45cfr160 main_02.tpl

45 C.F.R. Part 164 i Security and Privacy
http://www.ecfr.gov/cqi-bin/text-
idx?c=ecfr&tpl=/ecfrbrowse/Title45/45cfr164 main 02.tpl

78 Fed. Reg. 5566 1 Final Rule
http://www.gpo.gov/fdsys/pka/FR-2013-01-25/pdf/2013-0107 3.pdf

Guide to Privacy and Security of Electronic Health Information
http://www.healthit.qov/sites/default/files/pdf/privacy/privacy-and-security-

guide.pdf
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http://www.hhs.gov/ocr/privacy/
http://www.hhs.gov/hipaa/for-professionals/privacy/index.html
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title45/45cfr160_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title45/45cfr160_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title45/45cfr164_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title45/45cfr164_main_02.tpl
http://www.gpo.gov/fdsys/pkg/FR-2013-01-25/pdf/2013-01073.pdf
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf

81 Fed. Reg. 382 i Health Insurance Portability and Accountability Act (HIPAA)
Privacy Rule and the National Instant Criminal Background Check System (NICS)
https://federalreqgister.gov/a/2015-33181

85 Fed. Reg. 25642 - 21st Century Cures Act: Interoperability, Information
Blocking, and the ONC Health IT Certification Program
https://www.federalregister.gov/documents/2020/05/01/2020-07419/21st-century-
cures-act-interoperability-information-blocking-and-the-onc-health-it-certification

OCR Notification on Enforcement Discretion for Privacy Rule
https://www.hhs.gov/sites/default/files/notification-enforcement-discretion-
hipaa.pdf

Principles:
Accountability, Notice, Minimum Necessary and Limited Use, Consent, Individual
Rights, Security Safeguards
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https://federalregister.gov/a/2015-33181
https://www.federalregister.gov/documents/2020/05/01/2020-07419/21st-century-cures-act-interoperability-information-blocking-and-the-onc-health-it-certification
https://www.federalregister.gov/documents/2020/05/01/2020-07419/21st-century-cures-act-interoperability-information-blocking-and-the-onc-health-it-certification
https://www.hhs.gov/sites/default/files/notification-enforcement-discretion-hipaa.pdf
https://www.hhs.gov/sites/default/files/notification-enforcement-discretion-hipaa.pdf

1.42. HI PAA ASecurity Rul eo
45 C.F.R. 88 164.302-318

Description:
The HIPAA Security Rule, published by the Department of Health and Human
Services (HHS), descri bnmustdaohtadt m&keesedeEpat

electronic medical files are secure. The Security Rule is in effect for all entities.
The HITECH Act amends the Security Rule and makes certain portions of the Rule
directly applicable to Business Associates of a Covered Entity; the additional
requirements must be set forth in the Business Associate Agreement.

The Security Rule is important to patients because, like the Privacy Rule, it creates
a national standard for protecting the confidentiality, integrity, and availability of
ePHI. This means that all health care providers, health plans, and health care
clearinghouses that transmit information electronically must adopt a data security
plan.

Only health information maintained or transmitted in electronic format is covered
by the Security Rule; thus, paper records stored in filing cabinets are not subject
to the security standards. For example, e-PHI includes telephone voice response
and fax back systems because these systems may be used as input and output
devices for electronic systems. However, it does not include paper-to-paper faxes,
video teleconferencing, or messages left on voicemail because the information
being exchanged did not exist in electronic format prior to transmission.

The Security Rule, according to HHS, is designed to be flexible, establishing a
security framework. All Covered Entities must have a written security plan. As set
forth in the Final Rule, in determining which security measures to use, a Covered
Entity or Business Associate should take the following into account: (i) its size,
complexity, and capabilities and (ii) its technical infrastructure, hardware, and
software security capabilities. HHS identifies the following three components as
necessary for the security plan:

1 Administrative safeguards
1 Physical safeguards
1 Technical safeguards

Each of the three major categories has a number of additional subcategories, and
several of the subcategories related to administrative safeguards were modified or
supplemented by the Final Rule, including but not limited to risk analysis, sanction
policies related to employees who fail to follow the security plan, and identification
of the individual responsible for the development and implementation of required
security policies. In addition to the required components, other factors are
Afaddressabl eo items that should be consider
Covered Entity's size and organization. Continuing education is among the
addressable factors set forth in the Security Rule as part of rule compliance. This
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includes periodic security updates. The continuing evaluation process should be
developed and implemented to maintain sustainability of HIPAA Security
compliance. Systematic and controlled reviews of changes that affect data
security are necessary for a comprehensive evaluation program. Each
Department must identify, train, and assign individuals to key processes
associated with technology and operations changes.

Entities are required under the Security Rule to conduct risk analyses to implement
the required security standards. On July 14, 2010, the United States Department

of Health and Human Services, Office of Civil Rights (AOCRO),

Guidance on Risk Analysis Requirements under the HIPAA Security Ruleo
designed to assist organizations in identifying and implementing the most effective
and appropriate administrative, physical, and technical safeguards to protect the
confidentiality, integrity, and availability of ePHI. The Guidance provides sample
guestions an organization may wish to consider in implementing the Security Rule:

1 Have you identified the e-PHI within your organization? This includes e-
PHI that you create, receive, maintain or transmit.

1 What are the external sources of e-PHI? For example, do vendors or
consultants create, receive, maintain, or transmit e-PHI?

1 What are the human, natural, and environmental threats to information
systems that contain e-PHI?

The Guidance contains additional discussion of steps to assess and safeguard e-

PHI . The Security Rule requires Covered
procedures. According to HHS, the Security Rule does not specifically require any

incident reporting to outside entities.

In April 2015, The Office of the National Coordinator for Health Information
Technol ogy published Version 2.0 of t he
El ectronic Health I nformationo to m®tessi st
with their compliance obligations under the Security Rule.

Implications:
1 Ensure the confidentiality, integrity, and availability of all e-PHI that the
Covered Entity creates, receives, maintains, or transmits.
1 Protect against any reasonably anticipated threats or hazards to the security
or integrity of e-PHI.
1 Protect against any reasonably anticipated uses or disclosures of e-PHI that
are prohibited by the HIPAA Privacy Rule.
Ensure compliance by the Workforce.
Develop methods and procedures for continuing evaluation to maintain
sustainability of HIPAA Security compliance.
9 Establish procedures for periodic evaluation of implemented security
measures.

= =
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1 HIPAA Covered Entities and Business Associates should develop a plan to
revise their Business Associate Agreements to reflect any changes set forth
in the Final Rule by September 23, 2014.

1 Enforcement of HIPAA security provisions will be stricter with the possibility
of larger civil penalties and State Attorney General enforcement.

Note:

Pursuant to the Code of Federal Regulations establishing Conditions for Federal
Financial Participation, 45 C.F.R. 8§ 95.621, Departments are responsible for the
security of all automated data processing systems involved in the administration
of HHS programs, and they are also responsible for the establishment of a security
plan that outlines how software and data security will be maintained. This section
further requires that Departments conduct a review and evaluation of physical and
data security operating procedures and personnel practices on a biennial basis.
CMS issued a letter to state Medicaid directors dated September 20, 2006, which
specifically requires state agencies and their Business Associates to comply with
the HIPAA Security requirements. In addition, CMS is requiring that all contracts
include a provision requiring contractors to report breaches of privacy or security
to the state Medicaid staff. The state is then obligated to report the breach to CMS.

Implications/Best Practices:
1 Departments must remember that risk mitigation is the compliance
objective.
1 Security plans should present Department security features and
requirements in terms of their risk mitigation benefits.
1 Department security plans should document the risk mitigation rationale
and effectiveness.
1 Departments must balance the cost-effective dollar arguments against the
higher obligation to ensure patient privacy and safety.
Develop procedures to keep privacy and security concerns coupled.
Departments who receive federal funding should check with their federal
funder for additional requirements.
1 Departments with HIPAA Business Associate Agreements must evaluate
and confirm compliance with the Security Rule as Business Associates are
now subject to HI Raddisina(penaltes.e as e d)

E

Source:

Final Rule ePHI Security Standards
http://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule
[securityrulepdf.pdf

HIPAA Security Rule History
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/index.html

26


http://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/securityrulepdf.pdf
http://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/securityrulepdf.pdf
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/index.html

Guidance on Risk Analysis
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidance.
html

78 Fed. Reg. 5566 1 Final Rule
http://www.gpo.gov/fdsys/pka/FR-2013-01-25/pdf/2013-01073.pdf

Guide to Privacy and Security of Electronic Health Information
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-

quide.pdf

Principles:
Security Safeguards, Notice, Accountability
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http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidance.html
http://www.gpo.gov/fdsys/pkg/FR-2013-01-25/pdf/2013-01073.pdf
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf

1.4.3. HIPAA Breach Notification Rule
45 C.F.R. 88 164.400 - 414

Description:
On January 25, 2013, OCR published an Omnibus Final Rule entitled
AModi fications t o t he HI PAA Privacy, Secu

Notification Rules under the Health Information Technology for Economic and

Clinical Health Act and the Genetic Information Nondiscrimination Act; Other

changes to the I nterim Final Rul e for Breach
effective on September 23, 2013.

The Breach notification requirements apply if all of the following are present:

T There i s a ABreach. o The Fi nal Rul e defin
unauthorized acquisition, access, use, or disclosure of PHI. The definition
of ABreacho excludes (i) the wunintentiona
by a workforce member acting under the authority of a Covered Entity or
Business Associate, (i) inadvertent disclosure of PHI from a person
authorized to access PHI at a Covered Entity or Business Associate to
another person authorized to access PHI at the Covered Entity or Business
Associate, and (iii) disclosure of PHI where a Covered Entity or Business
Associate has a good faith belief that the unauthorized person to whom
disclosure was made would not have reasonably been able to retain the

information.
T The PHI i's fAunsecur eidunos ethue eRulpa otdetci ed:
informationd to mean PHI t hat i's not rer

indecipherable to unauthorized individuals through the use of a technology
or methodology specified by HHS guidance.

T The Breach AcompromikBesPHheo sPousuagt ofo
Rule, an unauthorized acquisition, access, use, or disclosure of PHI is
presumed to be a Breach unless the Covered Entity or Business Associate
demonstrates, based on a risk assessment, that there is a low probability
that the PHI has been compromised. The risk assessment should be based
upon, but not limited to, the following factors: (i) the nature and extent of
health information involved, (ii) the unauthorized person who used the PHI
or to whom the PHI was disclosed, (iii) whether the PHI was actually
acquired or viewed, and (iv) the extent to which the risk has been mitigated.
HHS also noted that it may be appropriate to consider other information
depending on the particular circumstances.

There is no requirement of actual harm in order to trigger notification. A Breach is
considered to be discovered as of the first day the Breach is known to the Business
Associate or Covered Entity. All required notifications must be made without
unreasonable delay and in no case later than 60 calendar days after the discovery
of the Breach by the Covered Entity or Business Associate.
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The regulations, developed by OCR, require health care providers and other
Covered Entities to promptly notify affected individuals of a Breach, as well as the
HHS Secretary and the media in cases where a Breach affects more than 500
individuals. Breaches affecting fewer than 500 individuals will be reported to the
HHS Secretary no later than 60 days after the end of the calendar year in which
the Breaches were discovered. The regulations also require Business Associates
of Covered Entities to notify the Covered Entity of Breaches at or by the Business
Associate.

The definition of a Breach, the content of the notice and method of delivery
contained in the HIPAA Security Rule are similar to comparable provisions in West
Virginiads br eaé6&deSection3.18.i cati on | aw.

In April 2015, The Office of the National Coordinator for Health Information

Technol ogy published Ver Privacy an@d Seécuritp 6f t he (G
El ectronic Health I nformationo to assist Cov
with their compliance obligations under the Breach Notification Rule.

Note:

The Federal Trade Commission (FTC) issued companion breach notification
requirements for vendors of personal health records (PHRs) and their third party
service providers following the discovery of a breach of unsecured PHR-
identifiable health information. For further discussion, see Section 1.6. Entities
operating as Covered Entities and Business Associates are technically not subject
to the FTC breach notification rules. (See Section 1.6.1 for further discussion). But
in certain instances where a breach involves an entity providing PHRs to
customers of a Covered Entity through a Business Associate arrangement, and
directly to the public, the FTC will deem compliance with the HHS Rule as
compliance with its own breach notification rules.

HHS has emphasi zed t hat this Rul e does no
responsibilities with respect to the HIPAA Security Rule nor does it impose any
new requirements upon Covered Entities to encrypt all PHI. A Covered Entity may
still be in compliance with the Security Rule even if it decides not to encrypt
electronic PHI so long as it utilizes another method to safeguard information in
compliance with the Security Rule. However, if such method is not in compliance
with the requirements of the Rule with respect to securing PHI, then the Covered
Entity will be required to provide a breach notification to affected individuals upon
a breach of unsecured PHI. The Rule preempts contrary State breach notification
laws. A Covered Entity must still comply with requirements of State law which are
in addition to the requirements of the Rule, but not contrary to such requirements
(such as additional elements required to be included in a notice). See Section
3.18, West Virginia Breach Notification Law.

Guidance to Render Unsecured Protected Health Information Unusable,
Unreadable, or Indecipherable to Unauthorized Individuals
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On April 19, 2009, HHS i ssued AGuidanceo on
i nformation. To determine when iinformation
required by the HHS and FTC rules, the guidance specifies encryption and

destruction technologies and methodologies that render protected health

information unusable, unreadable, or indecipherable to unauthorized individuals,

and therefore fAsecured. o Entities subject
secure health information as specified by the guidance through encryption or

destruction are relieved from having to notify in the event of a breach of such

information.

According to the Guidance, PHI is rendered unusable, unreasonable, or
indecipherable to unauthorized individuals only if one or more of the following
methods are used:

(1) Encryption. Electronic PHI is only secured where it has been
encrypted. The HIPAA Security Rule specifies encryption to mean the use of an
algorithmic process to transform data into a form in which there is a low probability
of assigning meaning without use of a confidential process or key. The Rule
identifies the various encryption processes which are judged to meet this standard.
Such confidential process or key that might enable decryption must not have been
breached. To avoid a breach of the confidential process or key, decryption tools
should be kept on a separate device or at a location separate from the data they
are used to encrypt or decrypt.

(2) Destruction. Hard copy PHI, such as paper or film media, is only
secured when it has been shredded or destroyed such that the PHI cannot be read
or otherwise cannot be reconstructed. Electronic media is secured when PHI can
no longer be retrieved from it because the media has been cleared, purged, or
destroyed consistent with National Institute of Standards and Technology (NIST)
guidelines.

Implications:
1 Departments will assess and determine the types of information they
mai ntain that mu s t be fAsecuredoofand wil
encryption technology is appropriate.

1 Departments will develop and implement destruction policies pertaining to
media containing PHI.

1 Departments will develop and update in accordance with the Final Rule
policies and procedures for determining whether a breach has occurred.
Issues to cover include:

o Steps for identifying a potential breach incident.

o Steps for determining whether the incident is an impermissible use
or disclosure of PHI under the HIPAA Privacy Rule.
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Steps for performing a risk assessment analysis based upon the
factors set forth in the Final Rule.

Steps to ensure that affected individuals, the media and/or HHS
receive proper notification, as required.

Documentation for each step of these processes.

Di scussion of the new policies
HIPAA privacy officer, who will be responsible for this additional
enforcement.

1 Departments will work with each Business Associate regarding
implementation of policies and procedures relating to breach notification.
Issues to cover include:

Source:

(0]

Requesting a copy of the security breach notification policies and
procedures that the Business Associate will implement.

Discussing the reporting of security incidents and breaches to the
Covered Entity.

Discussing the difference between reportable and non-reportable
breaches.

Determining the role of the Business Associate in identifying
breaches and suspected breaches related to the Business
Associateds service agreement.

Allocating responsibility for fulfilling the notification requirements
when a reportable breach has occurred and maintaining any related
data required under the interim final rule.

Amending the indemnification provisions of the Business Associate
Agreement to ensure that the appropriate party bears the costs
associated with the notification requirements and liability for failure
to comply with them.

Breach Notification Rule
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/index.

html

Guidance to Render Unsecured Protected Health Information Unusable,
Unreadable, or Indecipherable to Unauthorized Individuals
http://www.hhs.gov/hipaa/for-professionals/breach-

notification/guidance/index.html

78 Fed. Reg. 5566 1 Final Rule
http://www.gpo.gov/fdsys/pkg/FR-2013-01-25/pdf/2013-0107 3.pdf
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http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/index.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/index.html
http://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html
http://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html
http://www.gpo.gov/fdsys/pkg/FR-2013-01-25/pdf/2013-01073.pdf

Guide to Privacy and Security of Electronic Health Information
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-

quide.pdf

Principles:
Notice, Security Safeguards
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http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf

1.5. The Affordable Care Act; Affordable Insurance Exchanges
45 C.F.R. Parts 155, 156 and 157

Description:

The Patient Protection and Affordable Care Act of 2010 as amended by the Health
Care and Education Reconciliation Act of 2010, collectively known as the
Affor dabl e Care Act (AACAOQ) , provi des
exchanges to provide competitive marketplaces for individuals and small business
employers to directly compare available private health insurance options on the
basis of price, quality and other factors. Some have questioned whether or not
and to what extent these new exchanges will be subject to the Privacy Act and the
HIPAA Security Rule previously discussed in Sections 1.4..1-2.

On March 27, 2012, HHS published a finalruleenti t | ed A Pat i en
Affordable Care Act; Establishment of Exchanges and Qualified Health Plans;
Exchange Standards from Employerso (
implements the affordable insurance exchange provisions and requirements of the
ACA and took effect on May 29, 2012. The final rule provides three options for
states to adopt insurance exchanges. States may establish an exchange that
facilitates qualified health plans (QHPSs) as well as a small business health options
program (SHOP), establish an exchange which only facilitates a SHOP, or partner
with the federal government. West Virginia has elected to participate in the State
Partnership Exchange model whereby the Federal Exchange is utilized but
continues to benefit from state recommendations and interaction with issuers and
consumers.

Section 155.260 of the ACA Final Rule provides for the privacy and protection of
personally identifiable information collected by an exchange. Where the exchange
creates or collects personally identifiable information for the purpose of
determining eligibility for enrollment in a qualified health plan, determining eligibility
for other insurance affordability programs, or determining exemptions from the
individual health insurance mandate, the exchange may only use or disclose the
personally identifiable information if necessary for several reasons. The exchange
may use or disclose the personally identifiable information to carry out its functions
as described in section 155.200 of the ACA Final Rule. With the consent of an
individual, the exchange may also use or disclose the information to ensure the
efficient operation of the exchange or to determine eligibility to enroll in the
Marketplace, claim a premium tax credit, or claim a cost-sharing reduction.

The exchange may not create, collect, use or disclose personally identifiable
information while the exchange is fulfilling its responsibilities under section 155.200
unless the creation, collection, use or disclosure are consistent with section
155.260.

The exchange must establish and implement privacy and security standards that
are consistent with the following principles laid out in section 155.260: individual
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access, correction, openness and transparency, individual choice, limitations, data
quality and integrity, safeguards, and accountability. For purposes of
implementing the security safeguards and preventing the improper use or
disclosure of personally identifiable information as required by section 155.260,
the exchange must establish and implement certain operational, technical,
administrative and physical safeguards that are consistent with Section 155.260
and any other applicable law. On February 29, 2015, the Centers for Medicare &
Medi cai d Services ( A CNWMItie)tolssaersénshe Feederaly- Fi nal 2
facilitated Marketplaces offering guidance for issuers of QHPs. It requires that all
Federally-facilitated Marketplaces meet certain requirements by 2017. The
exchange must submit a Privacy and Security Agreement along with a Senior
Officer Acknowledgement to CMS setting out provisions for safeguarding privacy.
Agents and brokers must also submit a Privacy and Security Agreement to CMS.
The recertification process mirrors the 2016 certification process.

To the extent that the exchange performs transactions with a Covered Entity,
section 155.270 of the ACA Final Rule requires exchanges to use standards,
implementation specifics, operating rules, and code sets adopted by the Secretary
of HHS pursuant to HIPAA or that are otherwise approved by HHS.

There were a number of changes to the ACA within the latter part of 2017 and
2018. These included the repeal of the individual mandate, the elimination of cost-
sharing reductions, the expansion of association health plans (AHPs), and
increasing the power of the states to create insurance standards and required
benefits for exchanges under 45 C.F.R. 155.

Guidance on Part 155 was released in late October of 2018, which provides
gui dance on the Departmentés ability to gre
Waivers (which used to be called State Innovation Waivers).

In 2020 there were changes to Part 155 (Subparts E, M, and O) and 156 (Subparts
B, C, and M) in two different final rules. The first revises rules relating to oversight
of exchanges and reporting frequency. The second relate to the enrollment period
for exchanges, oversight and reporting requirements, and quality reporting
standards. These changes involve essential health benefits, providing states with
additional flexibility in the operation and establishment of exchanges, changes to
cost-sharing for prescription drugs, notice requirements, exchange eligibility and
enroliment, exemptions for requirements to maintain coverage, and repeals
regulations on the Early Retiree Reinsurance Program.

Implications:

The West Virginia Health Insurance Exchange is subject to the requirements of
this new federal regulation.
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Source:

77 Fed. Reg 18310 i Patient Protection and Affordable Care Act; Establishment
of Exchanges and Qualified Health Plans; Exchange Standards for Employers
(Final Rule)

http://www.healthreformgps.org/wp-content/uploads/2012-6125.pdf

HHS Guidance on the State Partnership Exchange
http://www.cms.gov/CCIlIO/Resources/Fact-Sheets-and-
FAQs/Downloads/partnership-quidance-01-03-2013.pdf

Final 2017 Letter to Issuers in the Federally-facilitated Marketplaces by Centers
for Medicare & Medicaid Services
https://www.cms.gov/CCIlIO/Resources/Regulations-and-
Guidance/Downloads/Final-2017-Letter-to-Issuers-2-29-16.pdf

West Virginia Insurance: Latest News
http://bewv.wvinsurance.gov/LatestNews.aspx

83 FR 535751 HHS Guidance on Part 155 State Plan Waivers
https://www.govinfo.gov/content/pkg/FR-2018-10-24/pdf/2018-23182.pdf

84 FR 71674 - Patient Protection and Affordable Care Act; Exchange Program
Integrity
https://www.federalreqgister.qgov/documents/2019/12/27/2019-27713/patient-
protection-and-affordable-care-act-exchange-program-integrity

85 FR 29164 - Patient Protection and Affordable Care Act; HHS Notice of Benefit
and Payment Parameters for 2021; Notice Requirement for Non-Federal
Governmental Plans
https://www.federalregister.gov/documents/2020/05/14/2020-10045/patient-
protection-and-affordable-care-act-hhs-notice-of-benefit-and-payment-
parameters-for-2021

Principles:
Confidentiality, Security and Limited Use of Personally Identifiable Information
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http://www.healthreformgps.org/wp-content/uploads/2012-6125.pdf
http://www.cms.gov/CCIIO/Resources/Fact-Sheets-and-FAQs/Downloads/partnership-guidance-01-03-2013.pdf
http://www.cms.gov/CCIIO/Resources/Fact-Sheets-and-FAQs/Downloads/partnership-guidance-01-03-2013.pdf
https://www.cms.gov/CCIIO/Resources/Regulations-and-Guidance/Downloads/Final-2017-Letter-to-Issuers-2-29-16.pdf
https://www.cms.gov/CCIIO/Resources/Regulations-and-Guidance/Downloads/Final-2017-Letter-to-Issuers-2-29-16.pdf
http://bewv.wvinsurance.gov/LatestNews.aspx
https://www.govinfo.gov/content/pkg/FR-2018-10-24/pdf/2018-23182.pdf
https://www.federalregister.gov/documents/2019/12/27/2019-27713/patient-protection-and-affordable-care-act-exchange-program-integrity
https://www.federalregister.gov/documents/2019/12/27/2019-27713/patient-protection-and-affordable-care-act-exchange-program-integrity
https://www.federalregister.gov/documents/2020/05/14/2020-10045/patient-protection-and-affordable-care-act-hhs-notice-of-benefit-and-payment-parameters-for-2021
https://www.federalregister.gov/documents/2020/05/14/2020-10045/patient-protection-and-affordable-care-act-hhs-notice-of-benefit-and-payment-parameters-for-2021
https://www.federalregister.gov/documents/2020/05/14/2020-10045/patient-protection-and-affordable-care-act-hhs-notice-of-benefit-and-payment-parameters-for-2021

16. Feder al Trade Commi ssionds Heal th Breach
16 C.F.R. Part 318

Description:
The HITECH Act and the American Recovery and Reinvestment Act of 2009
requires the Federal Trade Commircebreaohn ( AFTCO

notification provisions that apply to vendors of personal health records and their
third-party service providers that are not otherwise subject to the requirements of
HIPAA.

The FTC breach notification rule applies if you are:
1 A vendor of personal health records (PHRS);
1 A PHR-related entity; or
1 A third-party service provider for a vendor of PHRs or a PHR-related entity.

Covered Entities and Business Associates ar e
breach notification rule but must comply wi
See Section 1.6.1 for further discussion.

Notice must be given whemd tahcegrua sii $4 @amo A
identifiable health informationd that i's f
recordo. These terms are defined in the He
ABreach Notification Ruleod) and the definiti

|l f there is a security breach and you are a
APHRel ated entityo, the Breach Notification
should be taken. The subject entity must notify:
1. each affected person who is a citizen or resident of the United States;
2. the FTC; and
3. the media (in cases where a breach affects more than 500
individuals).

The rule sets forth who to notify, when to notify them, how to notify them, and what
information to include.

Persons: If a vendor of personal health records or a PHR-related entity

experiences a breach of unsecured personal health information, each affected

person should receive notice Awithout unreas
days after the breach is discovered. The 60 day period begins to run the day the

breach becomes known to someone in the company (vendor of PHRs or PHR-

related entity) or the day someone reasonably should have known about it. Those

subject to the Rule must act without unreasonable delay. This means if a company

discovers the breach and gathers the necessary information within 30 days, it is

unreasonable to wait until the 60" day to notify the people whose information was

breached.
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FTC: The Rule requires notice to the FTC. The timing depends on the number of
people affected by the breach:

500 or more people: The FTC must receive notice as soon as possible and
within 10 days after discovering the breach. The report should be provided
on t he FT Cviwsv.ftdgovhealthareach.

Fewer than 500 people: Notice must be given, but more time is given to
provide the information. The FTC form noted above must be provided with
forms documenting any other breaches during the same calendar year
involving fewer than 500 people within 60 calendar days following the end
of the calendar year.

The Media: When at least 500 residents of a particular state, District of Columbia
or U.S. Territory or possession are affected by a breach, notice must be provided
to prominent media outlets serving the relevant locale, including Internet media
where appropriate, without unreasonable delay and within 60 calendar days after
the breach is discovered. This notice is in addition to individual notices.

Third-party service providers to a vendor of PHR or a PHR-related entity also have
notice requirements under the Rule. If the third-party service provider experiences
a breach, it must notify an official designated in its contract with the vendor or a
senior official within the vendor companyd without unreasonable delay and within
60 calendar days of discovering the breach. The Rule requires the third-party
provider to identify for the vendor client each person whose information may be
involved in the breach. The third-party service provider must receive an
acknowledgement from the vendor client that they received the notice.

Personal notice must be provided by first-class mail to the individual at the last
known address of the individual, or by e-mail, if the individual receives a clear,
conspicuous opportunity to receive notification by first-class mail and does not
exercise that choice. In the case of a deceased individual, notice must be provided
to the next of kin if the contact information is provided along with authorization to
contact them.

Substitute notice is required if the contact information for 10 or more individuals is
insufficient or out-of-date. Substitute notice is accomplished by:

1. aclear and conspicuous posting for 90 days on your home page, or
2. anotice in major print or broadcast media where those people likely live.

The content of the notice should include the following:

1 A brief description of what happened, including the date of the breach (if
known) and the date you discovered the breach;
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http://www.ftc.gov/healthbreach

1 The kind of PHR-identifiable health information involved in the breach. For
example, insurance information, social security numbers, financial account
data, dates of birth, medication information, etc.;

1 Steps individuals should take to protect themselves from potential harm
resulting from the breach;

1 A brief description of what the entity that suffered the breach is doing to
investigate the breach, mitigate harm, and protect against any further
breaches; and

1 Contact procedures for individuals to ask questions or learn additional
information, which shall include a toll free telephone number and e-mail
address, web site, or postal address.

The FTC will treat each violation of the Rule as an unfair or deceptive act or
practice in violation of a Federal Trade Commission regulation. Businesses that
violate the Rule may be subject to a civil penalty of up to $16,000 per violation.

Note:

The FTCO6s Rule preempts contradictory state
those that impose additionali but non-contradictoryi breach notification
requirements. For exampl e, We s t Virginiad:
breach notices to include advice on monitoring credit reports or contact information

for consumer reporting agencies. While these content requirements are different

from the FTC Ruleds requirements, they are 1
is possible to comply with both federal and West Virginia requirements by including

all the information in a single breach notice. The FTC Rule does not require the

sending of multiple breach notices to comply with both state and federal law.

Implications:

1 Departments shoul d identi fy a fAteamo to
notifications.

T The Ateamd members might infonnationaffeer,t he f ol |
compliance officer, human resources, legal/risk management, or public
relations with input from State Chief Privacy Officer.

1 Departments should develop templates of policies and procedures and
forms of documents compliant with the new FTC federal standard and
applicable state law breach notification requirements.

1 Development of an action plan, including checklists of key contacts such as
media and others both inside and outside the Department, will enable
Departments to effectively and timely respond to potential breach
notification situations.

Source:
74 Fed. Reg. 42962 - Health Breach Notification Rule (Final Rule)
http://www.gpo.gov/fdsys/pkg/FR-2009-08-25/pdf/[E9-20142.pdf
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http://www.gpo.gov/fdsys/pkg/FR-2009-08-25/pdf/E9-20142.pdf

Complying with the FTC6s Health Breach Notif
http://business.ftc.gov/documents/bus56-complying-ftcs-health-breach-
notification-rule

H.R. 2205 1 Data Security Act of 2015
https://www.congress.gov/bill/114th-congress/house-bill/2205

S. 9617 Data Security Act of 2015
https://www.congress.gov/bill/114th-congress/senate-bill/961

Principles:
Notice
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http://business.ftc.gov/documents/bus56-complying-ftcs-health-breach-notification-rule
http://business.ftc.gov/documents/bus56-complying-ftcs-health-breach-notification-rule
https://www.congress.gov/bill/114th-congress/house-bill/2205/related-bills
https://www.congress.gov/bill/114th-congress/senate-bill/961

1.6.1. FTC Enforcement of PIl and PHI Data Security of HIPAA Covered
Entities and Business Associates

15 U.S.C. 8 45(a)

In re LabMD, Inc., FTC Docket No. 9357, Complaint, August 28, 2013; 14-12144,
D.C. Docket No. 1:14-cv-00810-WSD (11th Cir. Jan. 20, 2015).

Description:

The Feder al Trade Commi ssi on (FTC) i s gi ve
partnerships, or corporations . . . from using unfair methods of competition in or

affecting commerce and unfair or deceptive acts or practices in or affecting

commerce. 0 AUnfair or deceptive acts or pra
commerce that Acause or are |ikely to cause
the United States. o Since the advent of el

methods, the security of health care data has become an increasing concern;

traditionally, these HIPAA concerns would be addressed by the Department of

Heal t h and Huma n) Cfieer for iCowik Rights (OGR) $or entities

meeting the HIPAA definition of either a Covered Entity or Business Associate

(HIPAA entities). However, the FTC has begun to use its authority under 15 U.S.C.

A 45 to enforce securi tiycecsoon swiitoluisn fitalce s h ea
industry and expand its scope of enforcement power to HIPAA entities.

Since 2002, the FTC has brought over 60 cases against companies for data
security issues. Note that the United Stat
antitrust laws to confer immunity on anticompetitive conduct by the States when

acting in their Noh CarolieaiState Bdc & Pemtal Examypinets

v. F.T.C., 135 S. Ct. 1101, 1110 (2015) (citing Parker v. Brown, 317 U.S., 341,

350i 351, 63 S.Ct. 307 (1942). This so-called Parker immunity, however, is not

unbridled. Id. at 1110-1111 (citations omitted). Parker immunity is unfounded in

instances in which the State delegates control to a non-sovereign actor, unless the

procedures makethenon-s over ei gn actorés reguldani ons th
other words, state agencies or subdivisions of a state are not exempt from the

Sher man Act Asi mply by r eaE€itynof lafayette hne i r st al
Louisiana Power & Light Co., 435 U.S. 389, 408, 98 S.Ct. 1123 (1978). Rather,

Parker i mmunity exempts anticompetitive conduc
government by the State as sovereign, or, by its subdivisions, pursuant to state

policy to displace competition withr egul ati on or monopoly publ.
413,98 S.Ct. 1123.

By a complaint dated August 28, 2013, the FTC alleged that LabMD, Inc. had
Afailed to provide reasonabl e and appropriat
its computer n B twasoar dorporation whicha doducted clinical
laboratory tests; in its normal course of business, LabMD dealt with great amounts
of personal information related to insurance, payment methods, and health
records. The complaint precipitated as a result of the al | egati on t hat L
billing department manager downloaded Limewire, a file sharing application, and
shared hundreds of sensitive files over the internet. The FTC found that LabMD
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did not maintain an information protection program, identify foreseeable risks, train
employees, or detect unauthorized software. Because sensitive information was
made available online for an extended period of timed and was, in fact, found in
the possession of individuals charged with identity theftd the FTC concluded that

those failures ficaused, or [were] I|ikely to
The FTCOs resul ting order i nvol ved extensi
supervision over the companyds practices. L

comprehensive security program and acquire third-party assessments every two
years for a period of twenty years. The security program had to involve the
designation of a coordinating employee, assessment of risks, implementation and
regular testing of safeguards to control those risks, requirement by contract of
service providers to maintain appropriate safeguards, and continuing evaluation
and adjustment of safeguards. In addition to maintaining certain files for FTC
inspection, the FTC required that those individuals and companies affected by the
breach be notified of the events surrounding it, subsequent action, and ways to

prevent identity theft. I n response to Labw
that its authority to prevent unfair acts and practices extended it o a companyos
failure to i mplement reasonabl e and appropri

Based on the information in the FTC complaint, LabMD would be considered a

HI PAA Covered Entity because it falls wunder
provider;i t woul d thus be governed by HIPAAGS exp
HI PAA Privacy and Security Rul es. I n respon
FTC also rejected the contention that HIPAA precluded the commission from

enforcing data security in the field of health care, claiming that there was nothing

in HIPAA that would lead to that preemption. As a result of the order, LabMD has

been forced to scale back its operations, has been denied insurance coverage,

and is pursuing additional legal action against the FTC.

In March 2014, LabMD filed suit in the Northern District of Georgia seeking a
declaratory judgment that the FTC lacks authority to regulate PHI data security.

The Northern District of Georgia dismissed the suit, finding that the FTC had not

yet issued a final order. In January 2015, LabMD appealed and the Court of

Appeals for the Eleventh Circuit affirmed the dismissal. However, the Eleventh

Circuit declined to rule on the issue of whether the FTC has authority to enforce

healthcare priv acy standar ds, and concluded that
reviewable only after the administrative proceedings are final.

Il n November 2015, the administrative | aw juc
dismissing the charges after finding that FTC faled t o show t hat LabMD{
security practices caused harm to consumers. However, the ALJ did not address

whether the FTC has jurisdiction over data security issues. On July 29, 2016, the

FTC issued an Opinion and Final Order reversing the Initial Decision. The FTC
concluded that LabMDO6s practices were unreas
the Federal Trade Commi ssion Act. The FTC r
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| egal standard for wunfairness, o0 and rejectec
harm to accompany the unauthorized exposure of sensitive medical information.

Il n contrast to the ALJO6s holding that a sub
concluded that ALabMD6és security practices w
precautions to protect the sensitive consumer information maintained on its
computer systems. 0 The Order reinstates the
Now that a final order has been issued in this case, the Eleventh Circuit may review

t he i ssue o fhorityh@n ABGUSE 30520186, LabMD requested that the

FTC stay the effective date of its order until after planned court appeals are

resolved.

The 11th US Circuit Court of Appeals granted a stay pending appeal in favor of

LabMD. The Eleventh Circuit discussed the FTC ruling on whether the disclosures

were #dlikely to causeo har m, stating that t
probability of occur r enc a detefmindtion tfoh @ low i t wo u l
likelihood of harm. The Court further indicated that in security breaches, mere

emotional harm and acts causing only a low likelihood of consumer harm, even

when the data is sensitive, may not meet the unfairness definition. However, this

was a preliminary decision regarding a preliminary stay pending appeal, and a final

ruling has not been issued. The resolution of the Eleventh Circuit is forthcoming,

with oral arguments taking place on June 21, 2017.

une 6, 2018, the 11th Circuit granted La
t he FTCOs dessaosder. Bha Hith Circuit provided a brief overview of

the history of the FTCO06s enforcement capabil
Aunf airness authority.o Under the current
factors: (1) consumer injury and (2) public policy. To warrant a finding of

unfairness, an injury (a) must be substantial; (b) it must not be outweighed by any

countervailing benefits to consumers or competition that the practice produces;

and (c) it must be an injury that consumer could not reasonably have avoided

themsel ves. Under the public policy prong,
establishedo which means that it must be gro
the common law.

The 11th Circuit also denoting the two methods under which the FTC can carry out
its mission of enforcing the FTC: formal rulemaking and case-by-case litigation.
The LabMD concerned the case-by-case litigation method. Under the case-by-
case litigation method, once an act or practice is deemed unfair, it becomes, in
effect, a formal addendum to Section 5 of the FTC Act. Litigation can be
commenced in two forums: it may prosecute its claims before an ALJ (with
appellate review by the full commission and ultimately a federal court of appeals)
or it may prosecute the claim in district court (again with appellate review by a
federal court of appeals). The standards are the same.

The 11th Circuit vacated the FTC cease and desist order because it found the
order to be unenforceable on its face. In reaching this decision, the Court noted
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t hat because a compl aint mu st contain fda cl
sufficient to inform [a] respondent with reasonable definiteness of the type of acts
or practicesal | eged to be in violation of the | aw,
with the requirement of reasonable definit
Amust be stated with clarity and precision.
unenforceable. In revi ewi ng t he FTCOs cease and desi
determined that the order was unenforceable because it required LabMD to meet
an Aindeterminable standard of reasonabl enes
or practices. In other words, the Court concluded that the FTC's order requiring
LabMD to implement a reasonable security program was not sufficiently specific.

While the LabMD decision did not directly a
authority, o it seems | itkled yi urhfaai rfrue susr ea ucthhac
focus on whether the enforcement of Section 5 is grounded upon a violation of the

constitution, a specific statute or common-law principle and not merely based upon

a substantial consumer injury.

In a footnote, the 11thCi r cuit appeared to reject the FTC
5 allowed it to bring suit based purely on a substantial consumer injury. Rather,

the Court noted A[t]he act or practice alleg
unfair under a well-established legal standard, whether grounded in statute, the
common | aw, or the Constitution. o

In each of the cases referenced above, the FTC issued a Decision and Order
requiring the companies to comply with various conditions ranging from notifying
affected customers; implementing comprehensive information security programs;
obtaining information security assessments from qualified, objective, independent
third-party professionals; and paying fines. In recent years, some of these fines
have been substantial, which includes a $1.6 million settlement for the Ashley
Madison data breach.

The FTCO0s enforcement actions in 2019 have
emphasized enforcement actions related to how companies represent their

security technology, policies, and procedures. This includes a record $5 Billion

penalty against Facebook for issues that the FTC found with how Facebook
presented their userds ability to manage th
settlement with D-Link Systems Inc., relating to the representation of the security

features of their wireless routers and internet-based cameras. The settlement

requires D-Link to implement a comprehensive security system and to obtain third

party security assessments biannually for the next 10 years.

There have also been resolutions with the security breaches from Equifax, the
credit monitoring company. While there has been controversy over the potential
for a cash payout less than the expected $125, Equifax also was required to offer
free credit monitoring up to a period of 10 years. In addition, the FTC resolved their
enforcement action against DealerBuilt, which provided software to auto dealers
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that subsequently had 12.5 million consumer

Dealerbuilt is forbidden from holding confidential information unless they institute
an appropriate security system and they were also required to implement specific
safeguards by the FTC which were related to the data breach.

In 2020 the FTC is seeking comments on the Health Breach Notification Rule,
which promulgated specific questions. The notice was published on May 22, 2020.
The comment period ended on August 20, 2020. The FTC has not yet published
any potential rule changes in response to the comments received.

Public comments made by agency officials noted the prevalence of third-party
health programs, and emphasized that they would not hesitate to enforce agency
rules against applications that were not in compliance with FTC rules and for
companies misrepresenting their use of consumer information.

Implications:

1 Departments should be aware that the FTC is exercising its power over
unfair acts and practices to take action in cases of health data breach and
inadequate consent.

1 Departments should evaluate their policies and procedures in light of the
LabMD, Inc. v. FTC decision due to the changes in the authority of the FTC.

1 Covered Entities and Business Associates that deal with P1l and PHI should
consider implementing security programs that meet the standards of those
laid out by the FTC in its orders.

1 Covered Entities and Business Associates should ensure that their service
providers maintain similar security programs.

Source:

15 U.S.C. § 45 i Unfair methods of competition unlawful, prevention by
Commission

http://www.law.cornell.edu/uscode/text/15/45

45 C.F.R. 8§ 160.103 i1 Definitions
http://www.law.cornell.edu/cfr/text/45/160.103

In re LabMD, Inc., FTC Docket No. 9357, Complaint, August 28, 2013
http://www.ftc.gov/enforcement/cases-proceedings/102-3099/labmd-inc-matter

In re LabMD, Inc., FTC Docket No. 9357, Order
Motion to Dismiss
http://www.ftc.gov/enforcement/cases-proceedings/102-3099/labmd-inc-matter

In re LabMD, Inc., FTC Docket No. 9357, Initial Decision, November 13, 2015
https://www.ftc.gov/system/files/documents/cases/151113labmd decision.pdf

In re LabMD, Inc., FTC Docket No. 9357, Final Order, July 28, 2016
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http://www.law.cornell.edu/uscode/text/15/45
http://www.law.cornell.edu/cfr/text/45/160.103
http://www.ftc.gov/enforcement/cases-proceedings/102-3099/labmd-inc-matter
http://www.ftc.gov/enforcement/cases-proceedings/102-3099/labmd-inc-matter
https://www.ftc.gov/system/files/documents/cases/151113labmd_decision.pdf

https://www.ftc.gov/system/files/documents/cases/160729labmdorder.pdf

In re LabMD, Inc., FTC Docket No. 9357, Opinion of the Commission, by
Chairwoman Edith Ramirez
https://www.ftc.gov/system/files/documents/cases/160729labmd-opinion.pdf

LabMD, Inc. v FTC, 14-12144, D.C. Docket No. 1:14-cv-00810-WSD (11th Cir.
Jan. 20, 2015)
https://www.ftc.gov/system/files/documents/cases/d09351labmdappealorder 0.p
df

LabMD, Inc. v FTC, 16-16270-D, Granting Stay of FTC Action, (Nov. 10, 2016).
http://f.datasrvr.com/fr1/016/73315/2016 1111.pdf

In re Accretive Health, Inc., FTC Docket No. C-4432, Complaint, February 5, 2014.
http://www.ftc.gov/enforcement/cases-proceedings/122-307 7/accretive-health-
inc-matter

In re Accretive Health, Inc., FTC Docket No. C-4432, Decision and Order, February
5, 2014
http://www.ftc.gov/enforcement/cases-proceedings/122-307 7/accretive-health-
inc-matter

In re GMR Transcription Services, Inc., FTC Docket No. C-4482, Complaint,
January 31, 2014
http://www.ftc.gov/enforcement/cases-proceedings/122-3095/gmr-transcription-
services-inc-matter

In re GMR Transcription Services, Inc., FTC Docket No. C-4482, Decision and
Order, August 21, 2014
https://www.ftc.gov/system/files/documents/cases/140821gmrdo.pdf

In re PaymentsMD, FTC Docket No. C-4505, Complaint, December 3, 2014
https://www.ftc.gov/system/files/documents/cases/141201paymentsmdcmpt.pdf

In re PaymentsMD, FTC Docket No. C-4505, Decision and Order, December 3,
2014
https://www.ftc.gov/system/files/documents/cases/150206paymentsmddo.pdf

In re Henry Schein Practice Solutions, Inc., FTC Docket C-4575, Complaint,
January 5, 2016
https://www.ftc.gov/system/files/documents/cases/160105scheincmpt.pdf

In re Henry Schein Practice Solutions, Inc., FTC Docket C-4575, Decision and
Order, May 20, 2016
https://www.ftc.gov/system/files/documents/cases/160523hspsdo.pdf
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https://www.ftc.gov/system/files/documents/cases/160729labmdorder.pdf
https://www.ftc.gov/system/files/documents/cases/160729labmd-opinion.pdf
https://www.ftc.gov/system/files/documents/cases/d09351labmdappealorder_0.pdf
https://www.ftc.gov/system/files/documents/cases/d09351labmdappealorder_0.pdf
http://f.datasrvr.com/fr1/016/73315/2016_1111.pdf
http://www.ftc.gov/enforcement/cases-proceedings/122-3077/accretive-health-inc-matter
http://www.ftc.gov/enforcement/cases-proceedings/122-3077/accretive-health-inc-matter
http://www.ftc.gov/enforcement/cases-proceedings/122-3077/accretive-health-inc-matter
http://www.ftc.gov/enforcement/cases-proceedings/122-3077/accretive-health-inc-matter
http://www.ftc.gov/enforcement/cases-proceedings/122-3095/gmr-transcription-services-inc-matter
http://www.ftc.gov/enforcement/cases-proceedings/122-3095/gmr-transcription-services-inc-matter
https://www.ftc.gov/system/files/documents/cases/140821gmrdo.pdf
https://www.ftc.gov/system/files/documents/cases/141201paymentsmdcmpt.pdf
https://www.ftc.gov/system/files/documents/cases/150206paymentsmddo.pdf
https://www.ftc.gov/system/files/documents/cases/160105scheincmpt.pdf
https://www.ftc.gov/system/files/documents/cases/160523hspsdo.pdf

FTC Privacy & Security Update (2016)
https://www.ftc.gov/system/files/documents/reports/privacy-data-security-update-
2016/privacy and data security update 2016 web.pdf

FTC Privacy & Security Update (2016) FAQ
https://www.ftc.gov/reports/privacy-data-security-update-2016

PrivacyCon 2020 Presentations
https://www.ftc.gov/news-events/events-calendar/privacycon-2020

FTC Enforcement i Cases and Proceedings Page
https://www.ftc.gov/enforcement/cases-proceedings

FTC Enforcement i Health Care
https://www.ftc.gov/enforcement/cases-proceedings/terms/282

FTC - Health Breach Notification Rule Change Published for Comment
https://www.federalreqgister.gov/documents/2020/05/22/2020-10263/health-
breach-notification

Overview of FTC Actions in Health Care and Products (April 2020)
https://www.ftc.gov/system/files/attachments/competition-policy-
quidance/overview health care updated - april 29 2020.pdf

Principles:
Security Safeguards; Individual Rights
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https://www.ftc.gov/system/files/documents/reports/privacy-data-security-update-2016/privacy_and_data_security_update_2016_web.pdf
https://www.ftc.gov/system/files/documents/reports/privacy-data-security-update-2016/privacy_and_data_security_update_2016_web.pdf
https://www.ftc.gov/reports/privacy-data-security-update-2016
https://www.ftc.gov/news-events/events-calendar/privacycon-2020
https://www.ftc.gov/enforcement/cases-proceedings
https://www.ftc.gov/enforcement/cases-proceedings/terms/282
https://www.federalregister.gov/documents/2020/05/22/2020-10263/health-breach-notification
https://www.federalregister.gov/documents/2020/05/22/2020-10263/health-breach-notification
https://www.ftc.gov/system/files/attachments/competition-policy-guidance/overview_health_care_updated_-_april_29_2020.pdf
https://www.ftc.gov/system/files/attachments/competition-policy-guidance/overview_health_care_updated_-_april_29_2020.pdf

1.7. Confidentiality of Substance Abuse Records, Reports of Violations
42 U.S.C. § 290dd-2; 42 C.F.R. Part 2, et seq.

Description:

Substance abuse records created in connection with federally assisted treatment
programs are confidential. Federal assistance includes programs conducted by a
federal agency; licensed, certified, registered, or otherwise authorized by a federal
agency; funded by a federal agency; and assisted by the IRS through allowance
of income tax deductions or through the granting of tax-exempt status to the
program. Confidential information includes name, address, social security
number, fingerprints, photograph, or similar information by which the identity of the
patient can be determined with reasonable accuracy and speed directly or by
reference to other publicly available information. The protections begin when a
person applies for or has been given a diagnosis or treatment for alcohol or
substance abuse at a federally assisted program; protections are extended to
former and deceased patients. Use and disclosure must be limited to the minimum
necessary. Disclosure may not occur without patient consent, unless an exception
applies, and restrictions apply to recipients of the information. One significant
exception is that alcohol and drug testing that is not conducted as part of a
diagnosis of or treatment for an alcohol or other substance problem is not protected
by these confidentiality rules. The regulations specify the elements that must be
in the consent and the required accompanying statement. The regulations also
require security, notice of privacy rights to patients, patient access, and restriction
on use.

A violation of the regulations may be reported to the U.S. Attorney in the judicial
district in which the violation occurs. A methadone program which is believed to
have violated the regulations may be reported to the Regional Offices of the Food
and Drug Administration.

There are criminal penalties for violation of these regulations.

On January 18, 2017, SAMSHA published the final rule updating CFR 42 Part 2,
which went into effect on March 27, 2017. The agency also issued a supplemental
notice of proposed rulemaking to propose clarifications to the amendments. This
final rule provides for substantial changes which reflect technological changes in
the health care system and amends 14 major provisions.

These changes include omguseemeonhsofhoa pafit e
disclosure form which allows broader disclosures, requires the form to change to
explicitly describe the information which is to be disclosed, and establishes a
patient is to be provided information regarding which entities received their records
pursuant to their general designation form. The prohibition on re-disclosure was
clarified to be limited to health information which could directly or indirectly indicate
a substance abuse disorder. The standards for disclosing information during a
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health emergency was modified, and there are post-disclosure documentation
requirements.

Changes to security provisions require both a Part 2 program and other lawful

holders of patient identifying information must have a formal policy and procedure

for addressing security, which includes sanitization of media for paper and

electronic records. While substance abuse treatment units in larger medical

facilities may still fall under the regulations, there were changes to the definition of
Apgmamaod #Aholds itself out, o which modifies
regulatory applicability.

There were several changes to these regulations in 2018. There are several
changes to disclosure requirements in the 2018 rules. There are changes which
allow for abbreviated medical records disclosure notices. Further, there are
changes which allow for additional disclosure for disclosing medical records for
payment and health care purposes under certain conditions. There are also
provisions which further allow lawful holders to disclose information for the
purposes of Medicare, Medicaid, and CHIP audits. The changes do not affect
disclosures by Part 2 programs to Qualified Service Organizations.

On August 22, 2019, SAMSHA issued a notice of proposed rulemaking and
solicited comments until Oct. 25, 2019. At the time of this update, these rules are
preliminary and will likely not be finalized until some time in 2020.

In 2020 there were modifications to several parts of the statutory confidentiality
provisions to align these rules with HIPAA. Specifically, the rules for consent have
been aligned with HIPAA for treatment, payment, and health care operations as
permitted by HIPAA and redisclosure of this information is also governed in
accordance with HIPAA rules. Information covered by this rule may be disclosed
to a public health authority as long as such information is de-identified in
accordance with HIPAA regulations. There are also rules prohibiting the use of this
information against an individual in a criminal, civil, or administrative proceeding,
save for instances where there is a court order entered in accordance with the
statute or the individual consents to such a disclosure. There are also
antidiscrimination provisions added to the code, as well as a breach notification
rule which uses the same provisions for the breach of unsecured protected health
information. These code additions also include definitions. Finally, there are also
penalties for breaches of this statute established.

There are also updates to the regulations for the management of substance use
disorders. These modifications affect practices related to applicability and re-
disclosure, disposition of records/sanitization of devices, consent requirements,
instances where disclosure is permitted without written consent, disclosures to
central registries and drug monitoring programs, definitions for medical
emergencies, research situations, disclosures for audits or evaluations, and the
amount of time a court-ordered undercover agent or informant may be within a Part
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2 program. The basic framework of the confidentiality protections of SUD patient
records remains intact, as does the prohibition of law enforcement use of SUD
patient records in criminal prosecutions absent a court order. The restrictions for
disclosure without consent have been expanded for payment and health care
operations and the regulations now have multiple examples regarding what
activities are covered under those exemptions.

SAMSHA has indicated that these are placeholder regulations, and further
regulations will be issued in 2021. These regulations will take effect no earlier than
March 27, 2021 and are intended to further align Part 2 regulations with HIPAA,
pursuant to the changes implemented in the CARES Act.

Note:

The Substance Abuse & Mental Health Services Administration (SAMHSA) and
the Office of the National Coordinator (ONC) for Health Information Technology
have posted Frequently Asked Questions (FAQs) for Applying the Substance
Abuse Confidentiality Regulations to Health Information Exchange (HIE). The
FAQs outline the general provisions of 42 C.F.R. Part 2, provide guidance on its
application to electronic health records, and identify methods for including
substance abuse patient record information in health information exchange that is
consistent with the Federal statute. The FAQs are not meant to provide legal
advice.

Implications:

1 Departments should determine whether they receive and/or create
substance abuse patient records from a federally assisted facility.

1 Departments that do receive and/or create substance abuse patient records
must adopt policies and procedures to ensure compliance with these
regulations.

1 The CPO shall forward the information regarding the security requirements
to the Director of Information Security.

1 Departments cannot apply W. Va. Code § 27-3-1(b)(6) as revised by H.B.
3184, effective June 08, 2007, to substance abuse records from federally
assisted programs.

1 Departments should review the modifications to the statute and regulations
taking effect in 2020 to determine any necessary changes to their policies,
procedures, and security measures.

Departments should review the issued guidance applying the Substance Abuse
Confidentiality Regulations to health information exchange and assess whether
any policies or procedures should be updated.

Source:
42 U.S.C. § 290dd-2 1 Confidentiality of records
http://www.law.cornell.edu/uscode/text/42/290dd-2
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http://www.law.cornell.edu/uscode/text/42/290dd-2

42 C.F.R. Part 21 Confidentiality of Alcohol and Drug Abuse Patient Records
http://www.law.cornell.edu/cfr/text/42/2

82 Fed. Reg. 6052 - Final Rule for 2017 Update
https://www.federalregister.gov/d/2017-00719/page-6052

Supplemental Notice of Proposed Rulemaking
https://www.federalreqgister.qgov/documents/2017/01/18/2017 -
00742/confidentiality-of-substance-use-disorder-patient-records

84 FR 44568 - Notice of Proposed Rulemaking
https://www.govinfo.gov/content/pkg/FR-2019-08-26/pdf/2019-17817.pdf

Substance Abuse & Mental Health Services Administration i Confidentiality
Regulations
http://www.samhsa.gov/laws-requlations-quidelines/medical-records-privacy-
confidentiality

SAMHSA'T Frequently Asked Questions Part Il
http://www.samhsa.qgov/sites/default/files/fags-applying-confidentiality-
requlations-to-hie.pdf

SAMHSA T Webinar on 2017 Final Rule on 42 CFR Part 2 Updates
https://www.youtube.com/watch?v=DUPTIYwz6fU&feature=youtu.be

American Psychiatric Association Comparison Chart of 42 CFR Part 2 1987 Rule,
2017 Updated Rule, and HIPAA
https://www.psychiatry.org/File%20Library/Psychiatrists/Practice/Practice-
Management/42-CFR-Part-Standards-Comparison.pdf

2018 Final Rulemaking i 83 FR 239
https://www.gpo.gov/fdsys/granule/FR-2018-01-03/2017-28400

85 FR 42986 - Confidentiality of Substance Use Disorder Patient Records
https://www.govinfo.gov/app/details/FR-2020-07-15/2020-14675

HHS Fact Sheet on Regulation Update
https://www.hhs.gov/about/news/2020/07/13/fact-sheet-samhsa-42-cfr-part-2-
revised-rule.html

SAMSHA Updated FAQ on Confidentiality for Part 2
https://www.samhsa.gov/about-us/who-we-are/laws-requlations/confidentiality-
requlations-fags

Principles:
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http://www.law.cornell.edu/cfr/text/42/2
https://www.federalregister.gov/d/2017-00719/page-6052
https://www.federalregister.gov/documents/2017/01/18/2017-00742/confidentiality-of-substance-use-disorder-patient-records
https://www.federalregister.gov/documents/2017/01/18/2017-00742/confidentiality-of-substance-use-disorder-patient-records
https://www.govinfo.gov/content/pkg/FR-2019-08-26/pdf/2019-17817.pdf
http://www.samhsa.gov/laws-regulations-guidelines/medical-records-privacy-confidentiality
http://www.samhsa.gov/laws-regulations-guidelines/medical-records-privacy-confidentiality
http://www.samhsa.gov/sites/default/files/faqs-applying-confidentiality-regulations-to-hie.pdf
http://www.samhsa.gov/sites/default/files/faqs-applying-confidentiality-regulations-to-hie.pdf
https://www.youtube.com/watch?v=DUPTlYwz6fU&feature=youtu.be
https://www.psychiatry.org/File%20Library/Psychiatrists/Practice/Practice-Management/42-CFR-Part-Standards-Comparison.pdf
https://www.psychiatry.org/File%20Library/Psychiatrists/Practice/Practice-Management/42-CFR-Part-Standards-Comparison.pdf
https://www.gpo.gov/fdsys/granule/FR-2018-01-03/2017-28400
https://www.govinfo.gov/app/details/FR-2020-07-15/2020-14675
https://www.hhs.gov/about/news/2020/07/13/fact-sheet-samhsa-42-cfr-part-2-revised-rule.html
https://www.hhs.gov/about/news/2020/07/13/fact-sheet-samhsa-42-cfr-part-2-revised-rule.html
https://www.samhsa.gov/about-us/who-we-are/laws-regulations/confidentiality-regulations-faqs
https://www.samhsa.gov/about-us/who-we-are/laws-regulations/confidentiality-regulations-faqs

Notice, Minimum Necessary and Limited Use, Consent, Individual Rights, Security
Safeguards
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1.8. Gramm-Leach Bliley-Act (GLB)
15 U.S.C. 86801, 16 C.F.R. § 313; 72 Fed. Reg. 62890

Description:

Any financial institution that provides financial products or services to consumers

must comply with the GLB privacy provisions. An entity has consumers if it

provides financial products or services to individuals, not businesses, to be used

primarily for their personal, family, or household purposes. Under the Federal

Trade Commi ssi onds (FTC) Privacy Rul e, a f
institution the business of which is engaging in financial activities as described in

A 4(k) of the Bank Holding CompanSgeldact of 1
C.F.R. 8 313.3(k)(1). Further, an institution is not a financial institution unless it is

significantly engaged in financial activities. Id. State entities do not fall under the
definition of a Afinanci al institutiono unde

Financial activities generally include lending money, investing for others, insuring
against loss, providing financial advice, making a market in securities, mortgage
l ender s, iermersy fin@heeycompanies, mortgage brokers, non-bank
lenders, account servicers, check cashers, wire transferors, travel agencies
operated in connection with financial services, collection agencies, credit
counselors, and other financial advisors, tax preparation firms, non-federally
insured credit unions, and investment advisors. Government entities that provide
financial products such as student loans or mortgages are financial institutions that
engage in financial activities. However, before GLB applies, the financial institution
must be fAsignificantly engagedo in financi al
that takes into account all the facts and circumstances.

GLB provides privacy, safeguarding, and pretexting (regarding obtaining
information under false pretenses) requirements. GLB privacy protections require
initial and annual distribution of privacy notices and place limits on disclosures of
nonpublic personal information. The FTC is authorized to enforce this law.

The Financial Services Regulatory Relief Act of 2006 amended the GLB to require
certain federal agencies to propose a succinct, comprehensible, and easy to read
model form that allows consumers to easily compare the privacy practices of
different financial institutions.

Effective since January 1, 2011, financial institutions that wish to be protected

under the FTC6s fisafe harborodo must convert t
harboro provides the financial institutions
the notice satisfies the disclosure requirements. To retain protection, the financial
institution should not amend the FTC&s model
its wording or formatting. Failure to adopt the model notice does not mean that the

notice is deficient but merely that it does not enjoy automatic protection. Likewise

the ©prior imode.l clauseso no | onger enj oy
institutions should examine their notices and policies and consider updating to the
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model privacy notice. Eight federal regulators released a model consumer privacy
notice online form builder to assist financial institutions in preparing acceptable
forms.

The Dodd-Frank Wall Street Reform and Consumer Protection Act of 2010 (the
AAct 0) amende s o @B giving lulensaking authority under the Act
to the Consumer Financi al Protection
does not have authority to establish financial institutions data safeguards i this
remains with the FTC. Additionally, the SEC and the FTC are charged with the
power to prescribe certain GLB rules for entities under their jurisdictions.
Enforcement of the regulations resides with the CFPB for banks over 10 billion in
assets, then with the FTC or other functional regulators. Residual jurisdiction is
the FTC and the CFPB. These changes became effective on July 21, 2011.

Congress has considered new legislation since early 2013 that, if passed, could
impact notice requirements under GLB. On April 13, 2015, the House of
Representatives passed H.R. 601, which would exempt certain financial
institutions from providing annual privacy notices required under GLB. A similar
bill is pending in the Senate, S. 423, with only minor differences from the House
version. This potential change to GLB section 503 would allow institutions that
have not altered their policies and practices regarding disclosure of nonpublic
personal information to avoid the burden of sending duplicative notices annually.

On October 28, 2014, the CFPB passed an Amendment to the Annual Privacy
Notice Requirement Under the Gramm-Leach-Bliley Act, Regulation P. This
Regulation is similar to H.R. 601 and S. 423, and attempts to limit the burden the
Annual Privacy Notice Requirement places on institutions. Regulation P allows
institutions to post their annual privacy notices online rather than delivering them
individually. However it does require that the customer acknowledge receipt of the
notice electronically before obtaining a service. On June 24, 2015, the FTC
published proposed amendments to its rules to permit auto dealers that finance
car purchases or provide car leases to provide online updates to consumers about
their privacy policies in lieu of sending yearly updates by mail. The public comment
period for the proposed amendment closed on August 31, 2015, with no further
action reported to date.

On July 11, 2016, the CFPB published a proposed amendment to Regulation P,
which requires, among other things, that financial institutions provide an annual
notice describing their privacy policies and practices to their customers. The
amendment would implement a December 2015 statutory amendment to GLB
providing an exception to this annual notice requirement for financial institutions
that met certain conditions. The comment period for this proposed amendment
closed on August 10, 2016. These rules were finalized in August 2018 and made
effective in September 17, 2018.
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Implications/Best Practices:

None. State entities do not ftailtlutuinodnedr utnhdee
GLB. Nevertheless, as a matter of <creating
useful to consider the following implication
1 Entities must assess whether they are significantly engaged in financial

activities.

1 If applicable, financial institutions must develop policies and procedures to
ensure an initial and annual notice is distributed and that there are limits on
disclosure of nonpublic personal information.

1 Financial institutions may rely on the Model Privacy Form as a safe harbor
to provide disclosures under the GLB privacy rule.

1 The CPO shall forward the information regarding the safeguard
requirements to the Director of Information Security.

See Section 3.8 for the Maxwell Governmental Access to Financial Records Act,
which governs when financial institutions ma
state entity.

Source:
15 U.S.C. 8§ 6801 i Protection of nonpublic personal information
http://www.law.cornell.edu/uscode/text/15/6801

FTC 1 Gramm-Leach-Bliley Act Legal Resources
http://business.ftc.gov/privacy-and-security/gramm-leach-bliley-act

16 C.F.R. Part 313 i Privacy of Consumer Financial Information (Privacy Final
Rule)

https://www.ftc.gov/enforcement/rules/rulemaking-requlatory-reform-
proceedings/privacy-consumer-financial-information

SEC Fact Sheet 1 What Does [Name of Financial Institution] Do With Your
Personal Information?
http://www.sec.gov/rules/final/2009/34-61003 modelprivacyform nooptout.pdf

Federal Reserve Bank i Instructions for using the Privacy Notice Online Form
Builder
http://www.federalreserve.qov/bankinforeg/privacy notice instructions.pdf

Privacy of Consumer Financial Information i Regulation P, 12 C.F.R. § 1016
http://www.ecfr.gov/cqgi-bin/text-
idx?c=ecfr&sid=c677e€9290858157edaa598c5957f44d2&tpl=/ecfrbrowse/Title12/
12cfrl016 main 02.tpl
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http://www.law.cornell.edu/uscode/text/15/6801
http://business.ftc.gov/privacy-and-security/gramm-leach-bliley-act
https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/privacy-consumer-financial-information
https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/privacy-consumer-financial-information
http://www.sec.gov/rules/final/2009/34-61003_modelprivacyform_nooptout.pdf
http://www.federalreserve.gov/bankinforeg/privacy_notice_instructions.pdf
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&sid=c677e9290858157edaa598c5957f44d2&tpl=/ecfrbrowse/Title12/12cfr1016_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&sid=c677e9290858157edaa598c5957f44d2&tpl=/ecfrbrowse/Title12/12cfr1016_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&sid=c677e9290858157edaa598c5957f44d2&tpl=/ecfrbrowse/Title12/12cfr1016_main_02.tpl

Amendments to Regulation P, 12 C.F.R. § 1016
https://www.federalregister.gov/documents/2018/08/17/2018-17572/amendment-
to-the-annual-privacy-notice-requirement-under-the-gramme-leach-bliley-act-
requlation-p

S. 4231 Privacy Notice Modernization Act of 2013
https://www.congress.gov/bill/114th-congress/senate-bill/423/all-info

H.R. 6011 Eliminate Privacy Notice Confusion Act
https://www.congress.gov/bill/114th-congress/house-bill/601

Principles:
Notice, Consent, Minimum Necessary and Limited Use, Security Safeguards
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https://www.federalregister.gov/documents/2018/08/17/2018-17572/amendment-to-the-annual-privacy-notice-requirement-under-the-gramm-leach-bliley-act-regulation-p
https://www.federalregister.gov/documents/2018/08/17/2018-17572/amendment-to-the-annual-privacy-notice-requirement-under-the-gramm-leach-bliley-act-regulation-p
https://www.federalregister.gov/documents/2018/08/17/2018-17572/amendment-to-the-annual-privacy-notice-requirement-under-the-gramm-leach-bliley-act-regulation-p
https://www.congress.gov/bill/114th-congress/senate-bill/423/all-info
https://www.congress.gov/bill/114th-congress/house-bill/601

1.8.1. Gramm-Leach-Bliley Act (GLB), A Saf eguards Rul eo
15 U.S.C. 88 6801-09; 16 C.F.R. § 314

Description:

The Safeguards Rule, which implements the security requirements of the GLB,
requires financial institutions to have reasonable written policies and procedures
to ensure the integrity and confidentiality of customer information. State entities
do not fall under the GLB definition

The Rule is intended to be flexible to accommodate the wide range of entities
covered by GLB, as well as the wide range of circumstances entities face in
securing customer information. Accordingly, the Rule requires financial institutions
to implement a written information security program that is appropriate to the
entity's size and complexity, the nature and scope of its activities, and the
sensitivity of the customer information it handles. As part of its program, each
financial institution must also: (1) assign one or more employees to oversee the
program; (2) conduct a risk assessment; (3) put safeguards in place to control the
risks identified in the assessment and regularly test and monitor them; (4) require
service providers, by written contract, to protect customers' personal information;
and, (5) periodically update its security program.

GLB regulations require entities to prepare a written information security plan that

of

describes an entityods program to protect

appropriate to the size and complexity of the entity, the nature and scope of its
activities, and the sensitivity of the client information at issue.

Entities significantly engaged in financial activities must:

1. Designate an employee or employees to coordinate the safeguards.
2. ldentify and assess the risks to customer information in each relevant area

of an entityods operation and evaluate

for controlling these risks.

3. Design a safeguards program and implement detailed plans to regularly
monitor it.

4. Select appropriate service providers, require them (by contract) to
implement the safeguards, and oversee them.

5. Evaluate the program and explain adjustments in light of changes to an
entityéds business arr ange me orimenitaing.

The Act states that the Safeguards Rule remains with the FTC and the prudential
banking regulator, which could include the CFPB for appropriately qualifying
financial institutions.

A companion to the Saf eguar dle haR bderthe
subject of recent enforcement. The Disposal Rule requires that companies
dispose of credit reports and information derived from them in a safe and secure
manner. In November 2012, the FTC settled a matter involving the disposal of
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consumer information into trash dumpsters, and it assessed significant civil

penal ties. Considering the CFPBO6s stated

service provider activities, it is important to verify compliance with the Disposal
Rule for both financial institutions and any service providers.

On August 29, 2016, the FTC announced that it is opening a public comment
period to evaluate the Safeguards Rule. The FTC is seeking comment on the
economic impact and benefit of the Safeguards Rule as well as whether state and
local laws conflict with the rule. The agency also wants to analyze whether
technological, economic, or industry changes have affected the rule. The public
comment period will run until November 7, 2016. However, there have been no
subsequent actions taken regarding these regulations.

Implications/Best Practices:

None. State entities do not fall under

GLB. Nevertheless, as a matter of ybereating

f

(0]

t he

useful to consider the following i mplication

Financial institutions should:

1 Identify reasonably foreseeable internal and external threats that could
result in unauthorized disclosure, misuse, alteration, or destruction of
customer information or information systems.

1 Assess the likelihood and potential damage of these threats, taking into
consideration the sensitivity of customer information.

1 Assess the sufficiency of policies, procedures, customer information
systems, and other arrangements in place to control risks.

Additionally, financial institutions should develop a written information security
system, develop a written response program, and develop procedures for:

1 Assessing the nature and scope of an incident and identifying what
customer information systems and types of customer information breaches
have occurred.

1 Notifying its primary Federal regulator (if applicable) as soon as possible
when the institution becomes aware of an incident involving unauthorized
access to or use of sensitive customer information.

1 Immediately notifying law enforcement in situations involving likely criminal
violations requiring immediate attention.

1 Taking appropriate steps to contain and control the incident to prevent
further unauthorized access, such as by monitoring, freezing, or closing
affected accounts, while preserving records and other evidence.

1 Disposing of customer information in a secure manner and, where
applicabl e, I n a manner consistent

1 Developing policies for employees who telecommute or those who store or
access customer information from their personal computers or mobile
devices.
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Sources:
FTC 1 Gramm-Leach-Bliley Act Legal Resources
http://business.ftc.gov/privacy-and-security/gramm-leach-bliley-act

16 C.F.R. Part 3131 Privacy of Consumer Financial Information
http://www.ecfr.gov/cqgi-bin/text-
idx?c=ecfr;sid=1e9a81d52a0904d70a046d0675d613b0;rgn=div5;view=text;node
=16%3A1.0.1.3.37;idno=16;cc=ecfr

16 C.F.R. Part 314 1 Standards for Safeguarding Customer Information
http://www.ecfr.qgov/cgi-bin/text-
idx?c=ecfr&tpl=/ecfrbrowse/Title16/16cfr314 main_02.tpl

FTC, Bureau of Consumer Protection, Division of Financial Practices i Gramm-
Leach-Bliley Act, Privacy of Consumer Financial Information
https://www.ftc.gov/tips-advice/business-center/quidance/how-comply-privacy-
consumer-financial-information-rule-gramm

FTC, Bureau of Consumer Protection T Disposing of Consumer Report
Information? New Rule Tells How
http://www.business.ftc.gov/documents/alt152-disposing-consumer-report-
information-rule-tells-how

Principles:
Accountability, Security Safeguards, Notice
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http://business.ftc.gov/privacy-and-security/gramm-leach-bliley-act
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr;sid=1e9a81d52a0904d70a046d0675d613b0;rgn=div5;view=text;node=16%3A1.0.1.3.37;idno=16;cc=ecfr
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr;sid=1e9a81d52a0904d70a046d0675d613b0;rgn=div5;view=text;node=16%3A1.0.1.3.37;idno=16;cc=ecfr
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr;sid=1e9a81d52a0904d70a046d0675d613b0;rgn=div5;view=text;node=16%3A1.0.1.3.37;idno=16;cc=ecfr
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title16/16cfr314_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title16/16cfr314_main_02.tpl
https://www.ftc.gov/tips-advice/business-center/guidance/how-comply-privacy-consumer-financial-information-rule-gramm
https://www.ftc.gov/tips-advice/business-center/guidance/how-comply-privacy-consumer-financial-information-rule-gramm
http://www.business.ftc.gov/documents/alt152-disposing-consumer-report-information-rule-tells-how
http://www.business.ftc.gov/documents/alt152-disposing-consumer-report-information-rule-tells-how

1.9. Fair Credit Reporting Act as amended (FCRA) (including the Fair and
Accurate Credit Transactions Act of 2003 (FACT Act))

15 U.S.C. 8§ 1681 et seq.; 16 C.F.R. 8 682; 72 Fed. Reg. 63718 et seq. (Nov. 9,
2007)

Description:

The Fair Credit Reporting Act (FCRA), Public Law 108-159, December 4, 2003,

governs a consumer reporting agencyds <creat
reports. A consumer reportingagency i s fAHany person whi ch,
dues, or on a cooperative nonprofit basis, regularly engages in whole or in part in

the practice of assembling or evaluating consumer credit information or other

information on consumers for the purpose of furnishing consumer reports to third

parties, and which uses any means or facility of interstate commerce for the

purpose of preparing or furni shing consumer
address the consumer reporti ngporsihidiesofy 0s r esp
furnishers of information to consumer reporting agencies.

Entities procuring consumer reports must comply with FCRA. A consumer report
concerns a Afconsumer 0s credit worthiness,
character, generalreputat i on, per sonal characteristics,
be used for credit, insurance, employment, or other business decision making. In

the employment context, notice must be given that a consumer report will be

procured and authorization obtained. Before an adverse action is taken, the

person intending to take the action must provide the consumer with notice, a copy

of the report, i ncluding the disclosure of
information, and a description of their rights. In an employee misconduct

investigation conducted by a third party, notice does not need to be given to the

employee, and no authorization is required. At the end of the investigation, the

employee is only entitled to a notice of adverse action and a summary of the report.

Consumer reports may only be used for authorized purposes; however, a
consumer o0s identifying information may be gi
regard to the purpose. Before an entity procures an investigative consumer report,

which is a report based upon personal interviews with neighbors, friends, or

associates, it must give notice to the consumer and certify compliance to the

consumer reporting agency. FCRA generally requires that consumers be given

notice and an opportunity to opt-out with respect to marketing from organizations

affiliated with the original receiver of the consumer report.

FCRA also governs truncation of credit card and debit card numbers. Machines
that print receipts for credit card or debit card transactions shall not print more than
the last 5 digits of the card number or the expiration date.

The Dodd-Frank Wall Street Reform and Consumer Protection Act (Public Law
1117 203 (July 21, 2010) also impacted FCRA and FACT Act. Primary rulemaking
authority was transferred to the Consumer Financial Protection Bureau (CFPB),
which impacted prior interpretations and commentary on FCRA. On July 26, 2011,
the FTC rescinded its Statements of General Policy or Interpretation
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(AComment aryo) under t lalfy issu€RALI90.wThe ETE we r e
stated that the Commentary was fAobsol etebo

number of revisions and amendments to FCRA since 1990. Since the

ACommentaryo was rescinded, it was not

guiding or relevant in interpreting FCRA.

Enforcement actions may be brought by the FTC, SEC, and CFPB. There are civil
and criminal penalties.

Effective January 1, 2013, employers that use credit reports as part of the
background screening in their hiring process must use a new FCRA notice. The
CFPB issued regulations wupdating the

Under the FCRA, 0 among other notices.

CFPB, not the FTC, the point of contact for questions pertaining to the FCRA. The
CFPB does not supervise background checks, but it exercises rulemaking and
enforcement over the FCRA. In fact, the CFPB is specifically excluded from
jurisdiction over consumer reports that are not used in connection with the offering
of consumer financial products or services, such as used for tenant screening,
employment, etc.

On February 7, 2012, the FTC warned marketers of six mobile background

i
a

trans

screening apps that they may be in violatio

believe your background reports are being used for FCRA or other FCRA
purposes, you and your customers who are using your reports for such purposes
mu s t comply with FCRAé. O The FTC
determination whether the companies are violating the FCRA, but encouraged
them to review their apps and their policies and procedures to be sure they comply
with the FCRA.

The FCRA has been upheld as constitutional with respect to its limitations on the
length of time information may be reported. On May 3, 2012, the FTC, the CFPB,
and the Department of Justice filed a memorandum of brief supporting the
constitutionality of FCRA in King v. General Information Services Inc._(GIS), 903
F. Supp.2d 303 (E.D. Pa. 2012). GIS argued that FCRA is an unconstitutional
restriction of free speech citing the recent Supreme Court decision in Sorrell v. IMS
Health Inc., 131 S. Ct. 2653 (2011), but the federal court concluded that the FCRA
directly advances a government interest, balances the needs of businesses to
perform background checks, and ensures consumer privacy.

In 2020 15 U.S.C. 81681s-2(a)(1)(f) was added which provides definitions and
mechanisms for payment accommodations for individuals affected by the COVID-
19 crisis. The covered period for this relief is 120 days after the end of the declared
National State of Emergency.
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Note:

The FACT Act added several sections to FCRA, primarily of interest to banking
institutions and consumer reporting agencies but also potentially pertinent to any
entity that maintains consumer information or is a creditor. Regulations have now
been issued which provide further compliance details. The FACT Act amends
FCRA by requiring that any person that maintains or otherwise possesses
consumer information, or any compilation of consumer information, derived from
consumer reports for a business purpose to properly dispose of any such
information or compilation. One purpose of the FACT Act is to reduce the risk of
consumer fraud and related harms, including identity theft, created by improper
disposal of consumer information.

Any business, regardless of industry, that obtains a consumer report or information
derived from a consumer report will be subject to the record disposal rule imposed
by section 215(a) of the FACT Act. This includes entities that possess or maintain
consumer information for a business purpose such as landlords, government
agencies, utility companies, telecommunication companies, employers, and other
users of consumer reports.

Any person that maintains or possesses consumer information is required to take
reasonable measures to protect against unauthorized access to or use of the
information in connection with its disposal. Entities covered by the FACT Act will
need to consider the sensitivity of the consumer information, the nature and size
of the entity operations, the costs and benefits of different disposal methods, and

relevant technological changes. The FTC ¢
include establishment of policies and procedures for disposal, as well as proper

employee training. To this end, the FACT Act and its implementing regulations

also curtail the use and sharing of consumer reports among affiliated entities.

Numer ous provisions of the FACT Act signi f
regul ate much of FCRAOG s s intlydiegctiie ability toft e r , as

states to adopt stronger laws. Specific provisions in the FACT Act highlight areas
of exclusive federal regulation and state law preemption.

Like most of the other consumer oriented federal laws, the CFPB will be
responsible for issuing rules under the FACT Act.

See Section 1.9.1 for a detailed discussion on the Red Flags Rule.

Implications:

1 Departments shall assess where they procure consumer reports.

1 Division of Personnel and State Departments, as appropriate, shall adopt
policies and procedures to ensure that consumer reports are properly
procured and properly destroyed.

1 The Chief Privacy Officer shall forward the information regarding the FACTA
disposal requirements to the Director of Information Security.
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1 Division of Purchasing and Departments shall adopt policies and
procedures to ensure that all machines purchased that print credit card and
debit card receipts shall not print more than the last 5 digits of the card or
the expiration date.

1 Departments shall periodically assess whether they are subject to the Red
Flag Rules.

1 Departments that are subject to the Red Flag rules will develop written
programs to detect, prevent, and mitigate identity theft in connection with
covered accounts.

Sources:
15 U.S.C. 8§ 1681 et seq. i Credit Reporting Agencies
http://www.law.cornell.edu/uscode/text/15/chapter-41/subchapter-Iii

Consumer Protection Financial Bureau i Supervision and Examination Manual
http://www.consumerfinance.gov/guidance/supervision/manual/

12 C.F.R. Part 1022 1 Fair Credit Reporting (Regulation V)
http://www.ecfr.gov/cgi-bin/text-
idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1022 main 02.tpl

H.R. 5282 1 Comprehensive Consumer Credit Reporting Reform Act of 2016
https://www.congress.gov/bill/114th-congress/house-bill/5282

Principles:
Notice, Consent, Minimum Necessary and Limited Use, Security Safeguards
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http://www.law.cornell.edu/uscode/text/15/chapter-41/subchapter-III
http://www.consumerfinance.gov/guidance/supervision/manual/
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1022_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title12/12cfr1022_main_02.tpl
https://www.congress.gov/bill/114th-congress/house-bill/5282

191. 1 dentity Theft ARed Fl agso Rul e
16 C.F.R. §681.1

Description:

Thel dentity Theft ARed Flagso Rule (the Rule
institutionso to develop written plans to pr
and Afinanci al institutionso ar eratkrAccadl y de:
added swap dealers and major swap participants to those entities that must comply

with identity red flag rules and guidelines. The Rule is a section of the Fair and

Accurate Credit Transactions Act (FACT Act) of 2003, a federal law which requires

the establishment of guidelines for financial institutions and creditors regarding

identity theft. The Rule sets out how certain businesses and organizations must

develop, implement, and administer their own identity theft prevention programs.

Each program must include four basic elements, which together create a

framework to address the threat of identity theft:

1) Each program must include reasonable policies and procedures to
identify the Ared flagso of itokentity t hel
day operation of a business. Red flags are suspicious patterns,
practices, or specific activities that indicate the possibility of identity
theft. For example, if a customer has to provide some form of
identification to open an account, an ID that looks fake would be a
Arédag. o

2) Each program must be designed to detect the red flags previously
identified. For example, if a fake ID is identified as a red flag, there
must be procedures in place to detect possible fake, forged, or
altered identification.

3) Each program must spell out appropriate actions to take when red
flags have been detected.

4) Because identity theft is an ever-changing threat, each program must
address periodical re-evaluations of the red-flag program
procedures.

Initially, the FTC took the position that the Rule was applicable to all entities that
regularly permit deferred payments for goods or services (i.e. attorneys and
medical providers who bill their clients after services are rendered). However, this
position was overruled by Congress when the Red Flag Program and Clarification
Act of 2010 was signed by President Obama on December 18, 2010. The Act
amended the definition of fAcreditoro under t
only regularly extend, renew, or continue credit, but also regularly and in the
ordinary course of their business, (i) obtain or use consumer reports, directly or
indirectly, in connection with the transaction; (ii) furnish information to consumer
reporting agencies, in connection with a credit transaction; or (iii) advance funds
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to or on behalf of a person, based on an obligation of the person to repay the funds
or repayable from specific property pledged by or on behalf of the person. In

addition, the amendment | imited thelatdef i ni t:i
advance funds on behalf of a person for expenses incidental to a service provided
to that i ndividual . 0 These amendments exc

providers from the Rule, but the Rule would still be applicable to those that obtain
Or use consumer reports or report to consumer reporting agencies.

On May 29, 2014, the Federal Reserve System cemented these changes by

i ssuing a final rule Regulation V. This fin
in the Red Flags rule to include onlythe CI ar i fi cati on Actobés defin
rule Iimits the definition of O6creditordé to

the Red Flag Rules, the Rules still apply to all financial institutions.

On October 28, 2015, the Federal DepositInsuranceCor por at i on ( AFDI Co0)
an amendment t o i ts regul ations. That am
associationo to the scope of the regulations
into conformity with the Clarification Act. Finally, the FDIC rescinded and removed

rule writing authority previously transferred to CFPB. A separate amendment

issued by the FDIC on the same day consolidated redundant rules from the now

defunct Office of Supervision into part 364.

In April 2013, the Securities and Exchange Co mmi s si on (ASECO) an
Commodity Futures Trading Commission (ACFTC
guidelines to require certain regulated entities to establish programs to address

risks of identity theft. The final rules set forth provisions requiring the entities under

the jurisdiction of the SEC and CFTC 1) to address identity theft by requiring

financial institutions and creditors to develop and implement a written identity theft

prevention program to detect, prevent and mitigate identity theft in connection with

existing or the opening of new accounts; and 2) to establish special requirements

for any credit and debit card i ssuers that
jurisdictions to assess their rules. Generally, these rules do not contain new

requirements that are different from the FTC rules, nor do they expand the scope

of those rules. The rules and guidelines do, however, include examples and minor

language changes to help securities and commodities firms comply.

Implications
1 Departments shall periodically assess whether they are subject to the Red
Flags Rule.
1 Departments shall identify red flags for its own type of covered accounts
and incorporate them into the Department 0

1 Departments that are subject to the Red Flags Rule will develop written
programs to detect, prevent and mitigate identity theft in connection with
covered accounts.

1T Departments may want to consider i ncor pc
exampleso to the extent appdm cabl e into i
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1 Though normally excluded from the Red Flags Rule as a result of the Red
Flag Program and Clarification Act, hospitals and medical providers should
examine their usage of credit reports or their reporting to credit agencies so
as to be or remain excluded from the Rule.

Sources:

Identity Theft Red Flags and Address Discrepancies Under the Fair and Accurate
Credit Transactions Act of 2003; Final Rule:

Department of the Treasury, Office of the Comptroller of the Currency, 12 C.F.R.
Part 411 Fair Credit Reporting

http://www.ecfr.gov/cqgi-bin/text-
idx?c=ecfr&SID=f0fbbb92bffbadf769c31ebca6c51i68&tpl=/ecfrbrowse/Title12/12
cfr4l _main_02.tpl

Federal Reserve System, 12 C.F.R. Part 222 i Fair Credit Reporting (Regulation
V)

http://www.ecfr.gov/cgi-bin/text-
idx?c=ecfr&SID=f0fbbb92bffbadf769c31ebcabc51f68&tpl=/ecfrbrowse/Title12/12
cfr222 main 02.tpl

FDIC, 12 C.F.R. Parts 334 1 Fair Credit Reporting
http://www.ecfr.gov/cqgi-bin/text-
idx?c=ecfr&SID=f0fbbb92bffbadf769c31ebcabc51f68&rgn=divb&view=text&node
=12:5.0.1.2.23&idno=12

FDIC, Final Rule, 80 Fed. Reg. 65913 1 Removal of Transferred OTS Regulations
Regarding Fair Credit Reporting and Amendments; etc.
https://www.regulations.gov/document?D=FDIC-2015-0152-0001

FDIC, 12 C.F.R. Parts 364 1 Standards for Safety and Soundness
http://www.ecfr.gov/cqgi-bin/text-
idx?SID=8731ad36153c57f09853b641cca8efl8&mc=true&tpl=/ecfrbrowse/Title1l
2/12cfr364 main_02.tpl

FDIC, Final Rule, 80 Fed. Reg. 65903 1 Removal of Transferred OTS Regulations
Regarding Safety and Soundness Guidelines and Compliance Procedures; Rules
on Safety and Soundness,
https://www.regulations.gov/document?D=FDIC-2015-0155-0001

National Credit Union Administration, 12 C.F.R. Part 717 7 Fair Credit Reporting
http://www.ecfr.gov/cqgi-bin/text-
idx?c=ecfr&SID=f0fbbb92bffbadf769c31ebcabc51f68&rgn=divE&view=text&node
=12:7.0.2.3.19&idno=12

FTC, 16 C.F.R. Part 681 i Identity Theft Rules
http://www.ecfr.gov/cqi-bin/text-idx?tpl=/ecfrbrowse/Title16/16cfr681 main 02.tpl
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http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=f0fbbb92bffbadf769c31ebca6c51f68&tpl=/ecfrbrowse/Title12/12cfr41_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=f0fbbb92bffbadf769c31ebca6c51f68&tpl=/ecfrbrowse/Title12/12cfr41_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=f0fbbb92bffbadf769c31ebca6c51f68&tpl=/ecfrbrowse/Title12/12cfr41_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=f0fbbb92bffbadf769c31ebca6c51f68&tpl=/ecfrbrowse/Title12/12cfr222_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=f0fbbb92bffbadf769c31ebca6c51f68&tpl=/ecfrbrowse/Title12/12cfr222_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=f0fbbb92bffbadf769c31ebca6c51f68&tpl=/ecfrbrowse/Title12/12cfr222_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=f0fbbb92bffbadf769c31ebca6c51f68&rgn=div5&view=text&node=12:5.0.1.2.23&idno=12
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=f0fbbb92bffbadf769c31ebca6c51f68&rgn=div5&view=text&node=12:5.0.1.2.23&idno=12
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=f0fbbb92bffbadf769c31ebca6c51f68&rgn=div5&view=text&node=12:5.0.1.2.23&idno=12
https://www.regulations.gov/document?D=FDIC-2015-0152-0001
http://www.ecfr.gov/cgi-bin/text-idx?SID=8731ad36153c57f09853b641cca8ef18&mc=true&tpl=/ecfrbrowse/Title12/12cfr364_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?SID=8731ad36153c57f09853b641cca8ef18&mc=true&tpl=/ecfrbrowse/Title12/12cfr364_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?SID=8731ad36153c57f09853b641cca8ef18&mc=true&tpl=/ecfrbrowse/Title12/12cfr364_main_02.tpl
https://www.regulations.gov/document?D=FDIC-2015-0155-0001
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=f0fbbb92bffbadf769c31ebca6c51f68&rgn=div5&view=text&node=12:7.0.2.3.19&idno=12
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=f0fbbb92bffbadf769c31ebca6c51f68&rgn=div5&view=text&node=12:7.0.2.3.19&idno=12
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=f0fbbb92bffbadf769c31ebca6c51f68&rgn=div5&view=text&node=12:7.0.2.3.19&idno=12
http://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title16/16cfr681_main_02.tpl

Commodity Futures Trading Commission, 17 C.F.R. Part 162 i Protection of
Consumer Information Under the Fair Credit Reporting Act
http://www.ecfr.gov/cgi-bin/text-
1dx?SID=4ba6f4d9a816d352d161de2375cd9e7b&node=17:2.0.1.1.27&rgn=div5

SEC, 17 C.F.R. Part 2481 Regulations S-P, S-AM, AND S-ID
http://www.ecfr.gov/cqgi-bin/text-
idx?SID=ef1578169814731302470d13e7c7563a&mc=true&tpl=/ecfrbrowse/Title
17/17cfr248 main_02.tpl

FTC, Bureau of Consumer Protection T Fighting Identity Theft with the Red Flags
Rule: A How-To Guide for Business
http://www.business.ftc.gov/documents/bus23-fighting-identity-theft-red-flags-
rule-how-guide-business

Ameri can Bar ,686F3d®M1W.C. Ck.2@1)
https://www.courtlistener.com/opinion/205987/american-bar-assn-v-ftc/

Principles:
Notice, Consent, Minimum Necessary and Limited Use, Security Safeguards
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http://www.ecfr.gov/cgi-bin/text-idx?SID=4ba6f4d9a816d352d161de2375cd9e7b&node=17:2.0.1.1.27&rgn=div5
http://www.ecfr.gov/cgi-bin/text-idx?SID=4ba6f4d9a816d352d161de2375cd9e7b&node=17:2.0.1.1.27&rgn=div5
http://www.ecfr.gov/cgi-bin/text-idx?SID=ef1578169814731302470d13e7c7563a&mc=true&tpl=/ecfrbrowse/Title17/17cfr248_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?SID=ef1578169814731302470d13e7c7563a&mc=true&tpl=/ecfrbrowse/Title17/17cfr248_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?SID=ef1578169814731302470d13e7c7563a&mc=true&tpl=/ecfrbrowse/Title17/17cfr248_main_02.tpl
http://www.business.ftc.gov/documents/bus23-fighting-identity-theft-red-flags-rule-how-guide-business
http://www.business.ftc.gov/documents/bus23-fighting-identity-theft-red-flags-rule-how-guide-business
https://www.courtlistener.com/opinion/205987/american-bar-assn-v-ftc/

1.10. Family Educational Rights and Privacy Act of 1974 (FERPA)
20 U.S.C. § 1232¢g; 20 U.S.C. § 1232h; 34 C.F.R. Part 99

Description:

The Family Educational Rights and Privacy Act of 1974 (FERPA) protects the
privacy of student education records and applies to any public or private agency
or institution (may be referred to as school) that receives funds under an applicable
program of the U.S. Department of Education. Education records are those
records, files, documents, and other materials which contain information directly
related to a student and are maintained by an educational agency or institution.
There are a number of exempted categories of records. As of March 21, 2017, the
Chief Privacy Officer of the US Department of Education has been charged with
investigating complaints of violations under the act and providing technical
assistance to ensure compliance with the act.

FERPA gives parents certain rights with respect to their children's education
records. These rights transfer to the student when he or she reaches the age of
18 or attends a school beyond the high school level. Students to whom the rights
have transferred are fAeligible students. o

1 Parents or eligible students have the right to inspect and review the
student's education records maintained by the school; parents must be
granted access within 45 days after the request is made. Schools are not
required to provide copies of records unless, for reasons such as great
distance, it is impossible for parents or eligible students to review the
records. Schools may charge a fee for copies.

1 Parents or eligible students have the right to request that a school correct
records which they believe to be inaccurate or misleading. If the school
decides not to amend the record, the parent or eligible student then has the
right to a formal hearing. After the hearing, if the school still decides not to
amend the record, the parent or eligible student has the right to place a
statement with the record setting forth his or her view about the contested
information.

1 Generally, schools must have written permission from the parent or eligible
student in order to release any information from a student's education
record to a third-party. The authorization form may be paper or electronic.
However, FERPA allows schools to disclose those records, without
consent, to the following parties or under the following conditions:

o School officials with legitimate educational interest;

Other schools to which a student is transferring;

Specified officials for audit or evaluation purposes;

Appropriate parties in connection with financial aid to a student;

Organizations conducting certain studies for or on behalf of the

school;

Accrediting organizations;

To comply with a judicial order or lawfully issued subpoena,;

O O O O

o O
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o Appropriate officials in cases of health and safety emergencies; and,
o State and local authorities, within a juvenile justice system, pursuant
to specific state law.

Schools may disclose, without consent
name, address, telephone number, date and place of birth, honors and awards,
and dates of attendance. However, schools must tell parents and eligible students
about directory information and allow parents and eligible students a reasonable
amount of time to request that the school not disclose directory information about
them.

Schools must notify parents and eligible students annually of their rights under
FERPA. The actual means of notification (special letter or inclusion in a PTA
bulletin, student handbook, or newspaper article) is left to the discretion of each
school.

Failure to comply with FERPA can result in loss of funds from any of the U.S.
Department of Educationdés applicabl e

Regulations for FERPA are codified in 34 C.F.R. Part 99. Effective January 3,
2012, the regulations were amended to provide additional rules regarding use of
personally identifiable information (PIl). For example, the regulations were
amended to clarify that a FERPA-permitted entity from which the PII originated is
responsible for using reasonable methods to ensure to the greatest extent
practicable that any entity designated as its authorized representative complies
with FERPA requirements. FERPA-permitted entities are required to use written
agreements to designate and authorize a representative (other than an employee)
who is allowed to access PII from educational records without prior written consent
in connection with any audit, evaluation, or enforcement or compliance activity.
The written agreement must do the following:

1 Specify how the work falls within the exception of Section 99.31(a)(3),
including a description of the PIl from educational records that will be
disclosed and how the PII from educational records will be used, and

1 Include policies and procedures to protect PIl from further disclosure,
including limitation of the use of PIlI to authorized representatives with
legitimate interests in the audit, evaluation, or enforcement or compliance
activity.

Implications:
1 Departments must assess whether they collect or maintain student
education records and receive funds under an applicable program of the
U.S. Department of Education to determine FERPA coverage.
1 If FERPA applies, Departments shall adopt policies and procedures to
ensure that the various requirements are in place.
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1 See Section 3.22 for a summary of the W. Va. Student Data Accessibility,
Transparency, and Accountability Act.

Sources:
20 U.S.C. 8§ 1232g i Family Educational and Privacy Rights
http://www.law.cornell.edu/uscode/text/20/1232g

34 C.F.R. Part 991 Family Educational Rights and Privacy
http://www.ecfr.gov/cqgi-bin/text-
idx?c=ecfr&SID=f4adaebd92dd4c26533daf9af0f02aba&rgn=div5&view=text&nod
€=34:1.1.1.1.33&idno=34

Principles:
Notice, Consent, Individual Rights
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http://www.law.cornell.edu/uscode/text/20/1232g
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=f4adaebd92dd4c26533daf9af0f02aba&rgn=div5&view=text&node=34:1.1.1.1.33&idno=34
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=f4adaebd92dd4c26533daf9af0f02aba&rgn=div5&view=text&node=34:1.1.1.1.33&idno=34
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=f4adaebd92dd4c26533daf9af0f02aba&rgn=div5&view=text&node=34:1.1.1.1.33&idno=34

1.11. Dri ver 0s rétectionday P
18 U.S.C. 8§ 2721-25

Description:

The Driverods Privacy Protecti on-2Bredrictof 1994
public disclosure of personal information contained in Department of Motor Vehicle

(DMV) records. Personal informationincludes: t he i ndividual 6s pho
security number, driver6s | i censdigteipmber , n
code), telephone number, and medical or disability information. Personal

information does not include information on vehicular accidents, driving violations,

and driverds status. DPPA applies to stat
information from the DMV. DPPA permits the release of information to recipients

who are using it for one or more specific statutory purposes, or where the subject

of the record was furnished an opportunity to limit the release of the information

and did not do so. The Act penalizes the procurement of information from motor

vehicle records for an unlawful purpose or the making of a false representation to

obtain such information from a DMV.

There are civil and criminal penalties for violation of this law. Additionally, there is
a private right of action.

Implications:

1 The DMV must have policies and procedures to ensure that personal
information obtained in connection with the motor vehicle record is only
used and disclosed as authorized by law or with the consent of the
individual.

1 Departments must assess whether they obtain personal information from
the DMV.

1 Departments obtaining personal information from DMV must ensure that
they have policies and procedures detailing the use and disclosure of the
personal information, as well as the record keeping requirements.

1 See Section 3.10 for W. Va. Uniform Motor Vehicle Records Disclosure Act.

Source:

18 U.S.C. § 27211 Prohibition on release and use of certain personal information
from State motor vehicle records

http://www.law.cornell.edu/uscode/text/18/2721

18 U.S.C. 8§ 2722 T Additional unlawful acts
http://www.law.cornell.edu/uscode/text/18/2722

18 U.S.C. § 27231 Penalties
http://www.law.cornell.edu/uscode/text/18/2723

18 U.S.C. 8§ 2724 71 Civil action
http://www.law.cornell.edu/uscode/text/18/2724
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http://www.law.cornell.edu/uscode/text/18/2721
http://www.law.cornell.edu/uscode/text/18/2722
http://www.law.cornell.edu/uscode/text/18/2723
http://www.law.cornell.edu/uscode/text/18/2724

18 U.S.C. 8§ 27251 Definitions
http://www.law.cornell.edu/uscode/text/18/2725

Principles:
Consent, Minimum Necessary and Limited Use, Security Safeguards
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1.12. Telephone Consumer Protection Act, Telemarketing Sales Rules
47 U.S.C. § 227, 16 C.F.R. Part 310

Description:

The Telephone Consumer Protection Act, 47 U.S.C. § 227, requires entities who
use the telephone to solicit individuals to provide such individuals with the ability
to prevent future telephone solicitations. Those who engage in telephone
solicitations must maintain and honor lists of individuals who request not to receive
such solicitations for ten years. The Act prohibits unsolicited commercial
telephone calls using an artificial or pre-recorded voice without consumer consent
unless such a call is made to collect a debt owed to or guaranteed by the United
States. It also prohibits the sending of unsolicited advertisements to facsimile
machines.

The Telemarketing Sales Rule, 16 C.F.R. Part 310, regulates telemarketing with
regard to deceptive and abusive telemarketing acts or practices. Significantly, this
rul e establishes the Feder aNot-Calrlistde Commi ssi o

The FTC finalized an amendment to the Telemarketing Sales Rule on December
14, 2015. The changes (1) prohibit the use of certain abusive payment methods;
(2) expand the prohibition against advance fee recovery services to include
recovery for any previous transaction instead of only telemarketing transactions;
and (3) clarify existing requirements relating to the Do-Not-Call list and verification
of purchase.

The FTC has jurisdiction to enforce this rule against the private sector. The
Federal Communications Commission (FCC) (with regard to interstate and
international communications), State attorneys general, and private citizens may
bring actions under these provisions against state government.  State
telemarketing laws are not preempted. See the discussion regarding Consumer
Credit and Protection Act, Telemarketing, W. Va. Code 8§ 46A-6F-601.

The FCC approved changes to its telemarketing rule on February 15, 2012, to
further protect consumers from unwanted autodialed or prerecorded telephone
calls often referred to astoilupl®@la.MHeys. 0 Thes
do the following:
1 Require telemarketers to obtain prior express written consent from
consumers, including by electronic means such as a website form, before
placing a robocall to a consumer;
T EIl'i minate t he Aest atbil o mhleidp obuesx enmastsi ome |
requirement that telemarketing robocalls to residential wireline phones
occur only with the prior express consent from the consumer;
T Require telemarketers t o provi-det can aut
mechanism during each robocall so that the consumer can immediately tell
the telemarketer to stop calling; and
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=46a&art=6F&section=601#06F

T Strictly I|Iimit the number of abandoned or
can make within each calling campaign.

On July 10, 2015, the FCC issued an Omnibus Order that closed certain loopholes

in its robocall restrictions, including placing limits on calls to reassigned numbers.

The Order also clarified that text messages
addition, consumers may revoke consent at-will. Finally, the Order waived the

2012 dAprior express written consento rule or
free, pro-consumer financial- and healthcare-related messages from the consumer

consent requirement.

Changes were made in 2018 tod itnlgped Adt Ctad | eam
including text messages and voice services. The FTC is now charged with
developing educational materials on how to avoid spoofing and the GAO is
required to study the effectiveness of the actions of the FTC to combat this
problem.Fees f or access to the fADo Not Call o regi

In December 2019, 47 U.S.C. § 227 was updated with the passage of the passage
of the Pallone-Thune Telephone Robocall Abuse Criminal Enforcement and
Deterrence Act. This bipartisan legislation was designed to deter unlawful
Arobocallingd to consumers. These changes al
civil forfeiture penalties for those who intentionally violate the Telephone
Consumer Protection Act by removing the notice requirement prior to seeking
penalties and increasing the length of time the FCC can seek penalties to four
years instead of one. This also requires the FCC to adopt rules requiring telephone
providers to adopt call authentication technologies and to reevaluate the
effectiveness of these technologies every three years. A working group of law
enforcement was created, and the FCC must annually report enforcement efforts
against robocalling to the Attorney General. The FCC is empowered to address
the definition of Automated Telephone Dialing System, either in a future
rulemaking or in the remand of the ACA International v. Federal Communications
Commission litigation.

The Do Not Call List fees contained in 16 CFR 8§ 310.8 were also updated in 2020.

In addition, the Supreme Court ruled in Barr v. American Association of Political
Consultants, Inc., that a 2015 amendment which allowed for robocalls to be made
for debt collection which was owed to or guaranteed by the federal government
was a violation of the First Amendment right to free speech. The 2015 provision
was struck down, but the Court ruled that the 2015 amendment was severable
from the rest of the TCPAGs ban on robocalli

Implications:
1 Departments must assess whether they engage in telemarketing.
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1 Departments that engage in telemarketing shall adopt policies and
procedures to ensure compliance with this rule and W. Va. Code § 46A-6F-
601.

Source:
47 U.S.C. 8 227 1 Restrictions on use of telephone equipment
http://www.law.cornell.edu/uscode/text/47/227

16 C.F.R. Part 3107 Telemarketing Sales
http://www.law.cornell.edu/cfr/text/16/310

47 C.F.R. 88 64.1200-02 i Restrictions on Telemarketing, Telephone Solicitation,
and Facsimile Advertising

http://www.ecfr.gov/cqgi-bin/text-
idx?c=ecfr&SID=679761cb47017786ce060d725840c27e&rgn=div6&view=text&n
0de=47:3.0.1.1.11.12&idno=47

TCPA Omnibus Declaratory Ruling and Order
https://www.fcc.gov/document/tcpa-omnibus-declaratory-ruling-and-order

W. Va. Code § 46A-6F-601 1 Abusive acts or practices
http://www.leqis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=46a&art=6F&se
ction=601#06F

FCC Consumer Guide i Robocalls
http://transition.fcc.gov/cgb/consumerfacts/robocalls.pdf

FCC Consumer Guide 1 Stop Unwanted Calls, Texts, and Faxes
https://www.fcc.gov/stop-unwanted-calls

FCC Consumer Guide - Unwanted Telephone Marketing Calls
http://transition.fcc.gov/cgb/consumerfacts/tcpa.pdf

Complaint Form
https://consumercomplaints.fcc.gov/hc/en-us

Barr v. American Association of Political Consultants, Inc.,
https://www.supremecourt.gov/opinions/19pdf/19-631 2d93.pdf

Principles:
Notice, Consent, Minimum Necessary and Limited Use, Security Safeguards

Note:

There are special marketing rules which do not neatly fit within the defined
principles.
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http://www.law.cornell.edu/uscode/text/47/227
http://www.law.cornell.edu/cfr/text/16/310
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=679761cb47017786ce060d725840c27e&rgn=div6&view=text&node=47:3.0.1.1.11.12&idno=47
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=679761cb47017786ce060d725840c27e&rgn=div6&view=text&node=47:3.0.1.1.11.12&idno=47
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=679761cb47017786ce060d725840c27e&rgn=div6&view=text&node=47:3.0.1.1.11.12&idno=47
https://www.fcc.gov/document/tcpa-omnibus-declaratory-ruling-and-order
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=46a&art=6F&section=601#06F
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=46a&art=6F&section=601#06F
http://transition.fcc.gov/cgb/consumerfacts/robocalls.pdf
https://www.fcc.gov/stop-unwanted-calls
http://transition.fcc.gov/cgb/consumerfacts/tcpa.pdf
https://consumercomplaints.fcc.gov/hc/en-us
https://www.supremecourt.gov/opinions/19pdf/19-631_2d93.pdf

Bais Yaakov of Spring Valley v. Fed. Commc'ns Comm'n, 852 F.3d 1078 (D.C.
Cir. 2017), held that 47 C.F.R. Aouw4.1200( a)
ruledo is invalid.
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1.13. Controlling the Assault of Non-Solicited Pornography and Marketing
Act of 2003, (CAN-SPAM Act)
15 U.S.C. 88§ 7701-13

Description:

The CAN-SPAM Act establishes requirements for those who send commercial e-
mail, spells out penalties for spammers and companies whose products are
advertised in spam if they violate the law, and gives consumers the right to ask e-
mailers to stop spamming them.

The law covers e-mail whose primary purpose is advertising or promoting a
commercial product or service, including content on a Website. = The main
provisions include the following:

1 A ban on false or misleading header information (ane-mai | ' s A Fr om, 0

and routing information 7 including the originating domain name and e-malil

address i must be accurate and identify the person who initiated the e-

mail);

A prohibition on deceptive subject lines;

The requirement that e-mails give recipients an opt-out method (the sender

has 10 business days to stop sending e-mail to the requestor's e-mail

address); and

1 The requirement that commercial e-mail be identified as an advertisement
and include the sender's valid physical postal address.

)l
)l

The Federal Trade Commission (FTC) is authorized to enforce the CAN-SPAM Act
against the private sector. CAN-SPAM also gives the Department of Justice the
authority to enforce its criminal sanctions. Other federal and state agencies, such
as the Attorney General, can enforce the law against organizations under their
jurisdiction. Companies that provide internet access may sue violators as well.

Implications:
1 Departments must assess whether they are sending commercial e-mail to
advertise a product or service.
1 Departments transmitting commercial e-mail to advertise or promote a
product or service shall adopt policies and procedures to ensure compliance
with this law.

Sources:

15 U.S.C. 88 7701-131 Controlling the Assault of Non-Solicited Pornography and
Marketing

http://www.law.cornell.edu/uscode/text/15/7701

CAN-SPAM Act: A Compliance Guide for Business
http://business.ftc.gov/documents/bus61-can-spam-act-compliance-quide-
business
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http://www.law.cornell.edu/uscode/text/15/7701
http://business.ftc.gov/documents/bus61-can-spam-act-compliance-guide-business
http://business.ftc.gov/documents/bus61-can-spam-act-compliance-guide-business

16 C.F.R. Part 316 i CAN-SPAM Rule
http://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title16/16cfr316 main 02.tpl

Principles:
Notice, Consent
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1.14. Junk Fax Prevention Act of 2005
47 U.S.C. § 227
47 C.F.R. 8§ 64.201, 64.1200-03

Description:
The Junk Fax Protection Act of 2005, Public Law 109-21, 47 U.S.C. § 227, amends
the Communications Act of 1934 to prohibit a person from using any telephone
facsimile (fax) machine, computer, or other device to send to another fax machine,
an unsolicited advertisement to a person who has requested that the sender not
send such advertisements, or to any other person unless:

1 the sender has an established business relationship with the person;

f the sender obtained the fax number through voluntary communication from
the recipient or from an Internet directory or site to which the recipient
voluntarily made the fax number available for public distribution; and

1 the advertisement contains a conspicuous notice on its first page that the
recipient may request not to be sent any further unsolicited advertisements
and includes a domestic telephone and fax number (neither of which can
be a pay-per-call number) for sending such a request.

Additionally, the Federal Communications Commission (FCC) has issued rules, 47
C.F.R. Part 64, regarding faxing advertisements; the fax must identify the sender
on either the top or bottom margin of each page with the telephone number and
the date and time the fax is sent.

The FCC (with regard to interstate and international communications) and the
West Virginia Attorney General may enforce this law. There are civil and criminal
penalties. Additionally, there is a private right of action.

On December 2, 2016, the FCC submitted rules relatingtoi Pr ot ect i ng t he Pr
of Customers of Broadband and Other Tel ecomi
on April 3, 2017, Congress and the President passed a Joint Resolution of

Disapproval, Public Law 115-22, which resulted in the promulgated regulations

being treated as if they were not enacted.

Regulatory changes in 2018 provide a mechanism for phone companies to block
calls at the request of the customer or if the number is not valid, except in cases
where the calls are to 911. A number of updates to 47 CFR 64.1200 in 2019
modified the rule to remove 1200(a)(4)(iv), which was held invalid in Raitport v.
Harbour Capital Corp., 312 F. Supp. 3d 225 (D.N.H. 2018), re-designates
paragraphs, and adds in two new paragraphs (l) and (m). These new sections
require carriers to keep records of when phone numbers are allocated and
permanently disconnected and provide a safe harbor for individuals when they
make calls to a number to which they previously had consent under the
circumstances outlined in the regulation. Compliance for the new paragraphs is
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delayed until such time as the FCC designates the compliance dates in the Federal
Registrar.

In 2020, 47 C.F.R. 864.1200 was changed to establish safe harbors for voice
service providers that blocks calls based on reasonable analytics to identify
unwanted calls and blocking traffic from bad-actor upstream voice providers.
Blocking providers are required to establish a point of contact for erroneously
blocked callers and to ensure calls to 911 are never blocked. These changes are
designed to enable providers to block unwanted automated robocalls.

864.1203 was modified in 2020 to comply with the Pallone-Thune Telephone
Robocall Abuse Criminal Enforcement and Deterrence Act to establish the
registration process for the registration of a single consortium that conducts
private-led efforts to trace back the origin of suspected unlawful robocalls.

Implications:
1 Departments must assess whether they advertise by fax.
1 Departments which advertise via fax shall ensure that they adopt policies
and procedures in compliance with this law.

Sources:
Pub. L. No. 109-21 (July 9, 2009)
Junk Fax Prevention Act of 2005

47 U.S.C. § 2271 Restrictions on use of telephone equipment
http://www.law.cornell.edu/uscode/text/47/227

FCC Consumer Guide 1 Stop Unwanted Calls, Texts, and Faxes
https://www.fcc.gov/stop-unwanted-calls

FCC Consumer Guide T Junk Faxes
http://transition.fcc.gov/cgb/consumerfacts/unwantedfaxes.pdf

47 C.F.R. 8 64.201 i Restrictions on Indecent Telephone Message Services
http://www.ecfr.gov/cqgi-bin/text-
idx?c=ecfr&SI1D=a1b9379cbfdf039a4414e25333142146&rgn=div6&view=text&no
de=47:3.0.1.1.11.2&idno=47

47 C.F.R. 88 64.1200-02 i Restrictions on Telemarketing, Telephone Solicitation,
and Facsimile Advertising

http://www.ecfr.gov/cgi-bin/text-
idx?c=ecfr&SID=a1b9379cbfdf039a4414e25333142146&rgn=div6&view=text&no
de=47:3.0.1.1.11.12&idno=47

84 FR 14624 - FCC Correction on Effective Date of New Regulations
https://www.govinfo.gov/content/pkg/FR-2019-04-11/pdf/2019-06961.pdf
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http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=109_cong_public_laws&docid=f:publ021.109.pdf
http://www.law.cornell.edu/uscode/text/47/227
https://www.fcc.gov/stop-unwanted-calls
http://transition.fcc.gov/cgb/consumerfacts/unwantedfaxes.pdf
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=a1b9379cbfdf039a4414e25333142146&rgn=div6&view=text&node=47:3.0.1.1.11.2&idno=47
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=a1b9379cbfdf039a4414e25333142146&rgn=div6&view=text&node=47:3.0.1.1.11.2&idno=47
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=a1b9379cbfdf039a4414e25333142146&rgn=div6&view=text&node=47:3.0.1.1.11.2&idno=47
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=a1b9379cbfdf039a4414e25333142146&rgn=div6&view=text&node=47:3.0.1.1.11.12&idno=47
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=a1b9379cbfdf039a4414e25333142146&rgn=div6&view=text&node=47:3.0.1.1.11.12&idno=47
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=a1b9379cbfdf039a4414e25333142146&rgn=div6&view=text&node=47:3.0.1.1.11.12&idno=47
https://www.govinfo.gov/content/pkg/FR-2019-04-11/pdf/2019-06961.pdf

85 FR 56530- Advanced Methods to Target and Eliminate Unlawful Robocalls
https://www.federalregister.gov/documents/2020/09/14/2020-17268/advanced-
methods-to-target-and-eliminate-unlawful-robocalls

85 FR 21785 - Implementing the Pallone-Thune Telephone Robocall Abuse
Criminal Enforcement and Deterrence Act
https://www.qgovinfo.gov/app/details/FR-2020-04-20/2020-07212

Principles:
Notice, Consent
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1.15. Chi | dr e-lné Brivday Protection Act (COPPA)
15 U.S.C. § 6501 et seq., 16 C.F.R. Part 312

Description:
COPPA does not apply to governmental entities. However, these regulations may
represent best practices for data practices relating to minors.

The Children's Online Privacy Protection Act of 1998 (COPPA), Public Law 105-
277,15 U.S.C. 8§ 6501 et seq., which took effect in April of 2000, prohibits certain
unfair or deceptive acts or practices in connection with the collection, use, or
disclosure of personal information from children on the Internet. The Federal

Trade Commi ssi on ( FTC)nline®rsvaceFdotettioneRul€(the | dr en & s

COPPA Rule) which imposes requirements on website or online services directed
to children under 13 years of age or that have actual knowledge that they collect
personal information from children under 13 years of age. This includes websites
that allow children to use interactive communication tools. Therefore, even if a site
is not collecting information about children, if a child's personal information can be
made public on the site (such as through a message board), there may be COPPA
liability.

Websites cannot require a child to provide personal information as a condition of
participating when it is not necessary to do so.

The FTC oversees the implementation of this law, and its website provides
extensive information on COPPA. With certain exceptions, COPPA is to be
enforced by the FTC wunder the FTC Act.
compliance with COPPA or those acting under color of state law pursuant to the
enforcement provisions of COPPA, which incorporate by reference the means,
jurisdiction, powers, and duties of the FTC Act. Although such an instance may

be rare, it is important for websites and online service providers to be cognizant of

their online activities.

The State Attorney General may bring an action as parens patriae if he/she has
reason to believe that an interest of the residents of West Virginia has been or is
threatened or adversely affected by the engagement of any person in a practice
that violates any regulation of COPPA. The Attorney General may bring a civil
action on behalf of the residents of the State in a district court of the United States
of appropriate jurisdiction. Suits may be brought to achieve compliance with the
Act and to recover monetary damages.

The FCC amended the COPPA Rule effective July 1, 2013, to clarify its scope and
strengthen its protections for childrenods
online technology since the Rule went into effect in April 2000. The final amended
Rule includes modifications to the definitions of operator, personal information, and
Web site or online service directed to children. The amended Rule also updates
the requirements set forth in the notice, parental consent, confidentiality and
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security, and safe harbor provisions and adds a new provision addressing data
retention and deletion. Additionally, the final amendments:

a. Modi fy the 1|ist of Aper sonal i nf or mat
without parental notice and consent, clarifying that this category includes
geolocation information, photographs, and videos;

b. Offer companies a streamlined, voluntary, and transparent approval
process for new ways of getting parental consent;

C. Close a loophole that allowed kid-directed apps and websites to
permit third parties to collect personal information from children through plug-ins
without parental notice and consent;

d. Extend coverage in some of those cases so that the third parties
doing the additional collection also have to comply with COPPA;

e. Extend the COPPA Rule to cover persistent identifiers that can
recognize users over time and across different websites or online services, such
as IP addresses and mobile device IDs;

f. Strengthen data security protections by requiring that covered
website operators and online service providers take reasonable steps to release
childrenés personal information only to com

secure and confidential;

g. Require that covered website operators adopt reasonable
procedures for data retention and deletion; and

h. Strengt hen t he F T C éregulatory eafes haddr t o f S
programs.

Il n November 2015, the FTC approved a new met
consent for their children to access online services covered by COPPA. The FTC
approved the use of AFace Match to Verified
verify that the person providing consent for a child to use an online service is in

fact the childbés parent.

Implications:
COPPA requires that websites and online services directed to children under age
13 must:
1 Post a clearly written privacy policy with links to the notice provided on the
home page and at each area where the site or online service collects
personal information from children.

82



1 Describe the kinds of information collected from children, (i.e. name,
address, e-mail, hobbies, age [this applies to all information, not just
personal information]).
1 Explain how the information is collected, whether directly from the child
and/or behind the scenes through cookies.
1 Explain how the website operator uses the personal information (i.e.
marketing to children, notifying contest members, etc.), and whether it is
disclosed to third parties.
1 Provide parents with contact information, address, phone number, and e-
mai | address, for all operators collectir
information.
1 Obtain parental consent before collecting, using, or disclosing personal
information about a child.
1 Provide parents with the ability to review, correct, and delete information
about their children collected by such services.
f Maintain reasonabl e procedures Ato protec
integrity of personal i nformation coll ect

Source:
15U.S.C.Chapter91i Chi | drends Online Privacy Protect
http://www.law.cornell.edu/uscode/text/15/chapter-91

16 C.F.R. Part 3121 Children's Online Privacy Protection Rule
http://www.law.cornell.edu/cfr/text/16/312

Jest8 Limited Trading as Riyob6s Application
Method

https://www.ftc.gov/system/files/attachments/press-releases/ftc-seeks-public-
comment-riyo-proposal-parental-verification-method-under-coppa-
rule/150731riyoapplication.pdf

80 Fed. Reg. 47429 1 FTC Request for Public Comment on Proposed Parental
Consent Method

https://www.ftc.qgov/system/files/documents/federal reqgister notices/2015/08/150
807riyocoppafrn.pdf

Complying with COPPA: Frequently Asked Questions (revised March 2015)
http://business.ftc.gov/documents/Complying-with-COPPA-Frequently-Asked-

Questions

Principles:
Notice, Minimum Necessary and Limited Use, Consent, Security Safeguards
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http://www.law.cornell.edu/uscode/text/15/chapter-91
http://www.law.cornell.edu/cfr/text/16/312
https://www.ftc.gov/system/files/attachments/press-releases/ftc-seeks-public-comment-riyo-proposal-parental-verification-method-under-coppa-rule/150731riyoapplication.pdf
https://www.ftc.gov/system/files/attachments/press-releases/ftc-seeks-public-comment-riyo-proposal-parental-verification-method-under-coppa-rule/150731riyoapplication.pdf
https://www.ftc.gov/system/files/attachments/press-releases/ftc-seeks-public-comment-riyo-proposal-parental-verification-method-under-coppa-rule/150731riyoapplication.pdf
https://www.ftc.gov/system/files/documents/federal_register_notices/2015/08/150807riyocoppafrn.pdf
https://www.ftc.gov/system/files/documents/federal_register_notices/2015/08/150807riyocoppafrn.pdf
http://business.ftc.gov/documents/Complying-with-COPPA-Frequently-Asked-Questions
http://business.ftc.gov/documents/Complying-with-COPPA-Frequently-Asked-Questions

1.16. Cable Communications Policy Act (CCPA)
47 U.S.C. 8551

Description:

The Cable Communications Policy Act of 1984, 47 U.S.C. 8§ 551, protects the
personal customer information held by cable service providers. Pursuant to the
CCPA, cable service providers must obtain prior written or electronic consent from
a subscriber before collecting any personal information. Consent is not required to
obtain information finecessary to render cat
information used to detect unauthorized reception. Disclosure also generally
requires prior consent, with the same two exceptions for business necessity and
detection of cable piracy. Disclosure of personal information without consent is
also permitted pursuant to a court order. The subscriber must be notified and
offered an opportunity to appear and contest the order. Disclosures may not
generally include information about the subscriber's particular selections of video
programming.

A cable service provider must destroy personal information when it is no longer
needed for the purposes for which it was collected (and there are no pending
requests for access). It must take appropriate steps to prevent unauthorized
access of customers' personal information for as long as it is held.

Any person may bring a civil action against a cable provider for violations of this
section and may seek actual and punitive damages.

CCPA specifically Il ncludes such not her S
communications, 0 which Iikely would include
service. The provisions of the CCPA probably cannot be stretched to apply to direct

broadcast satellite (DBS) service even though they provide functionally similar

services.

In 2001, the USA-Patriot Act, PublicLaw 107-56 , narr owed t he Cable A
provisions, clarifying that companies who offer cable-based internet or telephone

services will be subject to the requirements of the Cable Act to notify subscribers

of government surveillance requests only when detailed cable viewing information

is being sought. Otherwise, cable operators can respond to a government

surveillance request under the Electronic Communications Privacy Act of 1986

(ECPA), 18 U.S.C. 88 2510-22, which does not require service providers to notify

subscribers of requests.

Implications:

Under the CCPA, Departments, and particularly colleges and universities who are
or may be cable service providers, must provide a written notice of privacy
practices to each subscriber (customer) at the time of entering into a service
contract and at least once a year thereafter. The privacy notice must specify:

84



1 The nature of the personally identifiable information that is or may be
collected, and the uses to which it may be put.
T The Anature, frequency, and purposeo of
of such information, including identification of the persons to whom those
disclosures may be made.
T How long the information may be maintained by the cable service provider.
1  Where and how the subscriber may have access to the information about
himself or herself.
1 The subscriber's right to bring legal action if the requirements of the law are
not followed.

Note:
States are not preempted from enacting laws which provide greater privacy
protections than the CCPA.

Sources:
47 U.S.C. 8 5511 Protection of subscriber privacy
http://www.law.cornell.edu/uscode/text/47/551

18 U.S.C. 88 2510-22 1 Electronic Communications Privacy Act of 1986
http://www.law.cornell.edu/uscode/text/18/part-l/chapter-119

Principles:
Security Safeguards, Consent, Notice, Individual Rights, Minimum Necessary and
Limited Use
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http://www.law.cornell.edu/uscode/text/47/551
http://www.law.cornell.edu/uscode/text/18/part-I/chapter-119

1.17. Video Privacy Protection Act
18 U.S.C. § 2710

Description:

The Video Privacy Protection Act of 1988 (VPPA), 18 U.S.C. § 2710, as originally
passed, created one of the strongest consumer privacy protection laws prohibiting
di sclosure of personally identifiable

tapes or similar audio visual materia | . 0 The Act has sever al

T A general ban on the disclosure of personally identifiable rental
information unless the consumer consents specifically and in writing.
T Disclosure to police officers only with a valid warrant or court order.

T Disclosure of fAgenr e amesandaddessese s 0

for marketing, but allowing customers to opt out.

1 Exclusion of evidence acquired in violation of the Act.

T Arequirement that video stores destroy rental records no longer than
one year after an account is terminated.

Issues remain about the applicability of the Act to other rental records, including
DVDs and video games, which are commonly rented by the same stores that rent
video cassettes. The plain language of the Act would indicate that it applies broadly
to all such records, but no cases have interpreted the language. Since the passage
of the U.S. Patriot Act, which expands law enforcement powers to permit use of
administrative subpoena or otherwise procure information such as library records

al

and individual puhehaiumg er ed orachs ofmigmithg
| ower standard than the traditional warrant)

circumvented by the use of administrative subpoena.

A person may sue for violations of VPPA, including actual damages (statutorily not

|l ess than $2,500.00), punitive damages,

The Video Privacy Protection Act Amendments Act of 2012, Public Law 112-258
(January 10, 2013), amended 18 U.S.C. § 2710(b)(2)(B) to allow a video tape
service provider to disclose personally identifiable information concerning any
consumer to any person with the informed, written consent (including through an
electronic means using the Internet) of the consumer that (1) is in a form distinct
and separate from any form setting forth other legal or financial obligations of the
consumer; (2) at the election of the consumer (a) is given at the time the disclosure
is sought or (b) is given in advance for a set period of time, not to exceed 2 years
or until consent is withdrawn by the consumer, whichever is sooner; and (3) the
video tape service provider has provided an opportunity, in a clear and
conspicuous manner, for the consumer to withdraw on a case-by-case basis or to
withdraw from ongoing disclosures, at the consumer's election.

While the language of 18 U.S.C. § 2710 has been unchanged, there have been
updates to surrounding code sections which includes modifications to the scope
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of voluntary and required disclosures, changes to applicable standards for civil
actions, and increases the retention standards for information acquired under 18
U.S.C. § 2701 et seq.

Implications:
1 Departments that provide video cassette rental services should develop
policies implementing the protections of the VPPA.
1 Departments that are subpoenaed or otherwise contacted by federal
enforcement authorities requesting the disclosure of VPPA, protected
material should contact the Attorney General and the State Privacy Officer.

Source:
18 U.S.C. 8§ 2710 i Wrongful disclosure of video tape rental or sale records
http://www.law.cornell.edu/uscode/text/18/2710

Pub. L. No. 112-258 (January 10, 2013)
http://www.qgpo.gov/fdsys/pkag/PLAW-112publ258/htmI/PLAW-112publ258.htm

Principles:
Security Safeguards, Minimum Necessary and Limited Use
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http://www.law.cornell.edu/uscode/text/18/2710
http://www.gpo.gov/fdsys/pkg/PLAW-112publ258/html/PLAW-112publ258.htm

1.18. United States Patriot Act
50 U.S.C. §1861; 18 U.S.C. § 2702

Description:

The United States Patriot Act, Public Law 107-56, with a mend ment s (it he A
was enacted to deter and punish terrorist acts in the United States and around the

world. There are a number of provisions in the Act that relate to disclosure of

information to the federal government in support of a variety of investigations. Two

sections of the Act are discussed below.

50 U.S.C. § 1861 governs access to certain business records for foreign

intelligence purposes and international terrorism investigations. According to the

Act, the Director of the FBI or adesigneemay make an fdapplication
requiring the production of tangible things for an investigation to obtain foreign

intelligence information not concerning a United States person or to protect against

international terrorism or clandestine inteligenc e acti vi ti es. 0 For ea
Amini mization procedureso are to be establis
those individuals to whom disclosure is absolutely necessary. Tangible things can

include library circulation records, library patron records, books sales records,

customer lists, firearms sales records, tax return records, educational records, or

medical records containing information that would identify a person. The Patriot

Act also requires credit reporting entities to furnish consumer reports to a

government agency authorized to conduct counterterrorism investigations.

18 U.S.C. § 2702 governs voluntary disclosure of customer communications or

records. Generally, the section states tha
communication service to the public shall not knowingly divulge to any person or

entity the contents of a communication whil e
However, enactment of the Patriot Act create

the provider, in good faith, believes that an emergency involving danger of death

or serious physical injury to any person requires disclosure without delay of
communications relating to the emergency. O
number of such voluntary disclosures to Congress.

In 2018, 50 U.S.C. 1861 was modified to allow for a review of denied applications
under 50 U.S.C. 81803. Modifications to 18 USC 82702 allow disclosures to
foreign governments if there is an applicable and valid executive agreement.

Note:
In 2005, the USA Patriot and Terrorism Prevention Reauthorization Act of 2005,
Public Law 109, 177 was passed.

In 2011, the Patriot Act was renewed by Congress. See Patriot Sunsets Extension
Act of 2011, Public Law 112-14, signed May 16, 2011. The three provisions that
were renewed by the Patriot Sunsets Extension Act of 2011 expired on June 1,
2015. On June 2, 2015, Congress passed the USA Freedom Act to take their
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place. The USA Freedom Act renewed a majority of the expired provisions, but

ended the Nati onal Security Agencyods ©practice
Americanso® phone call s.
Implications:

1 Departments are subject to the disclosure requirements or parameters
identified in the Patriot Act. There is limited case law interpreting the Patriot
Act and how it relates to state or federal privacy laws.

1 Departments that are subpoenaed or otherwise contacted by federal
enforcement authorities requesting the disclosure of otherwise protected
material should contact their designated attorney and Privacy Officer.

Sources:

50 U.S.C. 8§ 18611 Access to certain business records for foreign intelligence and
international terrorism investigations
http://www.law.cornell.edu/uscode/text/50/1861

18 U.S.C. § 2702 i Voluntary disclosure of customer communications or records
http://www.law.cornell.edu/uscode/text/18/2702

Principles:
Minimum Necessary and Limited Use
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1.19. Computer Fraud and Abuse Act of 1986 (CFAA)
18 U.S.C. § 1030

Description:

The Computer Fraud and Abuse Act of 1986 (CFAA), Public Law 99-474 (October
16, 1986) is codified in 18 U.S.C. § 1030. The CFAA was intended to reduce
Ahackingo of computer systems. 't applies
any computer used in interstate or foreign commerce or communication by the
federal government, a federally regulated financial institution, or any private
computer system network spanning more than one state. CFAA provides for
criminal and civil liability for accessing a protected computer without authorization
and obtaining anything of value. If the only thing of value is the use of the
computer, the value of such use must be greater than $5,000 during any one-year
period.

The Act prohibits the following:

T To knowingly access a computer without authorization, or in excess of
authorization, in order to obtain classified United States defense or foreign
relations information with the intent to harm the United States or benefit a
foreign nation.

1 To obtain information, via unauthorized access, from the financial records
of a financial institution or from any protected computer if the conduct
involves interstate or foreign communication.

1 To access a computer to use, destroy, modify, or disclose information found
in a Afederal interesto computer system,
of any computer used for government business if the usage interferes with
government activities.

T To knowingly, and with the intent to defraud, participate in the trafficking of
passwords or similar information through which computers can be accessed
without authorization.

This law was amended in 1994, 1996, and in 2001 by the U.S. Patriot Act. The
U.S. Patriot Act increased the scope and penalties of the CFAA by:

1 Raising the maximum penalty for violations to 10 years (from 5) for a first
offense and 20 years (from 10) for a second offense.

T Ensuring that violators only need to intend to cause damage generally, not
intend to cause damage or other specified harm over the $5,000 statutory
damage threshold.

1 Allowing aggregation of damages to different computers over a year to
reach the $5,000 threshold.

T Enhancing punishment for violations involving any (not just $5,000) damage
to a government computer involved in criminal justice or the military.

T Including damage to foreign computers involved in U.S. interstate
commerce.
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1 Including state law offenses as priors for sentencing.
1 Expanding the definition of loss to expressly include time spent investigating
and responding for damage assessment and for restoration.

The jurisdiction to investigate cases under this law is assigned jointly to the FBI
and the U.S. Secret Service (USSS). The FBI is assigned to investigate cases
involving espionage, misuse of classified data, government related fraud,
terrorism, bank fraud, wire fraud, and organized crime. The USSS has been given
oversight responsibility for investigations of federal interest crimes relating to a
variety of offenses, including financial institution fraud and electronic crimes
involving network intrusion where funds and data are stolen or manipulated.

In 2020 the code was amended to include voting systems in the definition of
Aprotected computero and added definitions
systemo to the code.

Note:
This is parallel to the West Virginia Computer Crime and Abuse Act (See Section
3.12)governi ng mi sconduct in West Virginia. We s t

modification, destruction, access to, duplication of, or possession of data,
documentation, or computer programs without the consent of the owner. The
disclosure of restricted access codes or other restricted information to
unauthorized persons is prohibited, and generally the degree of punishment or the
magnitude of the fine is based on the degree of damage or cost. There is no
breach reporting requirement.

Implications:
1 Departments must assess current computer privacy policies.
1T Departments must i mplement and develop po

computer crime law to prevent computer fraud and abuse.

Sources:
18 U.S.C. 8 10307 Fraud and related activity in connection with computers
http://www.law.cornell.edu/uscode/text/18/1030

US Justice Department, Computer Crime & Intellectual Property Section
http://www.justice.gov/criminal/cybercrime/reporting.html

Congressional Research Service Report RS20830 i Cybercrime: A Sketch of 18
U.S.C. 1030 and Related Federal Criminal Laws

(October 15, 2014)

http://www.fas.org/sgp/crs/misc/RS20830.pdf

Congressional Research Service Report 97-1025 i Cybercrime: An Overview of
the Federal Computer Fraud and Abuse Statute and Related Federal Criminal
Laws (October 15, 2014)
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http://www.law.cornell.edu/uscode/text/18/1030
http://www.justice.gov/criminal/cybercrime/reporting.html
http://www.fas.org/sgp/crs/misc/RS20830.pdf

http://www.fas.org/sqgp/crs/misc/97-1025.pdf

W. Va. Code 88 61-3C-1to -21 i West Virginia Computer Crime and Abuse Act
http://www.leqgis.state.wv.us/wvcode/ChapterEntire.cfm?chap=61&art=3C

Principles:
Security Safeguards, Minimum Necessary and Limited Use, Consent
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1.20. National Crime Prevention and Privacy Compact (NCPPC)
34 U.S.C. Chapter 403

Description:

The National Crime Prevention and Privacy Compact (NCPPC) creates an
electronic information sharing system whereby the FBI and participating states can
exchange criminal records for non-criminal justice purposes authorized by federal
or state law, and it provides reciprocity among the states to share records in a
uniform fashion without charging each other for information. The Compact became
effective in 1999. States participate following ratification of the Compact. West
Virginia ratified the compact in 2006. See W. Va. Code § 15-2-24a, See also
Section 3.20.

In 2018, there were modifications to 34 USC § 40301 and § 40302 when the
program was reauthorized.

Additions to 8 40301 include adding the compatibility and integration of other
authorized background checks to the list of enumerated reporting systems, expand
systems for felony and domestic violence convictions under 34 U.S.C. § 40901
and the new implementation plan under 34 U.S.C. § 40917. There are also
changes in wording regarding federal shares of program funds, and the impact of
compliance with the implementation plan. Changes to 34 U.S.C. 840302 include
prioritizing the identification and transmission of felony and domestic abuse
records, in addition to adding compliance with an implementation plan, in 34 U.S.C.
§ 40917, an identifiable goal which can utilize grant money.

Implications:

1 The West Virginia authorized criminal record repository must make all
unsealed criminal history records available in response to authorized,
noncriminal justice requests.

1 Records received from other states must be screened to delete any
information not otherwise permitted to be shared under West Virginia law.

1 Records produced to other states are governed by the NCPPC and not
West Virginia state law.

Source:

34 U.S.C. Chapter 403 i Criminal Justice Identification, Information, and
Communication
https://www.law.cornell.edu/uscode/text/34/subtitle-I\V/chapter-403

28 C.F.R. Chapter IX, Parts 901-907 i National Crime Prevention and Privacy
Compact Council
http://www.law.cornell.edu/cfr/text/28/chapter-IX
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https://www.law.cornell.edu/uscode/text/34/subtitle-IV/chapter-403
http://www.law.cornell.edu/cfr/text/28/chapter-IX

U.S. Department of Justice, Office of Justice Programs i National Crime
Prevention and Privacy Compact: Resource Materials, NCJ 171671 (January
1998)

http://www.bjs.gov/content/pub/pdf/ncppcrm.pdf

W. Va. Code § 15-2-24a i National Crime Prevention and Privacy Compact
http://www.legis.state.wv.us/wvcode/ChapterEntire.cfm?chap=15&art=2&section
=24A

Principles:
Minimum Necessary and Limited Use
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1.21. Genetic Information Nondiscrimination Act of 2008 (GINA)

Internal Revenue Service, Department of Labor and Department of Health and
Human Services joint regulations under Title | of GINA T 26 C.F.R. Part 54, 29
C.F.R. Part 2590 and 45 C.F.R. Parts 144, 146, and 148; and Equal Employment
Opportunity Commission regulations under Title Il of GINA T 29 C.F.R. Part 1635

Description:

The Genetic Information Nondiscrimination Act of 2008 (GINA), Public Law 110-
233 (May 21, 2008), is designed to prohibit the improper use of genetic information
in health insurance and employment. It prohibits group health plans and health
insurers from denying coverage to a healthy individual or charging that person
higher premiums based solely on a genetic predisposition to developing a disease
in the future. The |l egislation also bars e
information when making hiring, firing, job placement, or promotion decisions.
Employers with fifteen (15) or more employees and entities affecting commerce
must display a GINA informational poster on their premises, describing that
employment discrimination based on genetic information is against the law.

The Internal Revenue Service, the Department of Labor and the Department of
Health and Human Services issued joint regulations under Title | of GINA i 26
C.F.R. Part 54, 29 C.F.R. Part 2590 and 45 C.F.R. Parts 144, 146 and 148.

Title 1l of GINA prohibits covered employers from discriminating against employees
based on genetic information. The Equal Employment Opportunity Commission
(EEOC) issued regulations implementing Title Il of the Act on November 9, 2010.
These regulations are comprehensive. They describe or clarify:

Practices prohibited by GINA,;

What constitutes fAgenetic informationo

Examples of tests that would not be considered genetic tests;

Six narrowly-defined situations in which an employer may acquire

genetic information;

Suggested warning language for employers to use when they

request health-related information in the six narrowly-defined

situations;

6. That there are no situations in which an employer may use genetic
information to make employment decisions;

7. When acquisition of genetic information will be considered to be
inadvertent;

8. What an employer must do to comply with GINA when lawfully
requesting health-related information from an employee,;

9. When an employer may ask for family medical history or other

genetic information as part of a medical examination related to

employment (i.e., a post-offer or fithess-for-duty examination);

PwpNPR
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10. What an employer must do when it offers employees or his or her
family members health or genetic services, including wellness
programs, on a voluntary basis;

11. Why GINA includes an exception that allows an employer to acquire
family medical history as part of the Family Medical Leave Act
certification;

12.  Types of situations when an employer may lawfully acquire genetic
information from sources that are commercially and publicly
available;

13. Circumstances in which an employer may acquire genetic
information through genetic monitoring of its workforce;

14. Employer acquisition of genetic information for law enforcement
purposes or for human remains identification;

15. GI NAGs rules on confidentiality;

16.  The prohibition of disparate impact claims under Title 1l of GINA,;

17.  The prohibition on harassment based on genetic information;

18.  Application of Title Il of GINA to employment decisions concerning
health car e benef i t s, i ncluding a #Afirewa
eliminate Adouble | iabilityo by prever
Il from also being asserted under Title | of GINA;

19. That GINA does not preempt any state or local law that provides
equal or greater protections from employment discrimination on the
basis of genetic information or that provide greater privacy
protections;

20. Remedies available against an employer for violation of GINA Title
II; and

21. What happens when an employee files a charge under GINA with
the EEOC against a private sector employer or a state or local
government employer.

On May 17, 2016, the EEOC published a final rule, effective January 1, 2017,
relating to employer-sponsored wellness programs. The rule clarifies that an
employer may offer a limited incentive (in the form of a reward or penalty) for an
employee's spouse to provide information about the spouse's current or past
health status as part of a voluntary wellness program.

GINA expands Title VIl of the Civil Rights Act of 1964, which already bans
discrimination by race and gender to prohibit employers from discriminating
against employees on the basis of fAgenetic i
activities. fAGenetic i nf thatdetetminevarationsont onl y i
a personods DNA, but also i nformation regar
disease. GINA also prohibits employers from collecting genetic information from
their employees, except for rare circumstances such as testing for adverse effects
to hazardous workplace exposures, and requires strict confidentiality of genetic
information obtained by employers. GINA grants employees and individuals
remedies similar to those provided under Title VII and other nondiscrimination

96



laws, i.e., compensatory and punitive damages. It also provides that no person
shall retaliate against an individual for opposing an act or practice made unlawful
by GINA. Currently, GINA does not prohibit discrimination once someone already
has a disease.

GINA is far-reaching in that it amends or touches upon many laws including the
Employee Retirement Income Security Act of 1974 (ERISA), the Public Health
Service Act, the Internal Revenue Code of 1986, Title XVIII (Medicare) of the
Social Security Act, and the Health Insurance Portability and Accountability Act of
1996 (HIPAA). For example, it amends ERISA and the Public Health Service Act
to prohibit health insurers from discriminating against individuals on the basis of
genetic information. It also prohibits insurers from requiring genetic testing, tying
premiums to genetic information, or considering family history of genetic disorders
in making underwriting and premium determinations.

GINA also required that the HIPAA Privacy Rule be amended to ensure that
genetic information would be treated as health information and that Covered
Entities would not use or disclose genetic information for underwriting purposes in
certain health plans. In order to strengthen the privacy protections for genetic
information, OCR incorporated these changes into its January 25, 2013, Omnibus
Final Rule modifying HIPAA pursuant to the HITECH Act and GINA (See Section
1.4). Despite protest during the comment period, OCR also extended the
prohibition on use of genetic information for underwriting purposes to all health
plans that are Covered Entities, with the exception of long term care plans.

In late 2018 the Equal Employment Opportunity Commission promulgated a final
rule which repeals the GINA wellness rule under 29 CFR 1635.8(b)(2)(iii), pursuant
to the resolution of a lawsuit filed by the AARP. The section that was repealed
enabled employers to offer incentives to provide health information in connection
with health risk assessment in a sponsored wellness program. This was effective
as of Jan. 1, 2019.

Implications:

91 Departments shall develop procedures in compliance with GINA.

1 Departments possessing genetic information about its employees must
keep the information confidential and stored in separate files.

1 Departments must develop protocols to maintain the confidentiality of
genetic information unless the disclosure is to one of the following: (1) to
the employee upon request; (2) to a health researcher; (3) as directed by a
court order; (4) to a government official investigating compliance with GINA;
or (5) in connection with federal and state family and medical leave act
provisions.
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Source:

Pub/ L. No. 110-233 i Genetic Information Nondiscrimination Act of 2008 (GINA)
(May 21, 2008)
http://www.gpo.gov/fdsys/pka/PLAW-110publ233/pdf/PLAW-110publ233.pdf

42 U.S.C. Chapter 140, Subchapter Il i Exchange of Criminal History Records for
Noncriminal Justice Purposes
http://www.law.cornell.edu/uscode/text/42/chapter-140/subchapter-I|

29 C.F.R. Part 16351 Genetic Information Nondiscrimination Act of 2008
http://www.ecfr.qgov/cgi-bin/text-
idx?c=ecfr&SID=22ba5ac59948ddf4d5875ed1e8c0da2b&rgn=divb&view=text&n
0de=29:4.1.4.1.21&idno=29

81 Fed. Reg. 31143 i Final Rule Amending Title Il GINA regulations (May 17,
2016)

https://www.federalreqister.gov/articles/2016/05/17/2016-11557/genetic-
information-nondiscrimination-act

Questions and Answers Concerning Amendments to GINA Regulations
https://www.eeoc.gov/laws/regulations/ganda-gina-wellness-final-rule.cfm

29 C.F.R. Part 2590 i Rules and Regulations for Group Health Plans
http://www.ecfr.gov/cgi-bin/text-
idx?tpl=/ecfrbrowse/Title29/29cfr2590 main 02.tpl

Interim Final Rules Prohibiting Discrimination Based on Genetic Information in
Health Insurance Coverage and Group Health Plans

Department of the Treasury, Internal Revenue Service,

26 C.F.R. Part 54, TD 9464, RIN 1545-BI03

Department of Labor, Employee Benefits Security Administration,

29 C.F.R. Part 2590, RIN 1210-AB27

Department of Health and Human Services, Centers for Medicare & Medicaid
Services,

45 C.F.R. Parts 144, 146, and 148, RIN 0938-AP37
http://www.genome.gov/Pages/PolicyEthics/GeneticDiscrimination/GINA-
HHSRegs-100209.pdf

Principles:
Accountability, Minimum Necessary and Limited Use, Consent, Individual Rights,
Security Safeguards
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http://www.gpo.gov/fdsys/pkg/PLAW-110publ233/pdf/PLAW-110publ233.pdf
http://www.law.cornell.edu/uscode/text/42/chapter-140/subchapter-II
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=22ba5ac59948ddf4d5875ed1e8c0da2b&rgn=div5&view=text&node=29:4.1.4.1.21&idno=29
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=22ba5ac59948ddf4d5875ed1e8c0da2b&rgn=div5&view=text&node=29:4.1.4.1.21&idno=29
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=22ba5ac59948ddf4d5875ed1e8c0da2b&rgn=div5&view=text&node=29:4.1.4.1.21&idno=29
https://www.federalregister.gov/articles/2016/05/17/2016-11557/genetic-information-nondiscrimination-act
https://www.federalregister.gov/articles/2016/05/17/2016-11557/genetic-information-nondiscrimination-act
https://www.eeoc.gov/laws/regulations/qanda-gina-wellness-final-rule.cfm
http://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title29/29cfr2590_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title29/29cfr2590_main_02.tpl
http://www.genome.gov/Pages/PolicyEthics/GeneticDiscrimination/GINA-HHSRegs-100209.pdf
http://www.genome.gov/Pages/PolicyEthics/GeneticDiscrimination/GINA-HHSRegs-100209.pdf

1.22. Real ID Act of 2005
49 U.S.C. 8 30301; 6 C.F.R. Part 37

Description:

The REAL ID Act of 2005, Public Law 109-13 (May 11, 2005), 49 U.S.C. § 30301,
is a nationwide effort intended to prevent terrorism, reduce fraud, and improve the
reliability and accuracy of identification documents that state governments issue.
This law imposes certain security, authentication, and issuance procedure
standards f or s teaand staie IR candsvireardersfor thamctcebe s

accepted by the federal gover nment for Aof f
Secretary of Homeland Security. Currently, the Secretary of Homeland Security
has defined Aof ficial pur pvers diceises arsd pr esen

identification cards for boarding commercially operated airline flights, entering
federal buildings, and entering nuclear power plants. The Act is a rider to an act
titted Emergency Supplemental Appropriations Act for Defense, the Global War on
Terror, and Tsunami Relief, 2005.

The final rule requires the states to have a comprehensive security plan for offices
that have DMV records and information systems. The plan must safeguard
personally identifiable information collected, stored, or disseminated for purposes
of complying with the REAL ID Act, including procedures to prevent unauthorized
access, use, or dissemination of applicant information and images of source
documents. The regulations include standards and procedures for document
retention and destruction. Also, the regulations include standards for the
information and security features that must be incorporated into the ID card.

At present, all state issued licenses and identification cards have phased
implementation dates commencing December 1, 2014, and the requirement for
compliance with the REAL ID Act to board commercially operated airline flights will
begin January 22, 2018, with full compliance required beginning October 1, 2020.

Il n 2019 the defi niutli osnt aotfu sfiot ewnapso ra&B&YA. dleadw fi n ¢

In 2020, 6 C.F.R. § 37.5 was amended to direct federal agencies to not accept

driver 6s | i censes or ot her state identi fic
determined to comply with the REAL ID regulations as of Oct. 1, 2021. This is

consistent with a statutory extension for states to meet the driver license and

identification card requirements. West Virginia is compliant with REAL ID

standards.

Note:
Seealso, Section 1.11 Driverb6s Privacy Protectd.i

Implications:
T The Departments shall wor k with | eader sh
and identification card in compliance wit
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1 The Real ID Act anticipates the exchange of driver identity data, document
imaging, digital photographs, and driver record information among all states
accompanied by proper restrictions on any outside access or improper
usage.

Source:
Pub. L. No. 109-13, REAL ID Act of 2005 (May 11, 2005)
https://www.gpo.gov/fdsys/pkq/STATUTE-119/pdf/ISTATUTE-119-Pg231.pdf

Department of Homeland Security i Privacy Impact Assessment for the REAL ID
Act

https://www.dhs.gov/publication/real-id-privacy-impact-assessment

Department of Homeland Security i REAL ID Enforcement in Brief
https://www.dhs.gov/real-id-enforcement-brief

6 C.F.R. Part 3717 Real ID Driver's Licenses and Identification Cards
http://www.law.cornell.edu/cfr/text/6/37

Department of Homeland Security i REAL ID Frequently Asked Questions
http://www.dhs.gov/real-id-public-fags

Principles:
Accountability, Notice, Minimum Necessary and Limited Use, Security Safeguards
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https://www.gpo.gov/fdsys/pkg/STATUTE-119/pdf/STATUTE-119-Pg231.pdf
https://www.dhs.gov/publication/real-id-privacy-impact-assessment
https://www.dhs.gov/real-id-enforcement-brief
http://www.law.cornell.edu/cfr/text/6/37
http://www.dhs.gov/real-id-public-faqs

1.23. Electronic Communications Privacy Act of 1986
18 U.S.C. § 2701, et seq.; 47 U.S.C. § 605

Description:

The Electronic Communications Privacy Act of 1986, and the Stored Wire
Electronic Communications Act are commonly referred to together as the
Electronic Communications Privacy Act of 1986 (ECPA). The ECPA updated the
Federal Wiretap Act of 1968. The older Wiretap Act had been written to address
interception of conversations using "hard" telephone lines. The onset of computer
and other digital and electronic communications prompted the need to make the
update. The USA PATRIOT Act and subsequent federal enactments have clarified
and updated the ECPA in light of the ongoing development of modern
communications technologies and methods, including easing restrictions on law
enforcement access to stored communications in some cases.

The ECPA, as amended, protects wire, oral, and electronic communications while
those communications are being made, are in transit, and when they are stored on
computers. The Act applies to email, telephone conversations, and data stored
electronically. ECPA has three titles:

9 Title | of the ECPA is often referred to as the Wiretap Act, 18 U.S.C. 8§ 251017 22.

9 Title Il of the ECPA is called the Stored Communications Act (SCA), 18 U.S.C. 88§
2701- 12.

9 Titles lll of the ECPA addresses pen register and trap and trace devices. 18 U.S.C.
88 31217 27.

This law was enacted to extend government restrictions on wire taps from
telephone calls to include transmissions of electronic data by computer. The Act
prohibits persons from tampering with computers or accessing certain
computerized records without authorization. The Act also prohibits providers of
electronic communications services from obtaining, altering or preventing
authorized access to stored electronic communications. The Stored
Communications Act usually requires that the customer be notified and give an

opportunity to contest in court a gover nme

electronic mail or other stored communications in control of a provider of electronic
communications services or remote computing services.

While the Act is, in part, a criminal ant-hac ki ng st atut e, [
person or entity providing an electronic communication service to the public shall
not knowingly divulge to any person or entity the contents of a communication
whil e in el ectronic s fThe rAat gdeecthp prohiliit the
interception of e-mail transmissions. Interception is prohibited by (1) unauthorized
individuals or (2) individuals working for a government entity and acting without a
proper warrant. While there is no specific prohibition in the Act for an employer to
monitor the e-mail of employees, it does not specifically exempt employers.
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The Act has several exceptions to the application of the prohibition of interception
of electronic communications. The three most relevant to the workplace are (1)
where one party consents, (2) where the provider of the communication service
can monitor communications, and (3) where the monitoring is done in the ordinary
course of business.

Violators of the Act are subject to criminal penalties, including both fines and

i mpri sonment . It also creates a civil cause
any violation of this chaptero where the <co
engaged in with a knowing or intentional st a

As of 2019, 82702 allows for situations where communications and records can be
disclosed to foreign governments if the Attorney General certifies to Congress that
the disclosure satisfies 18 U.S.C. § 2523. Disclosure rules, procedures, and factors
for analysis for foreign government disclosures were established in §2703(h).
There were modifications to 82707 to provide civil immunity if any communication
provider believed that disclosures were, in a good faith determination, consistent
with 18 U.S.C. §2511(3).

Implications:
1 Departments wil/| establish clear, conci
privacy in their electronic communications while using workplace computer
systems.

1 Departments will notify employees of their limited expectation of privacy in
their personal communications on the workplace service provider and that
the Department as the provider of the equipment and services, retains the
right to monitor the equipmentds usage.
1 Departments should notify employees that anyone in violation of the
Computer and Internet Use policies will be disciplined.
1 Departments should have employees sign a written acknowledgement that
they have received, read and accepted the computer usage policies.
1 See Federal Case Law Section 2.0(B) City of Ontario v. Quon

Source:

18 U.S.C. 88 2510-22 i Wire and Electronic Communications Interception and
Interception of Oral Communications
http://www.law.cornell.edu/uscode/text/18/part-l/chapter-119

18 U.S.C. 8§ 2701-12 i Stored Wire and Electronic Communications and
Transactional Records Access
http://www.law.cornell.edu/uscode/text/18/part-l/chapter-121

18 U.S.C. 88 3121-27 i Pen Registers and Trap and Trace Devices
https://www.law.cornell.edu/uscode/text/18/part-ll/chapter-206

47 U.S.C. 8§ 6051 Unauthorized publication or Use of Communications
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http://www.law.cornell.edu/uscode/text/18/part-I/chapter-119
http://www.law.cornell.edu/uscode/text/18/part-I/chapter-121
https://www.law.cornell.edu/uscode/text/18/part-II/chapter-206

http://www.law.cornell.edu/uscode/text/47/605

Congressional Research Service Report R41733 i Privacy: An Overview of the
Electronic Communications Privacy Act (October 9, 2012)
http://www.fas.org/sgp/crs/misc/R41733.pdf

The Act was amended by 47 U.S.C. 88 1001-10
http://www.law.cornell.edu/uscode/text/47/chapter-9/subchapter-I

Principles:
Notice, Consent
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http://www.law.cornell.edu/uscode/text/47/605
http://www.fas.org/sgp/crs/misc/R41733.pdf
http://www.law.cornell.edu/uscode/text/47/chapter-9/subchapter-I

1.24. Federal Aviation Administration
14 C.F.R. Part 107

Description:

Il n 2016, the Department of Transportationos
finalized rules for routine commercial use of small unmanned aircraft systems

(UAS), commonl y known as f@dAdrones. 0 UAS technol

efficiency and productivity to the daily lives of individuals and businesses. The
substantial benefits of commercial and private operations of UAS encouraged the
FAA to implement new safety regulations for unmanned aircraft systems weighing
less than 55 pounds.

Aside from bringing substantial benefits to both the commercial and private

industries, UAS technology integration has raised privacy issues, and FAA

recognizes the importance of addressihng t hese concerns. Howe
rul emaking authority is I|limited to the cri
rulemaking authority does not permit FAA to issue or enforce regulations aimed at

protecting privacy interests.

Al t hough FAAQGms do rotvaddresgthe Ipravacy issues related to the

use of UAS, the FAA has taken part in a privacy education program, in which the

agency provides recommended privacy guidelines. The FAA participated in and

relied on the National Telecommunication and | nf or mat i on Admi ni st
published efforts, commonly referred to as
advance the best practices for privacy, transparency, and accountability issues

regarding commercial and private UAS use.

The voluntary Best Practices are not meant to create a legal standard, but instead,
provide a guideline to encourage all UAS operators to comply with all applicable
laws and regulations and protect evolving privacy expectations. More specifically,
the voluntary Best Practices aims to protect covered data, which is information
collected by a UAS that identifies a particular person by their name or other
personally identifiable information. The voluntary Best Practices encourage both
commercial and private UAS operators to make five practical and reasonable
efforts while operating UAS. UAS operators should:

1 Make reasonable efforts to provide notice to others of their use of UAS.

1 Show care when operating UAS or collecting and storing covered data from
UAS by: (1) avoiding the use of UAS for the specific purpose where the
operator knows the data subject has reasonable expectation of privacy; (2)
avoiding the use of UAS for specific purpose of persistent and continuous
collection about individuals; (3) making reasonable efforts to minimize UAS
operations over and within private prope
making reasonable effort not to retain covered data longer than reasonably
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necessary; and (5) establishing a process for receiving privacy and security
concerns.

Limit the use and sharing of covered data unless the data subject provides
consent to the use or disclosure.

Secure the covered data by implementing a program that contains
reasonable and appropriate administrative, technical, and physical
safeguards. The safeguards should include: (1) written security policies with
respect to the collection, use, storage, and dissemination of covered data;

(2) efforts to monitor those systems, and (3) authorized access.
1 Monitor and comply with evolving federal, state, and local UAS laws.

Implications:

1 Departments should protect evolving privacy expectations while operating
UAS by providing notice, respect.i

establishing reasonable policies and safeguards.

1 Departments should provide security training to employees that have
authorized access to covered data, which is information collected by a UAS

that identifies a particular person.

91 Departments should comply with all applicable laws and regulations in

operating UAS.

Source:

Voluntary Best Practices for UAS Privacy, Transparency, and Accountability 7
http://www.ntia.doc.gov/files/ntia/publications/voluntary best practices for uas

privacy transparency and accountability O.pdf

Press Release i DOT and FAA Finalize Rules for Small Unmanned Aircraft
Systems 1
https://www.faa.gov/news/press releases/news story.cfim?newsld=20515

Part 107 Rule updated i www.faa.gov/uas/media/RIN_2120-
AJ60_Clean_Signed.pdf

Principles:

Consent, Privacy Safeguards, Transparency, Accountability, Minimum Necessary

and Limited Use
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http://www.ntia.doc.gov/files/ntia/publications/voluntary_best_practices_for_uas_privacy_transparency_and_accountability_0.pdf
http://www.ntia.doc.gov/files/ntia/publications/voluntary_best_practices_for_uas_privacy_transparency_and_accountability_0.pdf
https://www.faa.gov/news/press_releases/news_story.cfm?newsId=20515
http://www.faa.gov/uas/media/RIN_2120-AJ60_Clean_Signed.pdf
http://www.faa.gov/uas/media/RIN_2120-AJ60_Clean_Signed.pdf

1.25. Medicare / Medicaid i Safeguarding Information on Applicants and
Beneficiaries
42 C.F.R. Part 431, Subpart F

Description:

Revised in 2012, these regulations clarify the duties imposed upon a State with
respect to providing safeguards that protect and restrict the use or disclosure of
information regarding applicants and beneficiaries of Medicare/Medicaid.

42 C.F.R §431.301 requires a State to enact a statute that imposes legal sanctions
and safeguards meeting the requirements of Subpart F that restricts the use or
disclosure of information concerning applicants and beneficiaries to purposes
directly connected with the plan.

Under 42 C.F.R A 431.304, the agency
measures about applicants and beneficiaries, including the sanctions imposed for
improper disclosure and use of such confidential information. The agency must
also provide copies of these provisions to applicants, beneficiaries, and other
persons and/or agencies to whom information is disclosed.

42 C.F.R 8§ 431.305 details the information that the agency must safeguard,
including (1) names and addresses; (2) medical services provided; (3)
social/leconomic conditions; (4) agency evaluations of information; (5) medical
data; (6) income eligibility data; (7) identification of liable third-party resources; and
(8) social security numbers.

The agency must also have a policy specifying the conditions for release and use
of confidential information pursuant to 42 C.F.R § 431.306.

Under 42 C.F.R 8§ 431.306(b), access to confidential information must be restricted
to persons or agency representatives who are subject to similar confidentiality
standards.

Moreover, under 42 C.F.R 8§ 431.306(c), the agency must obtain consent from the
applicant or beneficiary (or his or her family) when possible before responding for
requests for information from outside sources, unless the information is to be used
for income verification. If an emergency situation is present, the agency may
release the information, but must notify the family or individual immediately. 42
C.F.R 8 431.306(e) mandates that the policies must apply to all requests from
outside sources, including governmental agencies, courts or law enforcement.

If subpoenas are issued for testimony or records relating to an applicant or
beneficiary, the agency must inform the court of the applicable statutory provisions,
policies and regulations regarding the confidentiality of the information. 42 C.F.R
8 431.306(f).
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Implications:
1 The Bureau for Medical Services should ensure that its policies and
procedures comport with the obligations under 42 C.F.R. § 431, Subpart F.
The Bureau for Medical Services should ensure that agencies requesting
access to covered data have adequate policies or procedures in place prior
to disclosing covered data.

1 Departments should provide confidentiality training to employees that have
authorized access to covered data.

1 Departments should comply with all applicable laws and regulations in the
use of covered data.

Source:

42 CFR Part 431, Subpart F - Safeguarding Information on Applicants and
Beneficiaries

https://www.law.cornell.edu/cfr/text/42/part-431/subpart-F

Principles:

Consent, Privacy Safeguards, Transparency, Accountability, Minimum Necessary
and Limited Use, Confidentiality
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https://www.law.cornell.edu/cfr/text/42/part-431/subpart-F

126. Jessiebdbs Law
Public Law 115-141

Description:

Due to the opioid epidemic, West Virginia Senator Joe Manchin 11l has introduced
legislation to Congress which would allow for patients to include their history of
opioid use disorder to be prominently displayed on patient medical records. The
act requires the Secretary of Health and Human Services to coordinate with
interest groups and to promulgate rules and best practices, pursuant to several
factors. These factors include the potential for relapse/overdose, the benefits of
displaying this information in a manner similar to other potentially lethal medical
concerns, the importance of prominently displaying information about substance
use disorder during physician prescribing practices, importance of medical
professionals to have access to the information consistent with state and federal
law, the importance of patient privacy, and the applicable state and federal laws
and regulations.

Jessiedbs Law was signed in October of 2018.
Servicesis ordered to issue rules Iimplementing
Health and Human Services are required to consider patient privacy protections in

their rul emaking. Rules relating to Jessiec

proposed rulemaking for 42 CFR Part 2 which was issued on August 22, 2019.
These rules have not gone into effect yet.

Jessi eds bdermimplementwd as part of the update to Part 2 Substance
Abuse Disorder regulations.

In March 2020, the Protecting Jessica Grubb's Legacy Act was introduced to
Congress. This act i s designed to compl emer
control over disclosures but to also ease the ability of subsequent sharing of

records. This bill has not been passed into law.

Source:
S.5817 LegislationforJes si ebés Law
https://www.congress.gov/115/bills/s581/BILLS-115s581rfh.pdf

March 2018 Omnibus Spending Bill i Public Law 115-141
https://www.gpo.gov/fdsys/pka/BILLS-115hr1625enr/html/BILLS-
115hr1625enr.htm

S.1012 - Protecting Jessica Grubb's Legacy Act
https://www.congress.qgov/bill/116th-congress/senate-bill/1012

Principles:
Individual Rights, Minimum Necessary and Limited Use, Notice, Security
Safeguards
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https://www.congress.gov/115/bills/s581/BILLS-115s581rfh.pdf
https://www.gpo.gov/fdsys/pkg/BILLS-115hr1625enr/html/BILLS-115hr1625enr.htm
https://www.gpo.gov/fdsys/pkg/BILLS-115hr1625enr/html/BILLS-115hr1625enr.htm
https://www.congress.gov/bill/116th-congress/senate-bill/1012

2.0. Federal Case Law

A. Freedom of Information Act (FOIA)

1. FCCl v. AT&T Inc., 562 U.S. 397, 131 S. Ct. 1177, 179 L. Ed. 2d
132 (2011).

Il n 2004, AT&T and FCC aBated poo@ramdullatan:

schools and libraries across the US to obtain affordable telecommunications and
Internet access. Subsequently, AT&T disclosed to FCC that it might have
overcharged for its services under this program. The FCC conducted an
investigation that led to a $500,000 settlement being paid by AT&T. A number of
AT&T customers, represented by CompTel Company, then requested the FCC to
make public all the pleadings and correspondences between FCC and AT&T from
the investigation. AT&T challenged the request relying on two exemptions in the
Freedom of Information Act, § 552(b)(4), which excuses disclosure of trade secrets
and commercial or financial information, and 8§ 552(b)(7)(C), which exempts law
enforcement records the disclosure of which would constitute an unwarranted
invasion of personal privacy. The FCC concluded that "Exemption 7(C) has no
applicability to corporations such a
to the Third Circuit Court of Appeals. There, the FCC argued that while AT&T
should be afforded some protection under 8522(b)(4), AT&T should not be allowed
the exemption afforded under § 522(b)(7)(C) because a corporation is not
considered a person and therefore the exemption does not apply. Conversely,
AT&T argued that Congress had previously defined the word "person” to include
corporations, and therefore, corporations are entitled to the exemption. The Third
Circuit agreed with AT&T, and the FCC appealed to the United States Supreme
Court.

The Supreme Court, in a unanimous decision, reversed the decision of the Circuit
Court finding that while corporations may be entitled to personal rights against
unreasonable search and seizure under the Fourth Amendment and freedom from
double jeopardy, these rights are not extended to FOIA's personal privacy
exemption. Additionally, the Court explained that while Congress intended for §
522(b)(4) to apply to corporations, 8 522(b)(7)(C) was intended only to apply to the
privacy rights of individuals. Accordingly, the exemption afforded under 8§
522(b)(7)(C) for personal privacy is not extended to corporations and the FOIA
disclosure was authorized.

2. Milner v. Dep52U. S.&62, 181hSeCt.N269, 79 L.
Ed. 2d 268 (2011).

Glen Milner, a member of an organization dedicated to raising community
awareness about the dangers of Navy training exercises near Puget Sound, sued
the Department of the Navy in a Washington federal district court under the
Freedom of Information Act ("FOIA") to obtain the release of Navy documents
relating to the effects of explosions at several locations. The district court granted
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summary judgment in favor of the Navy. On appeal, the U.S. Court of Appeals for

the Ninth Circuit affirmed, holding that documents relating to the effects of
explosions constituted Ainternal personnel
which are subject to exemption from disclosure under the FOIA. The Court

reasoned that such documents are "predominantly” for internal agency use and

present a risk that, if disclosed, they would circumvent agency regulation.

Before the United States Supreme Court, the issue was whether the Ninth Circuit
Court of Appeals erred by exempting documents relating to the effects of
explosions from disclosure under the FOIA because they are "predominantly” for
internal use and present a risk of circumventing agency regulation.

The Supreme Court answered this question in the affirmative, reversing the lower
court decision, in an 8-1 opinion written by Justice Kagan. The majority opinion
held that "because Exemption 2 encompasses only records relating to employee
relations and human resources issues, the explosives maps and data requested
here do not qualify for withholding under that exemption."

Justice Alito filed a concurring opinion, in which he agreed with the judgment but
noted: "l write separately to underscore the alternative argument that the Navy
raised below, which rested on Exemption 7(F) and which will remain open on
remand." Justice Breyer dissented, backing the decision of the appeals court.

Note: InPu b . Emps. for Envt]l . ResWatnsi bC,o mmn v .
740 F.3d 195 (D.C. Cir. 2014), the D.C. Circuit examined similar issues presented

i n Mi |l ner under alternative exemptions to
regul ations of an agency. o0 l nstead, t he Ci

documents related to two dams on the border of the United States and Mexico
were exempt from disclosure under Exemption

for |l aw enforcement purposes. o0 The Courtbs
and 7(F)isin linewithJustc e Al i t o6s concurring opinion ir
Implications:

These decisions should be considered when interpreting any similar provisions

within West Virginiads Freedom of I nformatio

3. Food Mktg. Inst. v. Argus Leader Media, 139 S. Ct. 2356 (2019.)

A

This case began with a newspaperos FOI A r ¢
Supplemental Nutrition Assistance Program. The request was for information
relating to stores in the program and their associated participation data. The USDA
provided the information regarding the stores in the program, but refused to
disclose participationdataunder. 6 5 U. S. C. A552(b)(4), whic
of Atrade secrets and commerci al or financi g
and privileged or confidential . 0 The newspaper sued for the
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At trial, the stores asserted that their SNAP data was strategically valuable in
marketing and placing store locations. The stores argued that creating modeling
that estimated sale volume was resource intensive and that the disclosure of their
actual sales data would be commercially valuable to competitors. The USDA lost,
but The Food Marketing Institute intervened on behalf of industry groups to pursue
the appeal.

After considering the case, the Supreme Court hel d: AWhere commerci

financial information is both customarily and actually treated as private by its owner
and provided to the government under an assurance of privacy, the information is
6confidential 0 wi t hin Exempt i oncuss that
information that is not kept confidential, by being shared freely, could lose this
exemption, but noted that the USDAOGS
did not create the situation where the information was shared freely.

Therulingalso di scussed the requirement for
indicated that the origin of the term was from a DC District Court case that
improperly used legislative history to modify statutory interpretation. The Court
noted that the test had fallen out of favor and rejected its use due to overstepping

meani n

promi s

fsubst

the plain | anguage in the statutebds construc

Implications:

This decision should be considered when evaluating FOIA disclosures of
potentially sensitive information. If the agency has promised to keep such
information confidential, they must examine the character of the information to
determine if it is otherwise freely disseminated prior to responding to a FOIA
request.

B. Privacy

1.  City of Ontario v. Quon, 560 U.S. 746, 130 S. Ct. 2619,177 L. Ed. 2d
216 (2010).

Employees of the City of Ontario, California police department filed a 42 U.S.C. §
1983 claim in a California federal district court against the police department, city,
chief of police, and an internal affairs officer. They alleged Fourth Amendment
violations in relation to the police department's review of text messages made by
an employee on a city issued text-message pager. While the city did not have an
official text-messaging privacy policy, it did have a general "Computer Usage,
Internet, and E-mail Policy." The policy in part stated that "[tlhe City of Ontario
reserves the right to monitor and log all network activity including e-mail and
Internet use, with or without notice," and that "[u]sers should have no expectation
of privacy or confidentiality when using these resources." Employees were told
verbally that the text-messaging pagers were considered e-mail and subject to the
general policy. The district court entered judgment in favor of the defendants.
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On appeal, the U.S. Court of Appeals for the Ninth Circuit reversed in part. The
court held that city employees had a reasonable expectation of privacy for the text
messages they sent on their city-issued pagers because there was no text
message privacy policy in place. Additionally, the court noted that the police
department's review of the text messages was unreasonable because it could
have used "less intrusive methods" to determine whether employees had properly
used the text messaging service.

On appeal, the United States Supreme Court was asked to address two questions:

(2) Does a city employee have a reasonable expectation of privacy in
text messages transmitted on his city-issued pager when the police department
has no official privacy policy for the pagers?

(2) Did the Ninth Circuit contravene Supreme Court precedent by
analyzing whether the police department could have used "less intrusive methods"
of reviewing text messages?

The Supreme Court did not answer the first question because it unanimously
upheld the |l egality of the Ontari o, Califorr
sergeant s text me s s-Byex pager.nDedlining todssupar t me n t
broad holding on employee privacy rights in electronic communications, the Court

decided the case on the narrow point that, even assuming that the employee had

a reasonable expectation of privacy in his text messages, the search was

reasonable because it was motivated by a legitimate, work-related purpose and

was not excessive in scope. The opinion emphasized, however, the importance

ofwel-cr afted employer privacy policies, noting
communications will of course shape the reasonable expectations of their

employees, especially to the extent that such policies ar e c¢cl early commun

The Quon decision contained the following additional comments:

The Court, in |ight of the departmentods pol.i
betweene-mai I s t hat are transmitted thtexugh a <c
messages that are transmitted through a wire
concluded that the policy covered both;

The Court noted that the departmentdés audi't

employer-pr ovi ded pager was fasadsearchefhispgergonsds i ntr u
eemail account or page or a wiretap on his ho
The Court noted with approval t hedutgi t ybs r

messages from the audit and confinement of the audit to two months; and

The Courtmadeclear that i1t has Arepeatedly refused
intrusived search practicable can be reasona
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Note: A Texas court recently declined to extend the holding in Quon to a
newspaper o6s requesotndfemrcee meaillatedr mreospt he i C
of ficial capacity as Sea Adkissonnvi Baxtoo,@0dWis si oner .
1030295 (Tex. Ct. App. 2015). The court held that emails from personal accounts,
if related to official bRublicInfemasionAci(PlA). subj ect

A Wisconsin court recently distinguished Quon and other cases where a
reasonable expectation of privacy in text messages on a cell phone exists. See
State v. Tentoni, 871 N.W.2d, 285 (Wis. Ct. App. 2015). The court held that an
individual had no privacy right to text mess

Implications:

Departments should either clarify and update or implement written policies
covering all forms of electronic communications and require written
acknowledgements of receipt by employees.

Department privacy policies should state that employees do not have an
expectation of privacy in electronic communications sent or received on
Department-provided devices and that the Department may monitor and review
electronic communications sent on such devices, not just those sent through the
Departmentds server.

Privacy policies should state that they can only be amended in writing by certain
specified individuals with designated authority and should provide that violations
of the privacy policies may lead to discipline up to and including termination.

Departments should consider whether their privacy policies pertaining to
workplace monitoring and surveillance clearly state when (defining purpose and
scope) Departments may conduct legitimate and reasonable searches of
Department-provided service and equipment.

Departments should provide training regarding the electronic communications
policy to all employees.

Departments should consider developing investigative protocols for vetting,
conducting and limiting searches, documenting the purpose for such searches,
and establishing minimization procedures in order to enhance the likelihood that
such searches will be deemed compliant in light of Quon and general privacy
notions.

Departments should be aware that even if a document is sent from a personal
device outside of working hours, it may be subject to discovery under a state act
like PIA or FOIA.

2. National Aeronautics and Space Administration v. Nelson, 562 U.S.
134,131 S. Ct. 746, 178 L. Ed. 2d 667 (2011).
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A 2004 Bush administration antiterrorism initiative extended background checks
required for many government jobs to contract employees, including scientists and
engineers at the Jet Propulsion Laboratory, a research facility operated by the
California Institute of Technology under a contract with NASA. Twenty-eight lab
employees, who did not have security clearances and were not involved in
classified or military activities, filed suit over what they considered to be overly
intrusive background checks contending that the background check process
violated a constitutional right to informational privacy for contract employees. The

forms at issue asked wh et her an employee had Aused, p o
manufactured ill egal drugso in the | ast yeal
provide details, includingin f or mat i on about fAtreatment or coc

employee was also required to sign a release authorizing the Government to obtain

personal information from schools, employers, and others during its investigation.

The Government sent the references provided by the employee a questionnaire
askingopen-ended questions about whether the ref:
guestiono the employee's Ahonesty or trustwo
concerning a variety of other matters. All responses on the forms were subject to

the protections of the federal Privacy Act.

A three-judge panel of the U.S. Court of Appeals for the Ninth Circuit ordered the
background checks halted while the case continued. The divided court later
declined an en banc review.

The Supreme Court reversed the Ninth Circuit's reversal of the district court's

denial of a preliminary injunction. The Court determined that while the
government 6s challenged inquiries implicate
significance, that interest did not prevent the government from asking reasonable

questions of the sort included on the forms at issue in an employment background
investigation that was subject to the Priyv
disclosure.

Specifically, the Court noted that the challenged questions were reasonable,
employment-related inquiries that further the Government's interests in managing

its internal operations. The Atreap ment or
guestion to a reasonable inquiry about illegal-drug use. The drug-treatment inquiry
was also a reasonable, employment-r el at ed i nquiry. Ad-di tional
ended questions were reasonably aimed at identifying capable and reliable
empl oyees. T h e tBGeGovetnmantdasa@an intedest ¢h:conducting

basic employment background checks. Reasonable investigations of applicants
and employees aid the Government in ensuring the security of its facilities and in
empl oying a competent, reliable workforce. o

The Court found signi f i cant t hat the answers to the G
check forms were subject to substantial protections against disclosure to the
public. The Court noted that the Privacy Act allows the Government to maintain
only those records ftroelacvcaonmp lainsdh On eac epsusrapr oys e
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by law and requires written consent before the Government may disclose an
individual's records.

Implications:

The Supreme Court's decision confirms that Departments may request a broad
range of background information from employees or applicants, as long as the
inquiry is related to the Department
However, Departments must take meaningful steps to comply with state and
federal privacy laws and protect collected confidential information from disclosure.

3. United States v. Jones, 132 S. Ct. 945, 181 L. Ed. 2d 911 (2012).

In Jones, the United States Supreme Court revived the doctrine that a physical
intrusion by the government into a constitutionally protected area for the purpose
of gathering information is a Fourth Amendment search, a principle most courts
had considered subsumed by the reasonable expectation of privacy standard. As
part of a drug conspiracy investigation, officers obtained a warrant from the U.S.
District Court for the District of Columbia to install a tracking device on a vehicle
used by Jones but registered to his wife. The tracking device was to be placed on
the vehicle within 10 days. Eleven days after the court order was issued, officers
placed the GPS device on the vehicle while it was in Maryland. The device
provided officers with 2,000 pages of location data over the next four weeks.
Jonesd motion to suppress the GPS inf
then appealed. The court of appeals reversed the conviction, finding the
warrantless use of the GPS device in violation of the Fourth Amendment. The
appellate court held that the use of the GPS device was a search where Jones had
a reasonable expectation of privacy in his movements over an extended period of
time.

The Supreme Court unanimously agreed that the use of the GPS was a search
under the Fourth Amendment, but filed separate opinions with divergent reasoning
in support of that conclusion. The majority opinion written by Justice Scalia relied
on an originali st interpretation fin
meaning of the Fourth Amendment and the attachment of the GPS device to a
vehicle by government agents to gather information to be a trespass and,

therefore, a search within t he meaning of t he

government physically occupied private property for the purpose of obtaining
information. [The Court had] no doubt that such a physical intrusion would have
been consider ed amdarsng afthe Fodrth Amendmenbwhenhte
was adopted. o The opinion expresses
trespass as a basis for a Fourth Amendment violation had not been replaced by

S Iinter

or mat i

ding

t hat

o

f

t

the theory of Areasonabl e exnpeited Hates on of pr

Katz, 389 U.S. 347, 88 S. Ct. 507, 19 L.. Ed. 2d 576 (1967). In Katz the court
found that the government had violated the Fourth Amendment by placing a covert
microphone on a public phone booth, without a warrant, to overhear a suspect 0
telephone conversation. Katz and cases following it expanded the protection of

the Fourth Amendment beyond Aper sons,
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expressly listed in the Fourth Amendment) and held that the amendment protected
people and their reasonable expectation of privacy in less concrete matters, like
conversations, telephone calls, and e-mails.

Prior to the Supr e méone§ caverdl tederal cciecaiticeurton 1 n
decisions held that people had no reasonable expectation of privacy in the
movement of their vehicles on public streets because those actions are readily
observable by anyoned including the governmentd and, therefore, use of a GPS
device to monitor a vehiclebds movement on
reasonable expectation of privacy. In each of those cases, the courts had held

that the act of the physical installation itself of a slap-on or magnetic GPS device

on the vehicle did not independently constitute a search under the Fourth
Amendment. Jones overruled these decisions when placing a tracking device on

the vehicle required a physical touching of the vehicle with the intention of

gathering information. The Court did not overrule prior decisions where the

tracking device was already in place before the subject took possession of the

object to be tracked because there was no trespass. The Jones decision leaves

open the question of the constitutionality of electronic tracking, which is feasible by

nonphysical means, such as monitoring a sul

signals emitted by a cellular telephone.

Justice Sotomayor joined with the majority opinion in holding that here the physical

trespass on a constitutionally protected fnef
Amendment search but filed a concurring opi
concurrence that long-term GPS monitoring woul d i nfringe on an in

reasonable expectation of privacy. Justice Sotomayor also expressed that in other
cases not involving physical intrusion, the Katz approach should be applied given
concern regarding data aggregation and government accumulation of information.

Justice Alito filed an opinion concurring in the result, which was joined by three
other justices, but believed the case should be decided by applying the Katz
reasonable expectation of privacy analysis. He also reasoned that the long-term
monitoring of the movement of Jonesd vehicl

e

of privacy. Justice Alitods opinion sugges

privacy analysis would encompass all types of surveillance, including old fashioned
physical surveillance with cars and aircraft, as well as tracking, which could be
achieved remotely as opposed to the need to physically intrude into a protected
area. It also indicates that how long citizens can be followed may differ based on
the offense being investigated. While not delineating a matrix of time limits that
would be allowable for different offenses, Justice Alito indicated that 28 days was
too long in this case, involving a drug investigation.

Jones was decided by applying a simple trespass analysis. However, five justices

signaled readiness to expand the protections of the Fourth Amendment in future
cases to limit government collection and aggregation of publicly available
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information where such eff ort sexpaaajionofi ol at e t
privacy.

Note: In Grady v. North Carolina, the Supreme Court examined whether attaching
a device to a recidivist sex offender that would monitor his movements by satellite
for the remainder of his life violated due process. 135 S. Ct. 1368 (2015). Grady
was a sex offender, who upon release from prison was ordered to wear a satellite-
based monitoring device. He sued claiming his due process rights were violated
and that it violated his privacy rights. The Supreme Court stated that because the
purpose of the program was to collect information about Grady it was undoubtedly
a search, and required due process protection. Additionally, the Supreme Court
focused on the fact that if attaching a device to a car was a trespass, attaching one
t o o persdnsvould also be. However, the Supreme Court left unanswered the
guestion of whether it was reasonable to attach such a device for remand. See
also United States v. Graham, No. 12-4659, 2016 WL 3068018 (4th Cir. May 31,
2016) (en banc) (holding that, under the third-party doctrine applicable to Fourth
Amendment searches, an individual lacks a reasonable expectation of privacy in
historical cell phone site location information because the information was
voluntarily conveyed to a third party (the defendant s6 cel | phone pr o\
making and receiving calls and texts on their phones), and therefore, does not
require a warrant); United States v. Weast, 811 F.3d 743 (5th Cir. 2016) (holding
that child pornographer had no reasonable expectation of privacy in IP address or
files shared on peer-to-peer network).

4. Florida v. Harris, 133 S. Ct. 1050, 185 L. Ed. 2d 61 (2013).

In Harris, the United States Supreme Court consi
drug-detection dog during a traffic stop provides probable cause to search a
vehicle. The Florida Supreme Court held that the State must in every case present

an exhaustive set of records, including a |
to establ i sh t Bee71dSo.8db756, 7%= (R0OL1). brihelUnitedyStates
Supreme Court reversed, finding the Florida

with the Afl-segnbbkestandcdmopdo ollfinoipw Gakes bl e cau.
462 U. S. 213, 239 (1983).

The material facts were that William Wheetley, a Ki 9 Officer in the Liberty County,

FIl orida Sheriffds Office, was on a routine
trained to detect certain narcotics (methamphetamine, marijuana, cocaine, heroin,

and ecstasy). Wheetley pulled over respondent ClaytonHar r i s6s truck beca

had an expired | icense pl ats&e door, Wheeteyp pr oac hi
saw that Harris was fAvisibly nervous, 0 wunab
rapi dly. Wheetl ey also noticed &olderopen car
Wheetley asked Harris for consent to search the truck, but Harris refused. At that

point, Wheetley retrieved Al do from the patrtr

truck for a Afree air s nddédoordandlessigrblng, al ert ed
through a distinctive set of behaviors, that he smelled drugs there. Wheetley
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concluded, based principally on Al dobs al ert
the truck. His search did not turn up any of the drugs Aldo was trained to detect.

But it did reveal 200 loose pseudoephedrine pills, 8,000 matches, a bottle of

hydrochloric acid, two containers of antifreeze, and a coffee filter full of iodine

crystals -- all ingredients for making methamphetamine. Wheetley then arrested
Harris, who admit t ed aft er proper Mi randa warnings
methamphetamine at his house and could not go more than a few days without

using it. The State charged Harris with possessing pseudoephedrine for use in

manufacturing methamphetamine. While out on bail, Harris had another run-in

with Wheetley and Aldo. This time, Wheetley pulled Harris over for a broken brake

i ght . Al do again sniffed the trusideds exter
door handle. Wheetley once more searched the truck, but on this occasion

discovered nothing of interest. At trial, Harris moved to suppress the evidence

foundinhist ruck on the ground that Al dodbs alert |
cause for a search. At the hearing on that motion, Wheetley testified about both

his and Al dobs training in drug detection.
completed a 160-hour course in narcotics detection offered by the Dothan,

Alabama Police Department, while Aldo (and a different handler) completed a

similar, 120-hour course given by the Apopka, Florida Police Department. That

same year, Aldo received a one-year certification from Drug Beat, a private

company that specializes in testing and certifying Ki 9 dogs. Wheetley and Aldo

teamed up in 2005 and went through another 40-hour refresher course in Dothan

together. They also did four hours of training exercises each week to maintain

their skills. Wheetley would hide drugs in certain vehicles or buildings while leaving

ot hers fAbl anko t ododlerteeatthnd right plasel. eAccording toA |

Wheetl ey, Al dods performance in those exerc
introduced AMont hly Cani ne Detection Train
testimony. The logs showed that Aldo always found hidden drugs and that he

performed Asatisfactorilyo (the higher of tw
training. Oncross-e x ami nat i on, Harri sds attorney chos
of Al dods or Wheetleyds training.ionandnstead,
his performance in the field, particularly t

conceded that the certification (which, he noted, Florida law did not require) had

expired the year before he pulled Harris over. Wheetley also acknowledged that

he did not keep complete records of Al doods
field work. Instead, he maintained records only of alerts resulting in arrests.

Wheetl ey defended Al dobdés two al-geetrckit o Harr
According to Wheetley, Harris probably transferred the odor of methamphetamine

to the door handle, and Aldo responded to that residual odor.

The trial court concluded that Wheetl ey had
truck and denied the motion to suppress. Harris then entered a no-contest plea

while reserving the right to appeal the tri
court summarily affirmed. See 989 So. 2d 1214, 1215 (2008) (per curiam).
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The Florida Supreme Court reversed, holding that Wheetley lacked probable
cause to search Harri sés vehicle under t he

alerts, o the court wrote, Aithe fact that th
simply not enough to establish pmadiratdbl e caus
a dogo6s reliability, the State needed to pro
A[ T] he State must present . . . the dogos

explanation of the meaning of the particular training and certification, field
performance records (including any unverified alerts), and evidence concerning
the experience and training of the officer handling the dog, as well as any other
objective evidence known to t Hkato/b.f i cer abou

The court particularly stressed the need for Adevidence
hi story, o0 including records showing fAhow of
without 111 egal cont r adat7@d. Thatdatantge coueen f oun
stated, could help to expose suchpr obl ems as a handl erds tende
not) to Acue [a] dog to alerto and fAa dogods
odors and a ttaura9, 774 Aacardinglyg an officer like Wheetley who

did not keep ful | fietdegerformahse caultl neher lkavedhe g 6 s
requi site cause to think Athat Idbt&3dog i s a

The United State Supreme Court in a unanimous decision reversed finding that a

police officer has probable cause to conductasear ch when At he facts a\
[ hi m] would o6warrant a [person] of reasonabl
or evidence of a crime is present. Texas v. Brown, 460 U. S. 730, 742 (1983)

(plurality opinion) (quoting Carroll v. United States, 267 U. S. 132, 162 (1925)); see

Safford Unified School Dist. #1 v. Redding, 557 U. S. 364, 370-371 (2009). The

Court said that the test for probabl e cause
guant i f Marydandi voPringe, 540 U. S. 366, 371 (2003) . AFinely tu
standards such as proof beyond a reasonable doubt or by a preponderance of the

evidence . . . have no place in the [probable-c a u s e ] d &ates,s4620UnS.,0

at 235. All we have required i sasdandble ki nd ol
and prudent [peopl e, ] Id atR38|28ldimdrnalgustatiomi ci an s,
mar ks omitted). The Court wrote that Ain ev
practical and commonsensical standard, we have consistently looked to the totality

of the cir cSeensd, ringlee 10 0. S., at 371; Gates, 462 U. S, at

232; Brinegar v. United States, 338 U. S. 160, 176 (1949). The Court has rejected

rigid rules, bright-line tests, and mechanistic inquiries in favor of a more flexible,
all-things-considered approach. In Gates, for example, the Court abandoned its

old test for assessing the reliability of 1in
a ncomplex superstructure of evidentiary and
not complied with, would derail a finding of probable cause. 462 U. S. at 235. The

n

Court | amented the devel opment of a |list of
applicabl e i nd a 23em6 Theaeue engphasized that probable
cause i s i aod turhingiordthe@assessmem of probabilities in particular
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factual contexts not readily, or even usefully, reduc
Id. at 232.

Note: In United States v. Thomas, the Second Circuit examined the issue of
whether reliance on a computer program that monitored P2P networks to identify
child pornography created sufficient probable cause. No. 14-1083-cr., 2015 WL
3619820 (2nd Cir. 2015). The defendant in that case attempted to rely on Harris
by stating that the Supreme Court required certification for probable cause.
However, the Second Circuit found that computer programs are different from dogs
and do not need this kind of certification and performance training. According to
the Second Circuit, because there was no evidence the computer program reports
false or misleading infor mat i on, there was sufficient O&i nc

5. Florida v. Jardine, 133 S. Ct. 1409, 185 L. Ed. 2d 495 (2013).

In Jardine, policetookadrug-s ni f fi ng dog to Jardineds fron:
gave a positive alert for narcotics. Based on the alert, the officers obtained a

warrant for a search, which revealed marijuana plants. Jardine was charged with
trafficking in cannabis. The Supreme Court
decision to suppress the evidence, holding that the officers had engaged in a

Fourth Amendment search unsupported by probable cause.

The United States Supreme Court affirmed, writing that the investigation of
Jardineb6ébs home was a fAsearcho within the mea
decision makes the following points:

(2) When nAthe Government obtains infol
intrudingo on persons, houses, paper s, or e
meaning of the Fourth AmendmeUnitad Sthitesy. fiundouk

Jones, 565 U. S. 950-51 (2012).

2) At the Fourth Amendmentdés fAvery cor
man to retreat into his own home and there be free from unreasonable
gover nment alSilvermanv. Unged States, 865 U. S. 505,511. The area
Al mmedi at el yansdu ra sosuonaii antge do theictirtlagedh 6 i@ me &
of the home itself f or FQlivwervtUniteddtades debe nt pur g
U. S. 170, 180. The officers entered the curtilage here: The front porch is the
classic exemplar ofe amctawved yftod Wwthiamteh |t H e
182n.12.

B The officers entry was not expli
Of ficers need not Ashield their eyeso whe
t hor ou g Kdlifarnievs Ciraolo, 476 U. S. ndMah,can2etll8s, but A
foot upon his nei ghbor &dicke.|ICargngtonv2iWilhhk.ut hi s |
B. 275, 291, 95 Eng. Rep. 807, 817. A police officer not armed with a warrant may
approach a home in hopes of speaking to its occupants, because thatisi n o mor e

0
h r
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t han any privat ekentucky v. Kimgnl3ins. @t.n849, A7 L.d&d.
2d 865 (2011). However, the scope of a license is limited not only to a particular
area but also to a specific purpose, and there is no customary invitation to enter
the curtilage simply to conduct a search.

4) It is unnecessary to decide whether the officers violated
Jardineds expect atKatovnUnited Stabes, 389 &.65.y347u88 8.e r
Ct. 507, 19 L. Ed. 2d 576 (1967).

6.  Maryland v. King, 133 S. Ct. 1958, 186 L. Ed. 2d 1 (2013)

In Maryland v. King, the Supreme Court reached the qu
Fourth Amendment prohibits the collection and analysis of a DNA sample from

persons arrested, but not yet dhedefendant ed, on
was arrested and charged with first- and second-degree assault after he

threatened a group of people with a shotgun. Pursuant to the Maryland DNA

Collection Act (the Act), he was cheek swabbed for DNA during booking, and the

DNA was later found to match the DNA sample from an unsolved rape in 2003.

Based on that DNA evidence, the defendant was tried and convicted for the 2003

rape after the Circuit Court Judge denied his motion to suppress the DNA evidence

because the Act violated the Fourth Amendment. The Maryland Court of Appeals

reversed, deciding that the portions of the Act authorizing collection of DNA from

felony arrestees were unconstitutional. It found the DNA collection unreasonable

because the defendant 6si siexrmpeattart i tharmft hpe
purported interest in using [the defendantds

In a 5-4 decision, the majority opinion by Justice Kennedy reversed the decision
of the Maryland Court of Appeals. The Court began by detailing the effectiveness
and precision of DNA testing as a means of identification. It also noted that the
Combined DNA Index System (CODIS) was a growing means of maintaining
reliable and standardized DNA identification information. The Court conceded that
a cheek swab for DNA is definitely a search under the meaning of the Fourth
Amendment and that the neutral nature of such a search meant that obtaining a
warrant from an unbiased magistrate would be of little use. Because the cheek
swab did not require a warrant, the Court concluded that the search should be
analyzed under the traditional standards of reasonableness to determine whether
the legitimate government interest outweighed the degree of intrusion on individual
privacy.

The Court framed the | egitimate government
law enforcement officers in a safe and accurate way to process and identify the
persons and possessions they must take into

government interest in DNA identification was justified by the following: the need
to know who has been arrested and who will be tried; the law enforcement
responsibility to keep staff, existing detainees, and the new detainee safe; the
concern that the accused wil/l flee from cust
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conduct to determine if he poses a danger to the public; and the possibility that an
innocent person will be vindicated by the identification of a guilty perpetrator. The
Court noted the previous Constitutional methods of photography and
measurements that police have used to identify criminals, and it also pointed out
that fingerprinting had long been held as a Constitutional and effective means of
identification. Accordingly, the Court concluded that it would be unreasonable to
allow fingerprinting but disallow the much more effective means of DNA
identification; therefore, it afforded great weight to the government interest at
stake.

In regards to the degree of intrusion on individual privacy, the Court found that a

cheek swab was a brief i ntrusion that di d
attendant t o nor ma lAlthoughcsuct anrintrissiondasfsubgesttoe st . 0

the Fourth Amendment, it is reasonable in a custodial arrest where expectations

of privacy are considerably | ower. Theref
interest in identification far outweighed the minor intrusion of a cheek swab, and

DNA identification could be Aconsidered part
an arrest is made upon probable cause for a serious offense.

Justice Scalia penned a vehement dissenting opinion, accusing the Court of

allowin g suspicionl ess searches wi t h no Aj ust
investigation of <c¢cri me. o He argued that Mal
identify arresteeds and was, i n fact, neve
fingerprinting isusedtoquicklydi scl ose a personds identity,
check against unsolved crimes; DNA testing takes too long and is not structured

to facilitate the identification of arreste
searches are never allowed if their principal end is ordinary crime-s ol vi ng. 0 [ n
opinion, the Courtédés reasoning that DNA tes

identification was simply not supported by any actual use of the DNA for identifying
purposes.

Note: In Birchfield v. North Dakota, the Supreme Court held that the Fourth
Amendment permits warrantless breath tests incident to arrests for drunk driving
but not warrantless blood tests. 136 S. Ct. 2160 (2016). The Court distinguished
blood tests from breath tests as significantly more intrusive than the minimally
inconvenient action of breathing into a mouthpiece. Among many factors leading
to the decision, the Court noted that a breath test would not leave identifiable
biological material behind.

Implications:

At the very least, states may implement legislation and regulations that require
DNA samples to be taken as part of a routine booking procedure for those
arrestees that are suspected of serious offenses. The Maryland Act upheld by the
court authorized collection of DNA samples from those who are charged with a
crime of violence or burglary; crimes of violence in Maryland include murder, rape,
first-degree assault, kidnaping, arson, sexual assault, and a variety of other serious
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crimes. As Scalia mentions in his dissent, it is possible that the reasoning of
Ai denti ficationo presented in this case wi|
individuals, but that is not yet the case.

7. Fernandez v. California, 134 S. Ct. 1126, 188 L.E.d.2d 25 (2014)

It is well settled that police may search jointly occupied premises if one of the

occupants consent, but the Court has found an exception where one occupant

consents and another present occupant objects. This case involved the question

of whether pol i ce maeobjecingoccupantsmbseniwhens A1 f t
anot her occupant consents. 0 The mater.
arrested on suspicion of assault and in connection with the investigation of a
robbery. Immediately prior to his arrest, the defendant objected to a search of his
apartment, but police officers returned after the arrest and received consent from
the defendantdés cohabitant to search the ap
and ammunition. The defendantdés moisi on to
apartment was denied, and he pled non contendere to possession of a firearm by

a felon, possession of a short-barreled shotgun, and felony possession of

ammunition. The California Court of Appeals affirmed, and the Supreme Court

granted certiorari after the petition for review was denied by the California Supreme

Court.

-

The Court, through Justice Alito, began by noting that consent searches are a well-
established and constitutionally permissible warrantless search. Police officers
may search jointly occupied premises if one of the occupants consents, and that
search will be upheld even i f the consenti ng
be a resident of the premises. The precedent at issue in this case was Georgia v.
Randolph, 126 S. Ct. 1515, 164 L.. Ed. 2d 208 (2006), where the Court established
the narrow exception that the consent of one occupant does not outweigh the
objection of another occupant who is present on the premises. This exception was
founded on social custom that a hypothetical visitor would probably not enter over
the objections of a cotenant. The defendant in the present case argued that this
exception still applied because he was absent only as a result of his arrest, and

his objection while present should remain in effect unt i | he Ano | onger w
keep the police out of his home. 0

Despite the defendantdés arguments, the Cour:
an officerdés motive in arresting an individu

searches. Therefore,thecourt hel d that #fAan occupant who
detention or arrest stands in the same shoes as an occupant who is absent for any
ot her reason. o I n regards to the continui
defendant, the Court voiced its concern that such a rule would produce a variety
of practical problems and ignore the social custom upon which Randolph was
based. A hypothetical visitor would probably enter the premises while the objecting
resident was not present, and there would be no way for the court to formulate a
workable rule as to how long or under what circumstances an objection to search
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would be valid. In holding that the present case did not fall under the exception in
Randolph, t he Court al so noted t toellonwctleepdiecent i ng o0«
to search the premises if such a search is desirable to her.

Justice Ginsburg, joined by Justices Sotomayor and Kagan, wrote a dissenting

opinion in the case. She disagreed with both the social and practical justifications

offered by the majority. In her opinion, it was improper to draw analogies with the

social custom of admitting visitors where the same social custom would never

allow that visitor to conduct a search of th
practical problems concerning the circumstances and duration of an ongoing

objection could have been assuaged by simply acquiring a warrant; an objection

to search does not unequivocally keep the police from searching. Ginsburg notes

that advances in the speed and efficiency of obtaining a warrant should keep the

court from citing that difficulty as a justification for warrantless searches.

Note: In City of Los Angeles v. Patel, the Supreme Court held that a provision of
the Los Angeles Municipal Code that requires hotel operators to make their
registries available to police on demand is facially unconstitutional. 135 S. Ct. 2443
(2015). The Court emphasized the necessity of an opportunity for precompliance
review and the availability of methods to preserve the quality of an administrative
search. In dissent, Justice Scalia asserted that hotels fall within the category of
Acl osely regulatedo industries that may be s

8. Riley v. California, 134 S. Ct. 2473 (2014)

In Riley v. California, t he Supreme Court reached the que
may, without a warrant, search digital information on a cell phone seized from an

i ndi vidual who has been arrested. o The cas
raising that common questio n . I n the first case, the de
phoned was searched without a warrant both b

and an expert in gangs about two hours after his arrest. Based on photographs

found on his phone, Riley was charged and convicted in connection with an earlier

shooting that was unrelated to the initial crime of arrest, possession of concealed

and | oaded firear ms. I n the second case, t}
seized at the police station after he was arrested for making an apparent drug sale.

When the phone repeatedly received call s fr.
phone without a warrant and recovered the n
After searching the number in an online phone directory to obtain its address, the

of ficers executed a search warrant on Wuriebo
of 215 grams of crack cocaine among other contraband. He was convicted of

distributing crack cocaine, possessing crack cocaine with intent to distribute, and

being a felon in possession of a firearm and ammunition.

Subject to a few exceptions, the Fourth Amendment has led the Court to conclude

that most warrantless searches should be considered unreasonable. In this case,
Justice Roberts wrote for the Court as it decided whether warrantless cell phone
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searches fell under the well-established exception of a search incident to arrest.

The Court began by examining the three precedents which govern such searches.

First, Chimel v. California, 89 S. Ct. 2034, 23 L.. Ed. 2d 685 (1969), established

the rule that it is reasonable to search an
immediate control in order to remove weapons which might endanger the officer

or evidence which the arrestee might destroy. Second, the Court held in United

States v. Robinson, 94 S. Ct. 467, 38 L. Ed. 2d 427 (1973), that no additional

justification other than a lawful arrest is needed to conduct a search incident to that

arrest; the reasonableness of a search does not depend upon the probability that

weapons or evidence will be found on the arrestee. Lastly, in Gant v. Arizona, 129

S. Ct. 1710, 173 L. Ed. 2d 485 (2009), the Court emphasized the reasoning in

Chimel and held that police could only search a vehicle when the arrestee was
Aunsecured and within reaching distance of t
was freasonable to believe evidence relevant
in the vehicle. 0

The ruling in Robinson entitled an arresting officer to search the contents of a
cigarette package after he removed it from the arrestee. The Court recognized
that a mechanical application of this precedent would allow officers to search the
contents of a cell phone, but it declined that mechanical application because it
found that such a search would be viewed as fundamentally different under the
twin justifications of Chimel. While the concerns in Chimel dealt with weapons or
evidence to which the arrestee himself might have access, all possible dangers or
evidence loss suggested by California would be the result of third party actions.
Those possibilities include the pending ar.|
remote wiping of data, and automatic encrypting of phones. The Court concluded
that law enforcement is free to examine the exterior of a phone for weapons and
should take advantage of existing methods of data preservation such as battery
removal.

The search incident to arrest exception rests generally on heightened government

interests in an arrest situation and reduced privacy interests of an arrestee.

However, the Court pointed out that the reduction in privacy interests does not

automatically validate any search; privacy related concerns may cause a warrant

to be required if they are weighty enough. Despite the fact that the Court had

upheld searches of physical items such as billfolds or address books, it declined

to extend that | ogic because it found that a
and ability to collect a pervasive variety of data led to a much greater privacy

interest than a few personal items.

In anticipation that the Court would decline to extend Robinson to the search of a
cell phone, the government put forth the following alternative rules: allowing a
search when there is a reasonable belief that the phone contains evidence of the
crime of arrest, restricting the scope of searches to areas where an officer might
find pertinent evidence, always allowing the search of a call log, or allowing the
search of data if the same information could have been obtained from a pre-digital

125



counterpart. In short, the Court rejected all of these proposed rules because they

woul d i mpose ino practical l i mito or

searches. As a result of the above reasoning, the Court opted to respect the

privacy of the contents of cell phones
a warrant before conducting such a search.

impact that such a rule might have on efficient law enforcement, but the Court gave
greater weight to the tradition and history of the warrant requirement than it did to
the efficiency of law enforcement.

Implications:

In order to ensure the admissibility of important evidence, law enforcement officers
must obtain a warrant before searching the contents of a cell phone; such a search
does not fall under the exception of searches incident to a lawful arrest. The court
noted that exigent circumstances might nullify this requirement, but its examples
involved the extreme cases of impending terrorist activity or ongoing child
abduction.

9. Carpenter v. U.S., 138 U.S. 2206 (2018)

In Carpenter v. U.S., the Supreme Court decided
Government conducts a search under the Fourth Amendment when it accesses

hi storical cel | phone records that prov
past movements. 0 T h ean i@dividualtmaidtans & legitimatee d

expectation of privacy, for Fourth Amendment purposes, in the record of his or her
physical movements that may be captured through cell-site location information
(CSLI).

In the Carpenter case, several individuals were arrested in connection with a string
of robberies. One suspect confessed and provided the government with his cell
phone number and the numbers of the other participants. The government used

this information to seek Adnenmmberanhithiwasn a |

granted under the Stored Communications Act, 18 U.S.C. § 2703(d), which allows
disclosure of certain telecommunications records when "specific and articulable
facts show[] that there are reasonable grounds to believe that the contents of a
wire or electronic communication, or the records or other information sought, are
relevant and material to an ongoing criminal investigation." The records obtained
by the government included the date and time of calls, and the approximate
location where calls began and ended based on their connections to cell towers.

Carpenter moved to suppress the CSLI on Fourth Amendment grounds, arguing
that the government needed a warrant premised on probable cause to obtain his
records. The district court denied the motion to suppress, and the Sixth Circuit
affirmed.
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The Supreme Court reversed, holding that the government's warrantless
acquisition of Carpenter's cell-site records violated his Fourth Amendment right
against unreasonable searches and seizures. The Court first acknowledged that
the Fourth Amendment protects not only property interests, but also reasonable
expectations of privacy. Expectations of privacy in this age of digital data do not fit
neatly into existing precedents, but tracking person's movements and location
through extensive cell-site records is far more intrusive than the precedents might
have anticipated.

The Court also declined to extend the "third-party doctrine”d a doctrine where
information disclosed to a third party carries no reasonable expectation of
privacyd to cell-site location information, because cell phone locations implicates
even greater privacy concerns than GPS tracking does. One consideration in the
development of the third-party doctrine was the "nature of the particular documents
sought,” and the level of intrusiveness of extensive cell-site data weighs against
application of the doctrine to this type of information. Additionally, the third-party
doctrine applies to voluntary exposure, and while a user might be abstractly aware
that his cell phone provider keeps logs, it happens without any affirmative act on
the user's part. Thus, the Court held narrowly that the government generally will
need a warrant to access CSLI.

Implications:

In order to ensure the admissibility of important evidence, law enforcement officers
must obtain a warrant before seeking CSLI and cannot rely on the less-stringent
standard contained in the Stored Communications Act. However, the court noted
that exigent circumstances might nullify this requirement.

10. Byrdv. U.S., 138 S.Ct. 1518 (2018)

In Byrd v. U.S. the Supreme Court addressed a circuit split on whether a driver of
a rental car has a reasonable expectation of privacy in such vehicle when he has
t he r ent eiondosopepate thenelscke but is not an authorized driver on the
rental contract. The Court unanimously held that such a person does, in fact, have
a reasonable expectation of privacy against government searches of the vehicle.

Byrd was operating a rental vehicle when he was stopped for improperly driving in
the left lane. After stopping Byrd for a traffic infraction, the officers learned that the
car was rented, that Byrd was not listed as an authorized driver, and that he had
prior drug and weapons convictions. Byrd also stated he had a marijuana cigarette
in the car. The officers proceeded to search the car, discovering body armor and
several bricks of heroin in the trunk. The District Court denied Byrd's motion to
suppress the evidence as the fruit of an unlawful search, and the Third Circuit
affirmed. Both courts concluded that, because Byrd was not listed on the rental
agreement, he lacked a reasonable expectation of privacy in the car.
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The Supreme Court reversed, holding that the mere fact that a driver in lawful
possession or control of a rental car is not listed on the rental agreement will not
defeat his or her otherwise reasonable expectation of privacy. Although such a
driver does not have a property interest in the car, property principles inform the
reasoning behind this conclusion. A driver who has the permission of the lawful
possessor or owner of the car has complete "dominion and control" over the
property and can rightfully exclude others from it. The Court analogized to the
situation in Jones v. United States, 362 U.S. 257 (1960), where the Court found
that the defendant had a reasonable expectation of privacy in the apartment in
which he was staying temporarily with the owner's permission, notwithstanding the
fact that the apartment was not lawfully his. Essential to the Court's holding was
the finding that the driver in this case was in lawful possession; indeed, the driver
of a stolen vehicle lacks a reasonable expectation of privacy in a car he may be
driving.

Implications:

The mere fact that an operator of a vehicle is not authorized on rental contract
does not vitiate their expectation of privacy in the vehicle so long as the operator
was lawfully possessed of the vehicle. If the possession of the vehicle is unlawful,
such as a stolen vehicle, then the operator does not have a reasonable expectation
of privacy.

11. Collins v. Virginia, 138 S.Ct. 1663 (2018)

In Collins, the Court addressed whether t
exception permits a police officer, who does not have a warrant, to enter private
property in order to search a vehicle parked a few feet from the residence.

On two occasions, a unigue motorcycle evaded police officers after they observed
the rider violating traffic laws. After some investigation, one of the officers located
the house where the suspected driver of the motorcycle lived and observed what
appeared to be the same motorcycle covered by a tarp in the driveway. . Without
a warrant, the officer approached the home, lifted the tarp and confirmed that the
motorcycle was stolen. The officer waited for the suspect to return home. When
the suspect returned, the officer arrested him. The trial court denied Collins' motion
to suppress the evidence on the ground that the officer violated the Fourth
Amendment when he trespassed on the house's curtilage to conduct a search, and
Collins was convicted of receiving stolen property. The Virginia Court of Appeals
affrmed. The State Supreme Court also affirmed, holding that the warrantless
search was justified under the Fourth Amendment's automobile exception.

The Supreme Court reversed, holding that its Fourth Amendment jurisprudence

regarding the home and the "curtilage” of one's home (the area immediately
surrounding it) clearly prevents officers from entering and searching without a
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warrant, even if the object searched is an automobile. The Court found that the
area searched (the back of the driveway) was indeed the curtilage of the
defendant's home, and thus the Fourth Amendment's highest degree of protection
applies there. Although warrantless searches of automobiles are permissible in
limited circumstances, the warrantless search of an automobile parked within the
curtilage of one's home is not permissible. The Court noted that because the
scope of the automobile exception extends no further than the automobile itself, it
did not justify the officerdés invasion of th

Implications:

The automobile exception does not override the privacy protections afforded to
homes or curtilage. If a vehicle is located within the curtilage of a home, a warrant
or exigent circumstances will be needed to conduct a search.

12.  United States v. Microsoft Corp., 138 S.Ct. 1186 (2018)

The issue addressed in Microsoft was whether a United States email provider must

comply with a probable-cause based warrant issued under the Stored
Communications Act, 18 U.S.C. § 2703, by making disclosure in the United States

of electronic communications within that ©pro
decided to store that material abroad.

The district court denied Microsoftds moti on
was located overseas and not subject to the Stored Communications Act. The 2nd

Circuit reverse, holding that the Stored Communications Act did not authorize

courts to issue and enforce warrants for data located exclusively overseas.

While the case was pending on appeal, Congress passed the Clarifying Lawful
Overseas Use of Data Act (CLOUD Act), which amended the Stored
Communications Act. The CLOUD Act amended the SCA to mandate that service
providers must provide stored data even when the data is located abroad.
Following passage of the CLOUD Act, the government obtained a new warrant.

Implications:

With the passage of the CLOUD Act, U.S. data and communication companies
must provide stored data for U.S. citizens on any server they own and operate
when requested by warrant, but provides mechanisms for the companies or the
courts to reject or challenge these if they believe the request violates the privacy
rights of the foreign country in which the data is stored.
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C. Driver's Privacy Protection Act of 1994

1. Maracich v. Spears, 133 S. Ct. 2191 (2013) involves application of
the litigation exception for nondisclosure of information in the Drivers Protection
Act.

The Driver's Privacy Protection Act of 1994 (DPPA), 18 U.S.C. 88 27211 2725,
regulates the disclosure and use of personal information contained in the records
of state motor-vehicle departments. The statute prohibits obtaining or using
personal information in driving records for the purpose of bulk marketing or
solicitations without the express consent of the individuals whose information is
being used. The statute does, however, permit disclosure without consent of
personal information for "use in connection with any civil ... proceeding," including
"investigation in anticipation of litigation." 18 U.S.C. § 2721(b)(4).

The issue before the Court in Maracich was whether the litigation exception to
nondisclosure in Driverds Privacy Pr
who obtain protected personal information from driving records solely to find clients
for a lawsuit. The Court answered this question in the negative.

The Respondents in Maracich are lawyers who filed a representative action in
South Carolina state court against local car dealers, alleging that the dealers had
improperly charged certain fees to customers. Before filing suit, respondents had
submitted several state Freedom of Information Act requests to the South Carolina
Division of Motor Vehicles (DMV) seeking the names and addresses of thousands
of individuals in order to solicit clients for a lawsuit they had pending against local
car dealers. Using the information provided by the DMV, the respondent lawyers

otect.

sent over 34,000 car purchase |l etters, whi

which explained the lawsuit against the dealers and asked the recipients whether
they wanted to participate in the lawsuit. Some car-buyers responded by suing the
respondent lawyers in federal district court, alleging that the solicitations violated
the DPPA. The district court granted summary judgment in favor of the respondent
lawyers. On appeal, the U.S. Court of Appeals for the Fourth Circuit affirmed,
concluding that the solicitations were permissible under the DPPA's litigation
exception and were "inextricably intertwined" with the original lawsuit. The DPPA
exception in issue allows the discl

osur e

connection with any civil, criminal, admini
Ai nvestigation in anticipation of l'itigati o

court granted summary judgment in favor of the respondent lawyers, holding their
letters were not solicitations and that the use of information fell within the litigation
exception in subsection (b)(4). The Fourth Circuit affirmed, concluding that the
letters were solicitation, but that the solicitation was intertwined with conduct that
satisfied the (b)(4) exception. The car buyers appealed this decision to the United
States Supreme Court, which took the appeal to resolve a conflict between the
Circuit Courts of Appeal. The Fourth Circuit's decision in Maracich conflicts with
decisions of the U.S. Court of Appeals for the Third Circuit and the District of
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Columbia Courts of Appeals (the highest court for D.C.). On June 17, 2013, the
Supreme Court reversed the Fourth Circuit Court of Appeals holding that an
attorneyo©6s slentsi i€ not a permissible gdrpose covered by the
subsection (b)(4) litigation exception.

Note: McDonough v. Anoka Cty., 799 F.3d 731 (8th Cir. 2015) (DPPA violation
occurs even when improperly obtained infor ma

Implication:

In responding to a request for information made under the State Freedom of
Information Act, W. Va. Code 8§ 29B-1-1 et seq., agencies need to be aware of and
comply with exemptions from disclosure provided in W. Va. Code § 29B-1-4 and
in applicable federal statutes such as the DPPA.

D. Fair Credit Reporting Act
1. Spokeo, Inc. v. Robins, 136 S. Ct. 1540, L. Ed. 2d 635 (2016)
In Spokeo, Inc. v. Robins, the Supreme Court vacated and remanded a Ninth

Circuit decision that found a plaintiff to have standing to bring suit for privacy
violations where no injury occurred. Robins filed a class-action suit against

Spokeo, which operated a ndpeople search en
prospective employers, after discovering that his profile contained inaccurate

informati on. The Ninth Circuit reversed t he
plead injury in fact because Spokeo had vi ol

FRCA. The Supreme Court held in the context of a FRCA claim that the injury-in-

fact requirement for standing required a concrete and particularized injury. The

Supreme Court explained that A[iI]njury in fé
it is settled that Congress c annot erase Article 11106s sta
statutorily granting the right to sue a plaintiff who would not otherwise have

st andi rsgokeo, the injary-in-fact requirement necessitates a showing that

the plaintiff suffegaleldy Aimmoti edovtaesd oinn tod r eas tl oe
and particularizedo and Aact ual or i mmi nen
(internal citing reference omitted). Beca:
appreciate the distinction between concreteness and par ti cul ari zati on,
Supreme Court found its standing analysis to be incomplete. The Supreme Court

also reiterated that a ficoncreteo injury ne.
was remanded to the Ninth Circuit solely based on the standing analysis; the

Supreme Court did not rule on whether Robins had adequately alleged injury in

fact.

The Ninth Circuit, ruling on the question presented to it by the Supreme Court, held
that the alleged injuries were sufficiently concrete to proceed. The Supreme Court
held that a statutory right which purports to authorize a person to sue to vindicate
that right does not by itself satisfy the Article 11l requirement for a concrete injury,
but the Ninth Circuit noted that some statutory violations alone may establish
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concr et eTo ésablish.suchian injury, the plaintiff must allege a statutory
violation that caused him to suffer some hal
there must be an injury that is &éreael &6 and
Ninth Circuit emphasized that Congressional judgment plays a serious part in

determining the concreteness of an intangible injury, and that Congress may

elevate injuries which previously had no adequate remedy to cognizable harms or

may create new causes of action.

The Ninth Circuit asked: A(1l) whether the st
protect his concrete interests (as opposed to purely procedural rights), and if so,

(2) whether the specific procedural violations alleged in this case actually harm, or

present a materi al ri sk of harm t o, such i
previously observed that the FCRA was designed to protect consumers from

inaccurate information being transmitted in consumer reports and that the

Supr eme Co siantappsars doegenerally assume false information in

consumer reports can constitute concrete harm. The Ninth Circuit emphasized the

ubiquity and importance of consumer reports in employment, loan applications,

and other areas which have real implicatonson an i ndi vidual s | i fe
The Ninth Circuit also noted that there are reputational and privacy interests which

have long been protected under the law by individual causes of action, and

emphasized that Congress chose to protect against harm similar in kind to other

traditional causes of action.

The Ninth Circuit then turned to whether the alleged violations caused actual harm,

or created a fAmateri al risk of harm. 0 They
procedures may not necessarily result in concrete harm, as mistakes may not

result in the creation and dissemination of inaccurate information. In this instance

the underlying allegations allege the preparation and distribution of an inaccurate

report which implicates the plai nt i f f 6s i nterests i n accur
However, the Supreme Court rejected the premise that every minor inaccuracy will

cause real harm, such as the inaccurate reporting of a zip code, but did not create

a comprehensive list. The Ninth Circuithel d t hat the Supreme Cour
required an examination of the nature of the alleged reporting accuracies to

determine if they raise a real risk of harm. The Ninth Circuit found that the broad

range of inaccuracies contained in the allegations was sufficient. While the Ninth

Circuit indicated that the inaccuracies could place the plaintiff in a worse light, it

was still the type of information important to employers and other entities who use

financial reports.

The Ninth Circuit also rejected arguments that the harm was too speculative. They
stated that the challenged conduct and injury had already occurred, as the
incorrect information was already published. The Court held that the intangible
injury caused by the publishing of the information was sufficiently concrete. The
Ninth Circuit indicated that the potential for the Plaintiff to suffer additional concrete
harm was not relevant and that statutorily recognized harms have previously
conferred standing without additional resulting harm.
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This case was remanded back down to the District Court. At this time the next

major issue in this litigation is whether these injuries may be certified as a class

action. However, as of January 2018, the Supreme Court declined to review the

9" Ci r cui t 0 $is likedylthatitherg will be additional cases moving through

Appell ate Courts on how to best apply the
Article Il standing. This area of law is likely to appear before the Supreme Court

sometime within the next few years as the Appellate Courts rule on new cases.

As of 2019, this issue has arisen in Frank v. Gaos, 139 S. Ct. 1041 (2019), which

remanded the case back down to the appellate court in light of the uncertainty

created by Spokeo. The issue to be heard on remand
injuries are sufficiently concrete and particularized to support standing.

Implication:

The current implications of the Ninth Circuli
a potential that this matter could return to the Supreme Court, the Ninth Circuit

holding emphasized that some inaccuracies contained within a report may not

cause harm which would satisfy Article Il requirements for standing. The limited

guidance from the Supreme Court and the Ninth Circuit leaves room for lower

courts to determine the boundaries of what errors are significant enough to

establish standing. The holding on the concrete nature of an intangible, and

statutorily created, harm may also create the basis for additional causes of action

to be established under additional statutes.

The class certification issue, which will be presented to the District Court, is likely
to go through a similar appeal process. The requirements for similar harm may be
difficult to establish due to the individual nature of each inaccuracy. However, class
certification would potentially provide for significant monetary penalties to be
imposed against agencies which provided inaccurate information.
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3.0 West Virginia
3.1. Executive Order No. 3-17 (May 18, 2017)

Description:

Executive Order 3-17 was enacted on May 18, 2017, and rescinds and supersedes
Executive Order No. 6-06. The Order establishes that the Director of BRIM is
responsible for protecting the privacy of PII, including PHI, collected and
maintained by Executive Branch Agencies. The Chief Technology Officer (CTO) in
the Department of Administration is responsible for conducting cyber risk
management oversight activities, assisting agency heads in the identification,
analysis, and decision making process of ensuring appropriate cyber security
protections. The Director of BRIMi s empowered to oversee the
Program and to maintain the State Privacy Office and manage the Privacy
Program, maintain a Privacy Management Team from appointed Executive Branch
representatives, issues privacy policies to Executive Branch department-level
organizations, provide privacy awareness to the Executive Branch workforce, and
conduct privacy assessments. The West Virginia Health Care Authority is directed
to transfer tangible property to the Director for the operation of the Privacy
Program.

The CTO is empowered to develop and oversee a Cyber Security Program. The
Program shall have a team of other Executive Branch representatives, create
technology workgroups to conduct cyber security training, education, and
information sharing, issue cyber security policies with minimum standards, and to
conduct or oversee cyber security risk assessments.

The Privacy Program is required to balance individual rights of privacy and the

right of access to personally identifiable information. The Director and the CTO are

required to continuously evaluate the Privacy and Cyber Security Principles,
respectivel vy, of the Program and to report
each year.

Implications:

1 An Executive Branch Privacy Management Team, chaired by the Director
of BRIM, is created with representation from each Department. Each
Executive Branch Department must designate a Privacy Officer who shall
actively participate on the Team.

1 The Team shall raise privacy awareness, perform privacy assessments,
determine privacy requirements, and implement appropriate policies and
procedures.

1 The Team shall look for opportunities to improve the protection of private
information, including:

0 Restricting disclosure of personal information;

0 Increasing individual access to personal information;

o Granting individuals the right to seek amendment of personal
information;
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o Establishing a State government policy for the collection,
maintenance and dissemination of personal information; and,

o Complying with privacy laws, including HIPAA and other federal and
State mandates.

Source:
Executive Order No. 3-17 (May 18, 2017)
https://apps.sos.wv.gov/adlaw/executivejournal/readpdf.aspx?DoclD=85475

Principles:
Accountability, Minimum Necessary and Limited Use, Individual Rights, Security
Safeguards

135


https://apps.sos.wv.gov/adlaw/executivejournal/readpdf.aspx?DocID=85475

3.2. Freedom of Information Act
W. Va. Code § 29B-1-1 et seq.

Description:

The State Freedom of I nformati olRnletdseqq, ( AFOI A
|l i ke the Feder al FOI A, mandates that A[e]ve
copy any public record of a public body in this State, e x c e pt as other wi

exempted.

The Legislature exempts fA[i ] nformation of a
personal, medical or similar file, if the public disclosure thereof would constitute an

unreasonable invasion of privacy, unless the public interest by clear and
convincing evidence requires disclosure in t
can always inspect and copy his or her own records.

Additionally, information may be specifically exempted from disclosure by another
statute; see e.g., discussion regarding the Records Management and Preservation
of Essential Records Act which protects certain Pll. Also exempted from FOIA
disclosure are computing, telecommunications, and network security records,
passwords, security codes, or programs used to respond to or plan against acts of
terrorism which may be the subject of a terrorist act. Information relating to the
design of corrections and jail facilities and policies and procedures relating to the
safe and secure management of inmates are also exempted, along with design
facilities and the Division of Juvenile Services.

In 2015, House Bill 2636 was passed amending the State FOIA amending W. Va.

Code § 29B-1-1 et seq. The bill also added another exemption; information

contained in a concealed weapon permit by amending W. Va. Code § 29B-1-4.

| mportantly, tder dé rwa sopruebdeafci meed and expand
containing information prepared or received by a public body, the content or

context of which, judged either by content or context, relates to the conduct of the
publicds busi nes s-1-3a waschabiédttoithe codel réquiring every2 9 B

public body that receives a FOIA request to inform the Secretary of State of the

request along with at least: (1) the nature of the request; (2) the nature of the public

body 6s r es p ofrarsearequiréd3o)contply with the response; and (4) the

amount of reimbursement charged to the person that submitted the FOIA request.

H.B. 2636 amended 8 29B-1-3 regarding fees that can be charged for FOIA

request s, requiring that the reasachmabl e f ee
retrieval fee or otherwise seek reimbursement based on a man-hour basis as part

of costs associated with making reproduction
State must maintain an electronic database of all FOIA requests.

In 2016, House Bill 2800 was passed amending 88 29B-2-2 and -4 to add the

contact information of law enforcement officers and the names of their family
members to the list of exemptions from public records requests.
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As of 2016, there are a total of twenty-one exemptions from disclosure under the
Act which may be asserted by an agency. In 2017, the legislature exempted
i nformation generated during a | aw
disclosure under FOIA. 2018 changes add exceptions for undercover vehicles,
state lottery winners, and records that DMAPS determines may compromise
security at a state facility. There is a private right of action for violations of the Act,
and courts may award criminal penalties and attorney fees and costs for such
violations.

INn2020 the AProtect our Right WWCotlergil-7-e
1 et seq. Section 3 of this code exempts any membership or donor information for
tax exempt organization obtained by a government agency from FOIA
requirements. This includes information that does not directly identify an individual
but would allow a reasonable person to identify an individual donor or member.
This Act contains similar private rights of action as FOIA for actual damages,
attorneys©o fees, and stwhed s$ueh intbenatiary was
intentionally distributed.

Implications:

1 Departments shall ensure that their responses to FOIA requests do not
include PII or medical information that is exempt from FOIA.

1 Departments shall ensure that their responses to FOIA do not include any
other exempted or confidential information, without the approval of their
Department head. See West Virginia Privacy Case Law.

1 Departments shall inform the Secretary of State of any and all State FOIA
requests with at least the minimum information required by statute.

1 Departments must charge a reasonable fee, but cannot charge based on
man-hours required to comply with a request.

1 See 5.0 West Virginia Privacy Case Law

Source:
W. Va. Code 88 29B-1-1to -7 1 West Virginia Freedom of Information Act
http://www.leqgis.state.wv.us/wvcode/ChapterEntire.cfm?chap=29b

West Virginia House Bill 2636
http://www.leqis.state.wv.us/Bill Status/bills text.cfm?billdoc=HB2636 SUB
ENR.htm&yr=2015&sesstype=RS&i=2636

West Virginia House Bill 2800
http://www.leqis.state.wv.us/Bill Status/bills text.cfm?billdoc=HB2800 SUB
ENR.htm&yr=2016&sesstype=RS&i=2800

U.S. Department of Justice Guide to the Freedom of Information Act (2016)
http://www.justice.gov/oip/foia-guide.html

W. Va. Code 8§ 1-7-1 et seq. T The Protect Our Right to Unite Act
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http://www.legis.state.wv.us/wvcode/ChapterEntire.cfm?chap=29b
http://www.legis.state.wv.us/Bill_Status/bills_text.cfm?billdoc=HB2636%20SUB%20ENR.htm&yr=2015&sesstype=RS&i=2636
http://www.legis.state.wv.us/Bill_Status/bills_text.cfm?billdoc=HB2636%20SUB%20ENR.htm&yr=2015&sesstype=RS&i=2636
http://www.legis.state.wv.us/Bill_Status/bills_text.cfm?billdoc=HB2800%20SUB%20ENR.htm&yr=2016&sesstype=RS&i=2800
http://www.legis.state.wv.us/Bill_Status/bills_text.cfm?billdoc=HB2800%20SUB%20ENR.htm&yr=2016&sesstype=RS&i=2800
http://www.justice.gov/oip/foia-guide.html

http://www.wvleqislature.gov/wvcode/code.cfim?chap=1&art=7#01

Principles:
Individual Rights and Individual Participation, Security Safeguards, Minimum
Necessary and Limited Use
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3.3. Records Management and Preservation of Essential Records Act
W. Va. Code 88 5A-8-5, -9, -20, -21, -22, -23

Description:

West Virginia law requires State government to safeguard certain personally
identifying information with respect to State employees and citizens and to disclose
to non-governmental entities only as authorized by law. With regard to State
officers, employees, retirees, or the legal dependents thereof, the following
individual identifiers are confidential and exempt from disclosure: home address,

SSN, credi'tt or debit card number s, dri ver 0s

maiden name. With regard to individuals generally, Social Security Numbers and
credit or debit card numbers are confidential and exempt from disclosure.
W. Va. C.S.R. 8§ 143-1-20 reads:

fThe business of the Division of Per sonnel :

as to ensure the privacy rights of all applicants and employees, in accordance with
W. Va. Code 88 29B-1-1 et seq., the State Freedom of Information Act and 5A-8-
1 et seq., the Public Records Management and Preservation Act. Examination
scoring keys, applicant and employee residential addresses and phone numbers,
applicant and employee medical information, and other information which the
Director may deem confidential shall be maintained under strictest confidentiality
and released only upon proper written authorization of the applicant or employee

or by order of a court of competent jurisdic

AiState recordo is defined tedandmeamtained by
state agencies. The State government must establish and apply efficient methods
to the creation, utilization, maintenance, retention, preservation, and disposal of
state records.

In 2013, W. Va. Code 8§ 5A-8-20 (alternate storage of state records) was amended
by H. B. 2968 to authorize the use of an additional medium in archiving records.
The bill sets forth standards the additional medium must meet and requires the
state records administrator to establish a procedure for executive agencies to
follow. Consistent with the State Constitution, the bill permits each house of the
Legislature to determine on its own or jointly the procedure for the storage of
legislative records. The bill permits any person or entity to purchase one copy of
any archived or preserved state record.

As of July 5, 2017, W.Va. Code 8§ 5A-8-23 provides statutory immunity to
government officials and employees for transactions which are compromised by a

el

third partydés il l egal or edulatedpypthecqde.i at e

2020 changes to § 5A-8-5 allow the Secretary of the Department of Administration
to appoint someone in the department to carry out the duties of the state record
administrator, instead of requiring the Secretary to perform those duties. In
accordance with § 5A-8-9(b), the head of each agency must designate an agency
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records manager to act as a point of contact with the head of the agency on issues

related to management of state records

Implications:

1 Departments must establish procedures to ensure that identifiers are
safeguarded and kept confidential.

1 Departments must establish procedures to ensure that personal identifiers
are protected from disclosure to non-governmental entities, unless the
disclosure is authorized by law. Procedures regarding FOIA should be
reviewed to ensure conformance with these laws.

1 Departments must establish policies and procedures governing record
retention and disposal of varying types of state records as permitted by
applicable law.

1 Secretary of Administration may appoint record administrator who must
manage records in accordance with laws regarding public record retention,
maintenance, and disposal.

1 Each agency must designate an agency records manager to carry out
management of government records.

Source:

W. Va. Code 8§ 5A-8-3 1 Definitions
http://www.leqis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&sect
ion=3#08

W. Va. Code § 5A-8-51 State records administrator
http://www.leqis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&sect
ion=5#08

W. Va. Code § 5A-8-9 1 Duties of Agency Heads
https://www.wvleqislature.gov/wvcode/ChapterEntire.cfim?chap=5A&art=8&sectio
n=9#8

W. Va. Code § 5A-8-20 1 Alternate storage of state records
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&sect
ion=20#08

W. Va. Code § 5A-8-21 i Limitation on release of certain personal information
maintained by state agencies and entities regarding state employees
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&sect
ion=21#08

W. Va. Code 8 5A-8-22 i Personal information maintained by state entities
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cim?chap=05a&art=8&sect
ion=22#08
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&section=3#08
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&section=3#08
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&section=5#08
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&section=5#08
https://www.wvlegislature.gov/wvcode/ChapterEntire.cfm?chap=5A&art=8&section=9#8
https://www.wvlegislature.gov/wvcode/ChapterEntire.cfm?chap=5A&art=8&section=9#8
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&section=20#08
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&section=20#08
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&section=21#08
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&section=21#08
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&section=22#08
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=8&section=22#08

W. Va. Code § 5A-8-23 - Limitation of Liability

http://www.wvleqgislature.gov/wvcode/ChapterEntire.cfim?chap=05a&art=8&sectio
n=23

Principles:
Minimum Necessary and Limited Use, Security Safeguards, Accountability
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3.4. Information Services and Communications Division
W. Va. Code 8§ 5A-7-1, -2, and -11

Description:

The Information Services and Communications Division of the Department of
Administration establishes, develops, and improves data processing and
telecommunication functions in the various Departments and promulgates
standards in the utilization of data processing and telecommunication equipment.

Article 7 creates a specific privacy and security obligation:

AUnder no circumstances snhnadr hgecyhdelivente ad of a
the [Information Services and Communications] Division any records required by

law to be kept confidential, but such head may extract information from such

records for data processing by the division, provided the integrity of such
confidenti al records is fully protected. o

Implications:
1 Departments must develop protocols for removing confidential, personal, or
identifiable health information prior to delivering requested data to the
division.

Source:

W. Va. Code § 5A-7-2 i Division created; purpose; use of facilities; rules and
regulations
http://www.leqgis.state.wv.us/wvcode/ChapterEntire.cfm?chap=05a&art=7&sectio
n=2#07

W. Va. Code § 5A-7-1 1 Definitions
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cim?chap=05a&art=7&sect
ion=1#07

W. Va. Code § 5A-7-11 T Confidential records
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cim?chap=05a&art=7&sect
ion=11#07

Principles:
Minimum Necessary and Limited Use, Security Safeguards
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http://www.legis.state.wv.us/wvcode/ChapterEntire.cfm?chap=05a&art=7&section=2#07
http://www.legis.state.wv.us/wvcode/ChapterEntire.cfm?chap=05a&art=7&section=2#07
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=7&section=1#07
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=7&section=1#07
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=7&section=11#07
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=05a&art=7&section=11#07

3.5. The Uniform Electronic Transactions Act
W. Va. Code § 39A-1-1 et seq.
W. Va. C.S.R. § 153-30

Description:

The Uniform Electronic Transactions Act applies to transactions between parties
where both have agreed to use electronic records and signatures. Whether the
parties have agreed to use electronic transactions is determined from the context
and surrounding <circumstances,iTirmclsuadcitng ntoh
means an action or set of actions occurring between two or more persons relating
to the conduct of business, commercial, or governmental affairs. The Act creates
a duty to give notice in certain circumstances. The Act does not apply to wills and
other testamentary writings; court orders; most U.C.C. transactions; cancellation
or termination of health insurance, health benefits, or life insurance benefits
(excluding annuities); recall of a product; material failure of a product that risks
endangering health or safety; or any document required to accompany any
transportation or handling of hazardous materials, pesticides, or other dangerous
materials.

If a statute, regulation or other rule of law requires that information relating to a
transaction be provided or made available to a consumer in writing, the use of an
electronic record to provide or make available such information satisfies the
requirement that such information be in writing if the consumer has affirmatively
consented to such use and the consumer, prior to consenting, has been provided
clear notice which states the following:

1.The consumer s right or option to have
available on paper or in non-electronic form;
2. The right of the consumer to withdraw the consent to have the record
provided or made available in an electronic form and of any consequences,
which may include termination of the parties' relationship, or fees in the
event of such withdrawal;
3. Whether consent applies to a particular transaction or category of records;
4. How the consumer can withdraw consent; and
5. How the consumer may obtain a paper copy and a description of the fees,
if any, for the paper copy.

Prior to consenting, the consumer must be provided with a statement of the
hardware and software requirements for access to and retention of the electronic
records, and he or she must consent electronically in a manner that demonstrates
the consumer can access relevant information in electronic form. Once consent
has been given, the consumer must be notified if a change in the hardware or
software requirements needed to access or retain electronic records creates a
material risk that the consumer will not be able to access or retain a subsequent
electronic record that was the subject of the consent.
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The statute also authorizes that where the law requires a record to be retained, the
requirement is satisfied by retaining an electronic record of the information in the
original record that (1) accurately reflects the information set forth in the record
after it was first generated in its final form as an electronic record and (2) remains
accessible for later reference. |If the law requires retention of a check, that
requirement can be satisfied electronically.

Implications:

1 Departments engaging in transactions with the public must develop
appropriate notice and consent documents upon moving to electronic
transactions.

1 Departments must develop a method to store the consent or withdrawal of
consent documents.

Source:
W. Va. Code 8§ 39A-2-1 et seq. i Uniform Electronic Transactions Act
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cfim?chap=39a&art=1

W. Va. Code § 39A-2-1 et seq. i Consumer Protections and Responsibilities In
Electronic Transactions
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cfim?chap=39a&art=2

W. Va. Code § 39A-3-1 et seq. i Digital Signatures; State Electronic Records and
Transactions
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=39a&art=3

W. Va. C.S.R. 8 153-30 i Use Of Digital Signatures, State Certificate Authority
And State Repository
https://apps.sos.wv.gov/adlaw/csr/readfile.aspx?Docld=19889&Format=PDF

Principles:
Notice, Consent, Individual Rights
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=39a&art=1
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=39a&art=2
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https://apps.sos.wv.gov/adlaw/csr/readfile.aspx?DocId=19889&Format=PDF

3.6. State Health Privacy Laws

Description:

The West Virginia Code is a patchwork quilt of provisions governing the
confidentiality of health related information. The HIPAA preemption analysis on
the State Privacy Office website references and summarizes the health-related
confidentiality laws.

Implications:

1 Departments collecting, using or disclosing health related information must
ensure that they have procedures in place to carry out the mandated
confidentiality and other privacy aspects.

1 Departments collecting, using, or disclosing health related information in
conjunction with third parties must have Business Associate Agreements.

Source:

West Virginia State Privacy Office, Board of Risk Management i West Virginia
Health Care Privacy Laws and HIPAA Preemption Analysis
http://www.privacy.wv.gov/HIPAA/Pages/default.aspx

Principles:
Consent, Individual Rights, Minimum Necessary and Limited Use, Security
Safeguards, Accountability
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3.7.  West Virginia Health Information Network
W. Va. Code § 16-29G-1 et seq.
W. Va. C.S.R. § 65-28

Description:

The West Virginia Health Information Network (WVHIN), was created to promote
the design, implementation, operation and maintenance of a fully interoperable
statewide network to facilitate public and private use of health care information in
the State. However, it is no longer a state agency.

In 2017, the legislature established 816-29G-1a, and modified §16-29G-4, which
requires the WV Heath Care Authority to transfer the WVHIN to a private nonprofit
corporation, which is required to not be a state entity. The existing Board may enter
into agreements they deem appropriate to facilitate the transfer. The current Board
of Directors shall continue to serve until the transfer is complete, and the corporate
board may select new members. The DHHR Secretary may designate the

corporation as the stateds health informati

make grants or sole source contracts with the corporation pursuant to 85A-3-10(c).
The 2017 update requires that the assets contained in the WV Health Information
Network Account shall be transferred to the corporation upon the successful
transfer.

The transfer of the WVHIN to a private corporation was the full extent of the
changes to the program, and the remaining statutory and regulatory framework
remains in place.

However, the 2017 legislative changes may impact whether the new non-profit
corporation may keep its state-action immunity under North Carolina State Bd. of
Dental Examiners v. F.T.C., 135 S. Ct. 1101, 1110 (2015) and Parker v. Brown,
317 U.S., 341, 3501 351, 63 S.Ct. 307 (1942). As noted in Section 1.6.1, Parker
immunity is unfounded in instances in which the State delegates control to a non-
sovereign actor, unless the procedures make the non-sovereign
regulations those of the State. Id. In other words, state agencies or subdivisions

of a state are not exempt fr omofthdiretattSher man

a s s Widyhof Laafayette v. Louisiana Power & Light Co., 435 U.S. 389, 408, 98
S.Ct. 1123 (1978). Rather, Parker immunity exempts anticompetitive conduct

Aengaged in as an act of government
subdivisions, pursuant to state policy to displace competition with regulation or
monopoly public service. o | d. at 413,

In its legislative rule establishing the standards for the development,
implementation, and operation of the WVHIN, which went into effect May 18, 2014,
the Health Care Authority defined participating organizations as Covered Entities,
Business Associates, or public health agencies that have been approved by the
WVHIN. Participating organizations must designate authorized users who are their
only employees that may access the WVHIN. The rule provides for two types of
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protected health information transactions: an inquiry by a participating organization
for treatment purposes or a point-to-point disclosure between two participating
organizations. Both types of transaction must designate the permissible purpose
of the disclosure and use, such as treatment, emergency treatment, or public
heal th reporting. Disclosures and
necessaryo <stH®APavaagy Ruef t h

Participating Organizations must also provide a written notice, developed by the
WVHIN, which affords first time patients the opportunity to make an informed
decision on whether to opt-out of inclusion in the WVHIN. Patients are considered
active participants in the information exchange unless they elect to opt-out in a
patient encounter or online; patients may revoke a decision to opt-out at any time.
Even when opted out, the WVHIN will still disclose protected health information to
state or federal agencies for the purpose of public health reporting.

Implications:

1 The Board of Directors for the WVHIN must select a private nonprofit
corporation to operate the Network, and must facilitate and oversee the
transfer.

1 The Secretary oft he DHHR may designate the
health information exchange and may make sole source contracts and
authorize sole source grants to the corporation.

1 Departments and participants in the WVHIN must work with the Authority to
protect the privacy of patient-specific health information.

1 Departments and private participants should be familiar with the permissible
disclosures and uses of protected health information and adhere to the

uses

st

COrpo.l

Ami ni mum necessaryo st anndphating disclésurddl PAA wh

through the WVHI Nb&6s Health I nfor ma

91 Authorized users of the WVHIN must be designated, and no unauthorized
user may be given access to the WVHIN for any reason.

9 Site administrators must be selected who will be the primary point of contact
with the WVHIN.

1 Participating organizations must promptly report to the WVHIN when
malfunction, misuse, or breach of the health information exchange occurs.

1 Participating organizations must identify, classify, segregate, and block the
disclosure of sensitive health information (such as mental health, drug or
alcohol abuse, and patient restricted information) within its records.

1 State and federal agencies can obtain protected health information from the
exchange for purposes of public health reporting regardless of whether an
individual has decided to opt-out.

1 Sufficient steps must be taken to ensure that the non-profit corporation is
acting in furtherance of a State policy to ensure that the corporation retains
its Parker immunity.

Source:
W. Va. Code § 16-29G-1 et seq. i West Virginia Health Information Network
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http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cim?chap=16&art=29G

W. Va. C.S.R. § 65-28 1 West Virginia Health Information Network Rule
http://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=9128

Principles:
Accountability, Consent, Individual Rights, Minimum Necessary and Limited Use,
Security Safeguards
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3.8. Maxwell Governmental Access to Financial Records Act
W. Va. Code § 31A-2A-1 et seq.

Description:
This law sets forth the conditions under which a financial institution (bank, savings
and | oan association, trust company,

financial records to a State entity, and the conditions under which a State entity
may have access to or obtain those records. Examples of appropriate access
include customer authorization, legal process, law enforcement resulting from a
criminal investigation, and requirement or permission by any other State or federal
law. A State entity that receives information in accordance with the procedure set
forth in the Act may not disclose financial records to any other State entity or any
other person unless the receiving State entity or other person is authorized by law
or by the customer to receive the records. This law, however, does not prevent a
receiving State entity from disclosi
facilitate a lawful proceeding, investigation, examination or inspection by a state
entity. o Financi al i nstitutions are
receiving State entity that it has complied with the applicable provisions of this law.
A financial institution may disclose or produce financial records to a state entity in
compliance with a subpoena if the subpoena contains a certification that a copy of
the subpoena was served on the customer at least 10 days prior to the date of
production or that service on the customer has been waived for good cause by the
Circuit Court of Kanawha County or another circuit court of competent jurisdiction.

There are 18 exceptions to this law; examples include banking and insurance
regulatory activities and various disclosures to DHHR regarding eligibility for public
assistance and the federal parent locator service.

There are criminal and civil penalties for violations of this law. There is also a
private right of action.

Implications:

1 Departments that have financial institution operations shall ensure that they
have policies and procedures governing the disclosure of customer financial
records to any State entities.

1T Departments that obtain customerso
have policies and procedures regarding disclosure of the records.

Source:

W. Va. Code § 31A-2A-1 et seq. i Maxwell Governmental Access to Financial
Records Act
http://www.leqis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=3la&art=2A

Principles:
Consent, Minimum Necessary and Limited Use

149

or cre
ng ©pro
requir
financ


http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=31a&art=2A

3.9. Confidentiality and Disclosure of Tax Returns and Return

Information

W. Va. Code 88 11-10-5d, -5s, -5u, -5v, -5w, -5y, 11-13J-10, -13Q-20, -13R-11, -
13S-10, -13U-8, -13AA-9, -13BB-11.

W. Va. C.S.R. 88 110-50A-1, -50B-1, -50C-1, -50D-1, -50E-1, -50F-1 and -50G-1

Description:

With certain enumerated exceptions, tax returns, associated reports and
declarations, and the information they contain are confidential and may not be
di sclosed to anyone. This | aw gover
return information and State government in general. Except for very specific
situations, such as under a court order, the release of confidential information is at
the discretion of the Tax Commissioner. Departments receiving return information
will be required to enter into an exchange of information agreement with the Tax
Department, and they must safeguard the information as confidential. Tax return
information is not subject to FOIA.

Disclosure may occur:

1 When required by the Tax Commissioner in an official investigation.

1 Where the Tax Commissioner is a party in a proceeding to determine the

amount of tax due.

1 When the taxpayer authorizes disclosure to an individual.

1 For use in criminal investigations.

1 To aperson having a material interest, as defined by the Tax Commissioner
in regulations.
For statistical use.
Regarding disclosure of the amount of an outstanding lien on property to
such person who has a right in the property or intends to obtain a right.
For reciprocal exchange in the administration of tax programs.
In administrative decisions (Identifying characteristics or facts about the
taxpayer shall be omitted or modified so the name or identity of the taxpayer
is not disclosed).
1 When the Tax Commissioner determines that certain taxpayer information
(such as those who have a current business registration certificate, those
who are licensed employment agencies, etc.) should be released to
enhance enforcement.
To the Bureau for Child Support Enforcement.
For purposes of jury selection.
As required to be disclosed by W. Va. Code § 11-10-5s, which was updated
effective April 6, 2017, to require a protective order or agreement restricting
the use of disclosed information to the appropriate proceeding, arbitration,
or litigation.
Regarding names of persons making retail sales of tobacco products.
To the State Treasurer for return, recovery and disposition of unclaimed and
abandoned property.
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To county assessors, the Department of Environmental Protection, and the
Public Service Commission regarding certain oil and gas production
information.

To the Consolidated Pension Retirement Board.

Regarding certain information pertaining to neighborhood investment tax
credit program.

Regarding certain information about economic opportunity tax credit.
Regarding certain information about strategic research and development
tax credit.

Regarding certain information about manufacturing investment tax credit
program.

Regarding certain information about high-growth business investment tax
credit program.

Regarding certain information about commercial patent incentive tax credit
program.

Regarding certain information about mine safety technology tax credit
program.

To the Alcohol Beverage Control Administration.

To the Department of Labor, the Department of Commerce, the
Commissioner of Insurance, the Commissioner of Motor Vehicles, the
Commissioner of Employment Programs, the Office of Governor, the
Department of Transportation, and the Department of Environmental
Protection.

To the West Virginia Lottery.

To the State Fire Marshal.

To the State Attorney General relevant to enforcement of Tobacco Master
Settlement Agreement.

To the State Auditor for use in offset programs aimed at collecting unpaid
and delinquent state taxes pursuant to a written agreement between the
Tax Commissioner and the State Auditor.

2018 changes allow for disclosure from the Tax Commissioner to County
Commissions and governing bodies of Municipalities to inspect records
regarding the tax on intoxicating liquors and wine pursuant to WV Code 860-
3-9d or 860-3A-21.

There are criminal penalties for violation of this law.

The Tax Department has issued a proposed rule that parallels other existing
information exchange agreements. The rule governs the exchange of information
between the Tax Commissioner and Commerce Secretary, Environmental
Protection Secretary, Forestry Director, and the Public Service Commission
Commissioners. Currently, the rule has passed the Legislative Rule-Making
Review Committee with no changes.

In 2019 the regulations were replaced by § 110-50C-1 et seq., which reauthorizes
the various tax sharing agreements into one regulation. This new regulation still
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requires that exchanges of information be done in a manner which appropriate
safeguards confidential tax information. The agencies which can recieve
information are listed in §110-50C-2.

2020 changes to §110-50C-1 and -2 includes the WV Council for Community and
Technical College Education as an agency which can recieve this information.

Implications:

1 The Tax Department must ensure that it has policies in place such that tax
returns and related information are only disclosed in accordance with this
law.

1 Departments must assess whether they receive tax return information, and
if they do, they must ensure that they have policies requiring that it be held
confidentially and only disclosed in accordance with this law and the terms
of the exchange of information agreement signed with the Tax Department.

Source:

W. Va. Code § 11-10-5d i Confidentiality and disclosure of returns and return
information
http://www.leqis.state.wv.us/WVCODE/ChapterEntire.cim?chap=11&art=10&sect
ion=5D#10#10

W. Va. Code § 11-10-5s i Disclosure of certain taxpayer information
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=10&sect
ion=5S#10#10

W. Va. Code 8§ 11-10-5u i Disclosure of persons making retail sales of tobacco
products
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=10&sect
ion=5U#10#10

W. Va. Code § 11-10-5v 1 Disclosure of tax information to the treasurer for return,
recovery and disposition of unclaimed and abandoned property
http://www.leqis.state.wv.us/WVCODE/ChapterEntire.cfim?chap=11&art=10&sect
ion=5V#10#10

W. Va. Code § 11-10-5w i Confidentiality and disclosure of information set forth in
the oil and gas combined reporting form specified in subsection (d), section three-
a, article thirteen- a of this chapter to county assessors, the Department of
Environmental Protection and to the Public Service Commission; offenses;
penalties
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=10&sect
ion=5W#10#10
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=10&section=5D#10
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=10&section=5D#10
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=10&section=5S#10
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=10&section=5S#10
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=10&section=5U#10
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=10&section=5U#10
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=10&section=5V#10
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=10&section=5V#10
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=10&section=5W#10
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=10&section=5W#10

W. Va. Code 8§ 11-10-5y i Disclosure of return information to Consolidated Public
Retirement Board
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfim?chap=11&art=10&sect
ion=5Y#10#10

W. Va. Code § 11-13J-10 i Public information relating to tax credit
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13J&se
ction=10#13J#13J

W. Va. Code § 11-13Q-20 i Tax credit review and accountability
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=130Q&se
ction=20#130Q#13Q

W. Va. Code § 11-13R-111 Tax credit review and accountability
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13R&se
ction=11#13R#13R

W. Va. Code § 11-13S-10 7 Tax credit review and accountability
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13S&se
ction=10#13S#13S

W. Va. Code § 11-13U-8 1 Tax credit review and accountability
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13U&se
ction=8#13U#13U

W. Va. Code § 11-13AA-97 Tax credit review and accountability
http://www.leqis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13AA&s
ection=9#13AA#13AA

W. Va. Code § 11-13BB-11 1 Tax credit review and accountability
http://www.leqis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13BB&s
ection=11#13BB#13BB

W. Va. C.S.R. 88 110-50C -1 i Exhcange of Information Pursuant to Written
Agreements
https://apps.sos.wv.gov/adlaw/csr/readfile.aspx?Docld=51083&Format=PDF

Principles:
Consent, Minimum Necessary and Limited Use, Security Safeguards
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=10&section=5Y#10
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=10&section=5Y#10
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13J&section=10#13J
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13J&section=10#13J
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13Q&section=20#13Q
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13Q&section=20#13Q
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13R&section=11#13R
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13R&section=11#13R
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13S&section=10#13S
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13S&section=10#13S
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13U&section=8#13U
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13U&section=8#13U
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13AA&section=9#13AA
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13AA&section=9#13AA
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13BB&section=11#13BB
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=11&art=13BB&section=11#13BB
https://apps.sos.wv.gov/adlaw/csr/readfile.aspx?DocId=51083&Format=PDF

3.10. Uniform Motor Vehicle Records Disclosure Act
W. Va. Code 88§ 17A-2A-1 to -14, 17B-2-12a
W. Va. C.S.R. § 91-08

Description:

This | aw implements the federal Driverds Pr
individual privacy by limiting the use and disclosure of personal information in

connection with motor vehicle records, except as authorized by the individual or by

law. A verbal request is sufficient to disclose records that do not contain personal

information. Records containing personal information must be requested in writing

by a permitted user.

Note: Amendments to W. Va. Code § 17B-2-12a in 2014 allow the Commissioner

of the Motor Vehicle Administration to provide a program of electronic renewal

notices and an electronic web-based renewal process. Currently, the DMV
website only allows drivers to request thei
license reinstatement, and renew registration. The Administration will need to

cautiously ensure the electronic security of personal information in connection with

motor vehicle records as it moves forward with electronic functions.

Implications:

1 The DMV must have procedures to ensure that personal information
obtained in connection with the motor vehicle record is only used and
disclosed as authorized by law or with the consent of the individual.

1 Departments must assess whether they obtain personal information from
the DMV.

1 Departments obtaining personal information from the DMV must ensure that
they have procedures detailing use and disclosure of the personal
information, as well as record keeping requirements. Note: State law
requiresanindivi dual 6s expr e disclosuensent for re

Source:
W. Va. Code 88 17A-2A-1 to -14 7 Uniform Motor Vehicle Records Disclosure Act
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=17a&art=2A

W. Va. Code 8§ 17B-2-12a’T Rene wal of driverbés |l icense up
screening; renewal fees

http://www.legis.state.wv.us/Bill _Status/bills _text.cfim?billdoc=SB431%20SUB2%
20ENR.htm&yr=2014&sesstype=RS&i=431

W. Va. C.S.R. § 91-08 1 Disclosure of Information from the Files of the Division of
Motor Vehicles
https://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=5897

W. Va. DMV Online Services
https://apps.wv.gov/dmv/selfservice
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=17a&art=2A
http://www.legis.state.wv.us/Bill_Status/bills_text.cfm?billdoc=SB431%20SUB2%20ENR.htm&yr=2014&sesstype=RS&i=431
http://www.legis.state.wv.us/Bill_Status/bills_text.cfm?billdoc=SB431%20SUB2%20ENR.htm&yr=2014&sesstype=RS&i=431
https://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=5897
https://apps.wv.gov/dmv/selfservice

Principles:
Consent, Minimum Necessary and Limited Use, Security Safeguards
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3.11. Consumer Credit and Protection Act, General Consumer Protection
W. Va. Code § 46A-6-101 et seq.
W. Va. C.S.R. § 106-01

Description:
Thi s | aw pr oimathbds of compdtitior] amd unfair or deceptive trade
practiceso and is similar to Section 5 of

(AFTCAO) which gives the FTC the power to e
notices, as well as challenge unfair information practices which result in substantial

injury to consumers.

https://www.ftc.gov/tips-advice/business-center/privacy-and-security

In 2015, West Virginia passed Senate Bill No. 315, which amends W. Va. Code §

46A-6-101 to reflect the intent of the legislature that courts be guided by the FTCA

Section 5 as well as the FTC and federal cou

There is a private right of action.

Implications:

1 Departments must accurately represent privacy policies in privacy notices.

1 Departments must comply with promises made in privacy notices.

1 Departments cannot put consumers at risk without an offsetting benefit. For
example, if a company collects PIl without reasonable security measures
and does not tell the consumers, it would constitute an unfair trade practice.

1 Departments cannot retroactively materially change a privacy notice with
respect to information already collected without express, affirmative, opt-in
authorization.

Source:

W. Va. Code 8§ 46A-6-101 et seq. T West Virginia Consumer Credit and Protection
Act, General Consumer Protection
http://www.leqis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=46a&art=6

Senate Bill 315
http://www.leqgis.state.wv.us/Bill Status/bills text.cfim?billdoc=sb315%20intr.htm
&yr=2015&sesstype=RS&i=315

W. Va. C.S.R. § 106-01 7 Regulations Pertaining to WV Consumer Credit and
Protection Act
http://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=872

Principles:
Notice, Consent, Minimum Necessary and Limited Use
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=46a&art=6
http://www.legis.state.wv.us/Bill_Status/bills_text.cfm?billdoc=sb315%20intr.htm&yr=2015&sesstype=RS&i=315
http://www.legis.state.wv.us/Bill_Status/bills_text.cfm?billdoc=sb315%20intr.htm&yr=2015&sesstype=RS&i=315
http://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=872

3.12.

Computer Crime and Abuse Act

W. Va. Code 88 61-3C-1 et seq., -8A-1 et seq.

Description:

The Computer Crime and Abuse Act defines crimes for misuse and abuse of
computers and computer dat a. The Legislatur
Aprivacgresto in being protected from
applies to the State and its subdivisions; it provides a private right of action which
may include a claim for punitive damages. There are numerous crimes delineated

in the statute which are either felonies or misdemeanors depending on the
monetary value of the crime. Examples of the delineated crimes are as follows:

1

2020

Willful disruption of computer services or willful denial of computer services
to an authorized user is a misdemeanor.

Knowing and willful access of any computer to execute any scheme to
defraud or obtain money by fraudulent pretenses is a felony.

Knowing and willful access of any computer to obtain services without an
authorization to do so is a misdemeanor.

Willfully obtaining, without authorization, confidential information is a
misdemeanor

Obtaining employment and salary information or other personal information
is a misdemeanor.

Interruption or impairment of the provision of medical services or other
services provided by any State agency is a felony.

updates to the code introduces definitions and criminal penalties for

fRansomware. 0

Implications:

T

T

Departments need to develop policies and procedures to ensure, to the
extent possible, that their employees are in strict conformance with the
appropriate and authorized uses for
The Department of Administration should check with the Board of Risk and

|l nsurance Management (ABRI Mo) t hat
brought against the State or its employees under this Act.

Source:
W. Va. Code § 61-3C-1 et seq. T West Virginia Computer Crime and Abuse Act
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=61&art=3C

W. Va. Code § 61-8A-1 et seq. 1 Preparation, Distribution or Exhibition of Obscene

Matter To Minors (See 861-8A-1 def i ning ficomputer o and

http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=61&art=8A
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=61&art=3C
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=61&art=8A

Principles:
Minimum Necessary and Limited Use, Security Safeguards
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3.13. Bureau for Child Support Enforcement, Confidentiality
W. Va. Code 88 48-18-122, -131
W. Va. C.S.R. § 97-01

Description:

All child support records are confidential and protected from release except as
otherwise provided by law. Unless the person gives permission, only a court of
competent jurisdiction, a state agency with an appropriate cooperative agreement,
a foreign child support agency, or prosecutor pursuing criminal action directly
arising from non-payment may obtain confidential records. In addition, the Bureau
for Child Support Enforcement maintains a Central State Case Registry for child
support orders, which is subject to privacy and confidentiality safeguards at both
the state and federal level. Information may be shared among designated agencies
to determine child support amounts or assist with enforcement of support orders.

It is a misdemeanor to violate the confidentiality provisions.

Implications:
T Departments mu s t adopt policies to safe
support orders.
1 Departments should understand whether they have cooperative
agreements in place with the Bureau for Child Support Enforcement.

Source:

W. Va. Code § 48-18-122 i Central state case registry
http://www.leqis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=48&art=18&sect
ion=122#18

W. Va. Code § 48-18-1311 Access to records, confidentiality
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=48&art=18&sect
ion=131#18

W. Va. C.S.R. § 97-01 1 General Procedures Pertaining to Documents and Files
https://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=9174

Principles:
Minimum Necessary and Limited Use, Security Safeguards
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=48&art=18&section=122#18
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=48&art=18&section=122#18
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=48&art=18&section=131#18
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=48&art=18&section=131#18
https://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=9174

3.14. Sharing of Domestic Violence Information
W. Va. Code 8§ 48-27-206, -802; 51-1-21

Description:

This law, coupled with the repeal of § 48-27-803, permits the following agencies to
report domestic violence information to the West Virginia Criminal Identification
Bureau, the West Virginia Domestic Violence Database, and other entities as
permitted or required by law:

1 West Virginia state police, county sheriffs and deputies, and municipal
police departments;

1 The Department of Health and Human Resources;

1 Any other state agency that receives reports of child abuse not reported
elsewhere; and

1 Any federal agency whose purpose includes enforcement, maintenance,
and gathering of criminal and civil records relating to federal domestic law.

Implications:
1 Departments will update policies to permit the reporting of domestic
violence information to the appropriate entities as permitted or required by
law.

Source:

Prevention and Treatment of Domestic Violence

W. Va. Code § 48-27-206 i Law-enforcement agency defined
http://www.leqis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=48&art=27&sect
ion=206#27#27

W. Va. Code § 48-27-802 1 Maintenance of Registry by State Police.
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=48&art=27&sect
ioN=802#27#27

Supreme Court of Appeals of West Virginia

W. Va. Code § 51-1-21 7 Authority to maintain domestic violence database.
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=51&art=1&secti
on=21#01

Domestic Violence, Sexual Assault, and Stalking Data Resource Center (no longer
updated)
http://www.jrsa.org/dvsa-drc/index.html

Principles
Minimum Necessary Limited Use, Notice, Accountability
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=48&art=27&section=206#27
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=48&art=27&section=206#27
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=48&art=27&section=802#27
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=48&art=27&section=802#27
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=51&art=1&section=21#01
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=51&art=1&section=21#01
http://www.jrsa.org/dvsa-drc/index.html

3.15. The Emergency Medical Services Act
W. Va. Code § 16-4C-1 et seq.
W. Va. C.S.R.88 64-27-1 et seq.,64-48-1 et seq.

Description:

The Emergency Medical Services Act, W. Va. Code 8§ 16-4C-1 et seq., establishes
the Office of Emergency Medical Services under the Bureau for Public Health. The
related rule, W. Va. C.S.R. 8§ 64-27, requires the Office of Emergency Medical
Services to fiensure the secur it ytionawihin
the Trauma and Emergency Medical Information System according to State and
federal guidelines. o

In addition, according to W. Va. C.S.R. § 64-48, regulations may be imposed
setting forth the requisite standards and requirements for certification or
recertification of Emergency Medical Service personnel, as well as the
requirements that ambulance operators must meet. Upon submission of an
application for these positions, background checks may be required, and the
results of those background checks will not be released.

Changes to the code in 2018 include increasing the powers of the commissioner
to enter into statewide contracts and establish statewide standards for emergency
equipment and supplies. In addition, continuing education credits which are
recognized by national or any state accrediting body are recognized. Emergency
medical services personnel from neighboring states are also given a courtesy
certification. Finally, there is an Emergency Medical Services Equipment and
Training fund established which is to be overseen by the Commissioner of the
Bureau for Public Health, which is authorized to promulgate regulations for the
administration of the fund.

Regulatory changes under CSR § 64-48 include changes to 8§ 64-48-3, which
removes the mandatory duty of County Commissions to establish local systems
consistent with WV Code 8§ 7-15-1, and it is not necessary to designate air
ambulance and non-public response agencies. Ambulance markings, for vehicles
purchased after July 1, 2018, are now required to be consistent with standards
established by the Commission on Accreditation of Ambulance Services.

The composition of the council was changed in 2019 to expand the number of
members and to increase the representation of medical expertise on the council.

In 2020 WV C.S.R. 8§ 64-48 was reorganized for clarity and saw limited definition
changes. The new regulation limits the methods of a criminal background check to
those explicitly noted. Several training provisions of this regulation were
suspended due to the ongoing COVID-19 State of Emergency.

W. Va. Code § 16-4C-8 was changed to allow honorably discharged members of
the military with associated medical training to automatically be certified as an
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emergency medical technician-paramedic or basic without futher examination or
certification.

Implications:

1 Departments must work with the Agency to ensure confidentiality within the
framework of an emergency.

1 Departments should continue to monitor the implementation of pertinent
regulations and confirm they are in compliance as to what types of
information must be maintained as confidential.

1 Monitor status of regulatory suspensions due to COVID-19.

Source:
W. Va. Code 8§ 16-4C-1 et seq. T Emergency Medical Services Act
http://www.leqis.state.wv.us/WVCODE/ChapterEntire.cfim?chap=16&art=4C

W. Va. C.S.R. § 64-27 i Statewide Trauma/Emergency Care System
http://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=9541

W. Va. C.S.R. § 64-48 7 Emergency Medical Services
https://apps.sos.wv.gov/adlaw/csr/readfile.aspx?Docld=53267&Format=PDF

Principles:
Minimum Necessary and Limited Use, Security Safeguards
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=16&art=4C
http://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=9541
https://apps.sos.wv.gov/adlaw/csr/readfile.aspx?DocId=53267&Format=PDF

316. l nsurance Commi ssioner Rul e, APrivacy

Heal th | nformationo
W. Va. Code 8 33-6F-1
W. Va. C.S.R. 88 114-57-1 et seq., 114-62-1 et seq.

Description:

These privacy rules of the West Virginia Insurance Commissioner apply to all
licensed insurers, producers, and other persons licensed or registered pursuant to
Chapter 33 of the West Virginia Code. While this rule does not apply to State
entities such as BRIM or PEIA, it does apply to insurance licensees who have
contracted with the State to provide
defined to include nonpublic personal financial information and nonpublic personal
health information. Licensees must provide annual disclosure notices to
consumers of the privacy notices and practices. A licensee may not disclose
personal financial information to nonaffiliated third parties unless otherwise
permitted by the law or rule. The requirements and limitations associated with
disclosures to third parties are enumerated in § 114-57-9 of the Code of State
Rules. A licensee who must comply with HIPAA is deemed to comply with the
provisions governing privacy of health information; otherwise licensees must
maintain the confidentiality of health information and obtain written authorization
prior to disclosing personal health information, which authorization can be
electronic.

Substantial modifications were made to this section of code in 2017, and were
designed to provide that medical records may be requested in a civil action where
the partyés health information is at
code requires medical records and billing information be confidentially maintained
in accordance with state and federal law and that no additional conditions may be
imposed on document retention which may contradict or be inconsistent with
insurance functions permitted by state and federal law.

In addition, in accordance with the Gramm-Leach-Bliley Act, the Insurance
Commissioner has developed rules for safeguarding customer information, which
is detailed in title 114, series 62 of the Code of State Rules. Each licensee must
have a written information security program. Nonpublic personal information,
whether in paper or electronic format, is covered by this rule. The new provisions
require the Insurance Commissioner to review Title 114, Series 57 of the Code of
State Rules to determine if any modifications are necessary to comply with
enumerated issues. This includes circumstances where insurance companies may
disclose medical records or billing, circumstances under which PIl must be
redacted before disclosure, steps a company is to take to ensure that the
disclosing party will only use records for permitted purposes, and for
implementation requirements to prevent unauthorized access. As of September
30, 2020, there have been no changes to the regulations.
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Implications:
1 These rules apply to licensed insurers utilized by agencies.
1 The Insurance Commissioner is required to review CSR 8114-57-1 et seq.
to address issues addressed in 833-6F-1(c)(1)-(4) and must propose new
rules or modifications, to the extent necessary, by December 31, 2017.

Source:
W. Va. Code § 33-6F-1, et seq. 1 Disclosure of Nonpublic Personal Information
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=33&art=6F

W. Va. C.S.R. § 114-57 i Privacy of Consumer Financial and Health Information
http://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=3461

W. Va. C.S.R. 8§ 114-62 i Standards for Safeguarding Consumer Information
http://apps.sos.wv.qgov/adlaw/csr/ruleview.aspx?document=3467

Principles:
Security Safeguards, Consent
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=33&art=6F
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3.16.1. External Reviewofl ssuer sdé Adverse Health
Determinations
W. Va. C.S.R. 88 114-95-1 et seq., 114-96-1 et seq., 114-97-1 et seq.

Description:

The Insurance Commissioner has promulgated three new rules which went into
effect on July 6, 2014. Rules 114-95 and 114-96 have to do with establishing
proper procedures for utilization review, benefit determination, and internal
grievances with regards to issuers.

Rule 114-97 allows for the external review of adverse determinations if the internal
grievance procedure of an issuer has been exhausted or if an expedited review is
appropriate because of the covered p
determination, issuers are required to give notice to covered persons of their right
within four months to make a written request to the Insurance Commissioner for
an external review. That notice must include a form approved by the
Commissioner by which the covered person authorizes the disclosure of his or her
PHI for purposes of the external review. Based on information from the issuer and
covered person, the Commissioner may decide to assign the determination to a
random Independent Review Organization (IRO) which has been approved by the
Commissioner. In order to become approved by the Commissioner, an IRO must
have a quality assurance mechanism in place which ensures the confidentiality of
medical and treatment records.

Implications:
1 These rules apply to licensed insurers utilized by agencies.

Source:
W. Va. C.S.R. 8§ 114-95 1 Utilization Review and Benefit Determination
http://apps.sos.wv.qgov/adlaw/csr/ruleview.aspx?document=9139

W. Va. C.S.R. 8§ 114-96 7 Health Plan Issuer Internal Grievance Procedure
http://apps.sos.wv.qgov/adlaw/csr/ruleview.aspx?document=9140

W. Va. C.S.R. 8§ 114-97 i External Review of Adverse Health Insurance
Determinations
http://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=9140

Principles:
Security Safeguards, Consent
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http://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=9139
http://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=9140
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3.17. All-Payer Claims Database
W. Va. Code § 33-4A-1 et seq.
W. Va. C.S.R. 88 114A-01, -02

Description:

West Virginia Code 8§ 33-4A-1, et. seq. provides for the creation of an all-payer
claims database which collects, retains, uses, and discloses information
concerning the claims and administrative expenses of health care payers. The
statute requires the database to be developed by the Secretary of the WVDHHR,
the Insurance Commissioner, and the Executive Director of the WV Health Care
Authority. It provides for the safekeeping and protection of personal identifiers and
the confidentiality of information contained in the database. Under the statute,
certain information provided by insurance companies to the West Virginia
Insurance Commissioner is considered to be confidential and is therefore
exempted from disclosure under the Freedom of Information Act. It also provides
that the confidential information is not subject to subpoena or discoverable in a
private civil action. Further, there are conditions under the statute relating to the
|l nsurance Commi ssionerds authority t
otherwise treated as confidential.

On July 1, 2012, Rule 114A-1 t i t JPayer Claimsl Database 1 Privacy and
Security Requirementso bec ametrarsrigsiencahd
retention of data to be secured in a manner that prevents unauthorized access and
ensures that the confidentiality, integrity, and availability of all data transmitted to
the all-payer claims database is in compliance with the HIPAA Security and Privacy
Rules.

Implications:

The functions of the Health Care Authority Chairperson have been transferred to
the Health Care Authority Executive Director.

Source:

W. Va. Code § 33-4A-1 et seq. i All-Payer Claims Database
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=33&art=4A

W. Va. C.S.R. § 114A-01 i All-Payer Claims Database - Data Submission
Requirements
http://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=7428

W. Va. C.S.R. 8 114A-02 i All-Payer Claims Database Program's Privacy and
Security Rule
http://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=7429

Principles:
Individual Rights, Security Safeguards
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=33&art=4A
http://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=7428
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3.18. Breach of Security of Consumer Information Act
W. Va. Code § 46A-2A-101 et seq.

Description:
The Breach of Security of Consumer Information Act, W. Va. Code § 46A-2A-101,
et. seq., applies to all legal entities, governments, and governmental subdivisions

and agencies. Notice or substitute noticeisr equi red i n t he
the security of a systemo that one woul
t heft or fraud. Breach of the securi

access and acquisition of unencrypted and unredacted computerized data that

compromi ses the security or confidenti
part of a database of personal informatdi

of an individual linked to unencrypted and unredacted social security number,

driverds license or state identificati

Notice, which can be provided by mail, telephone, or electronically, shall include:
(1) a description of the categories of information reasonably believed to have been
accessed or acquired by the breach; (2) a telephone number or website that can
be accessed for the purpose of providing the individual with information about the
types of information maintained on the individual or all individuals and whether the
entity had information on the specific individual; and (3) information about credit
reporting agencies and placing fraud alerts or security freezes. Substitute notice is
permitted when the entity can demonstrate cost of notice would exceed fifty
thousand dollars, the affected class exceeds one hundred thousand persons, or
the entity lacks sufficient contact information. Substitute notice entails two of the
following: (i) e-mail notice if the entity has e-mail addresses for the affected class;
(if) conspicuous posting of the notice on the website of the entity; or (iii) notice to
major statewide media. An entity can follow its own established notification
procedures as long as notice is consistent with the Act. Entities following
notification procedures in accord with their primary or functional regulator are
deemed to be in compliance. The Act does not apply to Departments subject to
Title V of the Gramm-Leach Bliley Act.

The Attorney General has exclusive authority to enforce this Act, including seeking
civil penalties, by bringing an action in State Court. However, the statute provides
that violations by financial institutions shall be enforceable exclusively by such

event

of
re
of

ty
on. o0

car

institutionds primary functional regul ator .

the defendant has engaged in a course of repeated and willful violations of Article
2A of the WVCCPA.

Implications:
1 Departments with existing breach notification procedures should review
them for consistency with the Act.
1 Departments without breach notification procedures should develop
procedures in accord with this Act and applicable West Virginia Executive
Branch Privacy Policies.
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1 Departments should review and consider whether breach notification
requirements under HIPAA as amended by HITECH may be applicable on
a case by case basis. See Sections 1.4.2 and 1.4.3.

1 If a breach occurs, Departments should refer to West Virginia Executive
Branch Procedure governing unauthorized disclosures: Response to
Unauthorized Disclosures.

Source:

West Virginia Consumer Credit and Protection Act

W. Va. Code 88 46A-2A-101 et seq. i Breach of Security of Consumer
Information
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=46a&art=2A

W. Va. Code § 46A-6-104 7 General Consumer Protection, Unlawful acts or
practices
http://www.leqis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=46a&art=6&sect
ion=104#06

W. Va. Code § 46A-6L-101 et seq. i Theft of Consumer Identity Protections
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=46a&art=6L

Principles:
Accountability, Notice, Security Safeguards
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3.19. Governmental Ethics Act
W. Va. Code § 6B-1-1 et seq. and 6D-1-1 et seq.
W. Va. C.S.R. § 158-18

Description:

All West Virginia public officials and employees are prohibited from knowingly and
improperly disclosing any confidential information acquired in the course of
performing official duties. Officials and employees are also prohibited from using
such confidential information to further their personal interests or the interests of
another. Individuals holding an executive branch position which the Governor has
designated by executive order must attend a training course conducted by the
Ethics Commission.

There were updates made in 2017 to Article 2 of the Ethics Act. This allows for the
Commission of Probable Cause Review Board to attend and participate via
videoconferencing during hearings and testimony. This also modifies the ethical
standards for public officials and employees. These changes involve prohibiting
nepotism, voting on matters involving spouses and family me mb e plaxes of
employment or working conditions, and recusal standards for public officials who
are on the board, or have family members on the board, of non-profit organizations.
Additional changes were made to clarify the time frame for financial disclosures.

The updates also created section 86D-1-1 et seq., which creates financial
disclosure requirements for interested parties in public contracts of $100,000 or
more. The Ethics Commission is required to create a disclosure form and to make
these disclosures publicly available. This does not apply to state institutions of
higher learning that require business entities to disclose, in writing, the interested
parties of the business entity. Institutions of higher learning must provide a report
to the Ethics Commission by December 31 of each year listing all contracts of
$100,000 or more and the interested parties of each business.

2018 changes have been implemented to 8§ 6B-1-1. These changes modify the
applicability of the act by changing the def
definition of a Apublic servidrchangadadeunt eer . «
definition for applicable contract to begin at $1,000,000.00 instead of $100,000.00,

and they also changed the definition of a i
specifically exclude a company that is traded on a national or international stock

exchange.

Individuals found guilty of violating this section of the Act are guilty of a

misdemeanor and can be sentenced to not more than six months in jail or fined no
more than one thousand dollars or both.
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Implications:

1 Supervisors should continuously educate employees about the importance
of identifying information that is confidential under State or federal law, rule,
or policy and the scope of the proper uses of confidential information.

1 The Ethics Commission is required to create a disclosure process and form
for applicable contracts and interested parties.

Source:

W. Va. Code § 6B-2-51 Ethical standards for elected and appointed officials and
public employees
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=06b&art=2&sect
ion=5#02

W. Va. Code § 6B-2-5b i Ethics training requirements
http://www.leqis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=06b&art=2&sect
ion=5B#02

W. Va. C.S.R. 8§ 158-18 i Ethics Training Requirements for Designated Public
Officials
https://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=2416

W. Va. Code 8§ 6B-2-10 7 Violations and penalties
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=06b&art=2&sect
ion=10#02

W.Va. Code 86D-1-11 Disclosure of Interested Parties Public Contracting
http://www.ethics.wv.gov/SiteCollectionDocuments/W.%20Va.%20Code%206D-
1-1%20through%206D-1-4.pdf

Principles:
Accountability, Minimum Necessary and Limited Use, Security Safeguards
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=06b&art=2&section=5#02
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https://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=2416
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=06b&art=2&section=10#02
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=06b&art=2&section=10#02
http://www.ethics.wv.gov/SiteCollectionDocuments/W.%20Va.%20Code%206D-1-1%20through%206D-1-4.pdf
http://www.ethics.wv.gov/SiteCollectionDocuments/W.%20Va.%20Code%206D-1-1%20through%206D-1-4.pdf

3.20. Ratification of the National Crime Prevention and Privacy Compact
(NCPPCQC)
W. Va. Code § 15-2-24a

Description:

The NCPPC creates an electronic information sharing system whereby the FBI
and participating states can exchange criminal records for non-criminal justice
purposes authorized by federal or state law. The Compact, which became
effective in 1999, provides reciprocity among the states to share records in a
uniform fashion without charging each other for information. West Virginia ratified
the Compact and became a participant in 2006. The West Virginia State Police
Superintendent is charged with oversight and implementation of the Compact on
behalf of the State.

Implications:

1 The West Virginia authorized criminal record repository must make all
unsealed criminal history records available in response to authorized, non-
criminal justice requests.

1 Records received from other states must be screened to delete any
information not otherwise permitted to be shared under West Virginia law.

1 Records produced to other states are governed by the NCPPC and not WV
law.

Source:

W. Va. Code 8§ 15-2-24a i National Crime Prevention and Privacy Compact
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=15&art=2&secti
on=24A#02

Principles:
Minimum Necessary and Limited Use
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3.21. Chief Technology Officer Duties Relating To Security of Government
Information

W. Va. Code 8§ 5A-6-4a (Repealed)

W.Va. Code 85A-6B-1 et seq.

W Va. C.S.R. § 163-01

Description:

The Chief Technology Officer (CTO) and the Office of Technology oversee the
statewide coordination of technology for State spending units (not including the
Legislature, Judiciary, or State constitutional officers or in most aspects, the
Department of Education). The CTO has a duty to ensure the security of State
government information, including protecting the data communications
infrastructure from unauthorized uses, intrusions, or other security threats.
Cleansing, reuse, or retirement of equipment must be accomplished by the Office
of Technology. As part of that duty, the CTO is charged with developing policies
and procedures to safeguard information systems, data, and communications
infrastructures. The CTO must also define the scope and regularity of security
audits and which bodies are authorized to conduct security audits. The audits may
include on-site visits and reviews of all written security procedures and practices.

Legislation enacted in 2012 clarifies that the CTO is responsible for the cleansing
of information technology equipment prior to its retirement or transfer. W. Va.
Code 8§ 5A-6-4 (as amended by SB 563, effective June 8, 2012).

Legislation enacted in 2013 adds the Division of Protective Services and the West
Virginia Intelligence Fusion Center to the list of agencies exempted from the control
of the Chief Technology Officer; it also adds the Treasurer to the list of officers
whose responsibilities cannot be encroached upon by the Chief Technology
Officer. See S. B. 630 (effective April 13, 2013).

Legislation enacted in 2017 modified 8 5A-6-8, which established that the article
does not apply to the West Virginia Division of Homeland Security and Emergency
Management relating to the technology used with the Statewide Interoperable
Radio Network. This exemption does not extend to the compilation and
maintenance of an inventory of information technology and technical infrastructure
of the state.

In 2019, 85A-6-4a was repealed and the WV Office of Cybersecurity was
established. The Cybersecurity Office and its duties are detailed in 85A-6B-1 et
seq., and it is charged with the task of establishing the necessary cyber security
policies, procedures, risk assessments, and training programs to safeguard
confidential state agency data and prevent security breaches. The statute permits
the Office to assist other agencies in their own data safeguards and also
implements the requirement that the Office issue an annual report.
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Implications:
1 Departments need to be prepared to respond to and fully cooperate with
authorized security auditors.
1 The CTO may direct specific remediation to mitigate findings of insufficient
administrative, technical, and physical controls.

Source:
W. Va. Code 85A-6B-11 Cyber Security Program
http://www.wvleqgislature.gov/wvcode/code.cfim?chap=5A&art=6B

W. Va. C.S.R. § 163-01 i Procedures for Sanitization, Retirement and Disposition
of Information Technology Equipment
https://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=9630

Principles:
Security Safeguards
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3.22. State Board of Education: Student Data Accessibility,
Transparency, and Accountability Act

W. Va. Code § 18-2-5h

W. Va. C.S.R. § 126-94-1 et seq.

Description:

The Student Data Accessibility, Transparency, and Accountability Act went into
effect in June 2014. Under the Act, the Department of Education (DOE) is required
to maintain an inventory and index or dictionary of its student data system and
develop policies and procedures to ensure that the data inventory complies with
FERPA (See Section 1.10) and other privacy laws. Access to student data in the
statewide system is limited to authorized staff and contractors of the DOE, district
employees, students and their parents, and authorized staff of other state agencies
pursuant to interagency data-sharing agreements. The DOE must develop a
detailed security plan and may not transfer confidential student data unless a
specific statutory exception applies. The DOE is also required to notify the
governor of new student data proposed for inclusion in the data system, changes
to existing data collections, the results of privacy compliance and security audits,
and suspected or confirmed breaches.

School districts may not report to the state juvenile delinquency records, criminal
records, medical and health records, or student biometric information. Schools
may not collect data concerning political affiliation, religious beliefs, sexual
orientation, gun ownership, or the results of affective computing.

The state superintendent shall appoint a data governance manager who has the
primary responsibility for the privacy policy. Among other things, the state
superintendent must ensure the security of technology, ensure compliance with
privacy laws, evaluate legislative and regulatory proposals, conduct privacy impact
assessments on proposed rules, prepare an annual report to the legislature,
ensure that incidents are properly reported, and provide training and education to
build a culture of privacy.

Parents must be notified of their right to ¢
pursuant to data sharing agreements between agencies. They also have the right
to inspect and review their childds educati o

Recent legislation has strengthened the protection of confidential student data.
H.B. 4261, passed on March 12, 2016, amended the Act to expand the prohibition
on transferring confidential student data tc
private[.]0 The ©bill also creates an excep
information related to ACT, SAT, or College Board assessment results, but
requires consent if information classified as confidential is required. In addition,
the Board of Education has proposed revisions to the current rule governing the
collection, maintenance, and disclosure of student data. The revisions would
require a district-level staff member to serve as the local expert on data privacy
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and governance. The revisions also clarify the need for protocols to terminate data
access and the requirements to gain access.

The West Virginia Board of Education (WVBE) promulgated W.Va. CSR § 126-94-
1 et seq. which went into effect on October 11, 2016. The regulations clarify the
rights and procedures under W.Va. Code § 18-2-5h. The regulations establish a
30-day response time for record requests, hearing procedures for contesting
content within student records, criteria for what information must be in annual

parental notice, what information may be withheld from disclosures, and requires

that a record of disclosures be kept
issue policies for maintaining and destroying student data. Data may not be shared
with any federal agency, save for explicit exceptions. The rules designate research
procedures and requirements. The regulations also list circumstances where
consent for disclosures are required and where they are not required. There are
also requirements on re-disclosures. Parents, students, and school officials may
initiate complaint procedures, but enforcement authority is granted to the WVBE.

Implications:

1 The DOE must ensure that its maintenance of the statewide data system
complies with FERPA and other state and federal privacy laws. It must
ensure that data is not shared or disclosed to unauthorized individuals, and
students and parents must be notified of student privacy rights under federal
and state law.

1 The DOE must develop procedures and policies to make mandated
notifications to the Governor and Legislature.

1 School districts must ensure that they do not disclose certain confidential
information to the state. They must also notify parents annually of their right
to request student information, inform parents of their rights and the process
for filing complaints of privacy violations, and ensure that data is only
disclosed to authorized individuals.

1 Schools must review the regulations promulgated by the WVBE and ensure
that they comply with the policies and procedures promulgated under W.Va.
CSR § 126-94-1 et seq.

1 Schools must not collect certain individual student data.

Source:

W. Va. Code 818-2-5h i Student Data Accessibility, Transparency, and
Accountability Act
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=18&art=2&secti
on=5H#02

West Virginia House Bill 4261
http://www.leqgis.state.wv.us/Bill Status/bills text.cfm?billdoc=HB4261 SUB
ENR.htm&yr=2016&sesstype=RS&i=4261
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=18&art=2&section=5H#02
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=18&art=2&section=5H#02
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http://www.legis.state.wv.us/Bill_Status/bills_text.cfm?billdoc=HB4261%20SUB%20ENR.htm&yr=2016&sesstype=RS&i=4261

W. Va. C.S.R. § 126-094 i Procedures for the Collection, Maintenance and
Disclosure of Student Data (Policy 4350)

https://apps.sos.wv.qgov/adlaw/csr/rule.aspx?rule=126-094

Principles:
Consent, Security Safeguards, Accountability, Notice
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3.23. Confidentiality of Child and Juvenile Records; Sharing Juvenile
Records with Other States; West Virginia Child Welfare Act

W. Va. Code 88 49-1-101 et seq.;-2-101 et seq.;-3-101 et seq.; -4-101 et seq.; -5-
101 et seq.; -6-101 et seq.; and -7-101 et seq.

Description:

In 2015, the West Virginia State Legislature passed the West Virginia Child

Welfare Act through House Bill 2200. The passage of H.B. 2200 resulted in a
restructuring of the juvenile justice and wi
embrace in a revised, consolidated, and codified form and arrangement the laws

of the State of West Virginia relating to ch
While this bill represented a change in the structure of the law and in some places

the language of the law, the legislature stated in 8 49-1-1 02 that A[i ]t is
intent of the Legislature, by recodifying the child welfare law of this state during the

regular session of the Legislature in the year 2015 to alter the substantive law of

this state as it relates to child welfare. o

Under this bill, AConfidenti al i540i.Uader Recor ds
this section, subject to certain statutory exceptions, state agencies may not

disclose child or juvenile records or information to anyone, including state and

federal agencies. With the exception of adoption records and child abuse or

neglect complaints, the child or juvenile records may be disclosed to the child, a

parent, and the attorney of the child or parent. They may also be made available

with the written consent of the child or upon court order to review the records.

Information relating to child abuse, neglect, fatality, or near fatality, except that
which discloses the identity of the person making a complaint, will be made
available to various federal, state, and local government entities responsible for
protecting children from abuse and neglect. Such information will also be made
available to the child fatality review team, child abuse citizen review panels,
multidisciplinary investigative and treatment teams, and grand juries, circuit courts
and family courts.

Law enforcement juvenile records should be kept separate from adult records and
court files. Juvenile records are confidential, except the public has access to the
names and identities of juveniles who are tried or convicted in criminal proceedings
of violence against another person, possession of a dangerous or deadly weapon,
or possession and delivery of a controlled substance. Disclosure to West Virginia
public schools cannot occur unless the juvenile is tried and convicted in criminal
proceedings of one of those three offenses listed in the previous sentence and
attends or will attend the school. S.B. 504, passed March 12, 2016, provides that
a recorded or videotaped interview of a minor in a criminal, abuse, or neglect case,
and any related documentation, generally is not subject to disclosure. The WV
Legislature modified W.Va. Code 849-1-201toi ncl ude the def i ni
chil do to meet standards required by f
addition of human trafficking and attempted human trafficking in the definition of
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an fAfabused child. o These changes al so
to include human trafficking. 2018 changes to the definition of abused child to
encompass acts and omissions. Changes to 849-1-203 and 206 removes the limit
on the number of children under the age of 2 which may be in a family child care
facility, and changes the definition

Juvenile psychological tests and evaluations must never be disclosed except to
the school psychologist(s). If the school psychologist, in their professional
judgment, believes disclosure to the principal or other school employees who need
to know.

The Division of Juvenile Services (DJS) may provide access and the confidential
use of juvenile records to agencies of others states which perform the same
function as the DJS, have a reciprocal agreement with the state, and have legal
custody of the juvenile in question. The DJS has the authority to enter into
reciprocal agreements and may only share information which is relevant to the
supervision, care, custody, and treatment of the juvenile.

Willful violation of W. Va. Code 849-5-101 is a misdemeanor, punishable by fines
and jail time.

There were several modifications made to the Foster Care system in 2019 from
House Bill 2010. Multiple changes recognize that the Division of Corrections and
Rehabilitation now operates juvenile correction facilities. These changes do not
modify patient recordkeeping requirements.

There are multiple changes to the Foster Care system in 2020 within 849-2-101 et
seq. These changes include additional reporting requirements for child placing
agencies, requirements for reviewing reimbursement rates to determine if they are
appropriately facilitating child placement, modification of requirements for rule
making for residential childcare facilities, repeal of language regarding Certificate
of Need for behavioral health care facilities or services, changes to the Foster

Childrenods Bi | | o hts Rightg hAnd Duties,Fand teénitiondP a r e

changes. The Department is also charged with promulgating regulations pursuant
to the provisions of 849-2-129 on transitional living services, scattered-site living
arrangements, and supervised group settings.

Other changes to the Missing Children Information Act, contained in 849-6-101 et
seq., involves the DHHR in providing missing and endangered child reports.
Confidential information must be provided to the DHHR when they are the legal
custodian of the missing child, except in cases where disclosure may jeopardize
an investigation. The Missing Child Clearinghouse Advisory Council must now
make its report to the legislature generally, instead of the Joint Committee on
Government and Finance. WV Code 849-6-116 was created which established a
missing foster child locator unit program, which must be established by the
Secretary of the DHHR. The Secretary must provide a status report to the
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Legislative Oversight Committee on Health and Human Resources Accountability
beginning on July 1, 2021.

Implications:
State agencies should have policies in place which restrict the disclosure of child
or juvenile information or records to those disclosures permitted by the statute.

The WV DHHR must evaluate newly created code provisions and implement the
necessary regulations and programs and make the statutorily required reports to
the legislature.

Source:

W. Va. Code § 49-5-101 1 Confidentiality of records; nonrelease of records;
exceptions; penalties
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=49&art=5&secti
on=101#05

West Virginia Senate Bill 504
http://www.leqis.state.wv.us/Bill Status/bills text.cfm?billdoc=SB504 SUB1
enr.htm&yr=2016&sesstype=RS&i=504

W. Va. Code 8§ 49-5-103 i Confidentiality of juvenile records; permissible
disclosures; penalties; damages
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=49&art=5&secti
on=103#05

W. Va. Code 8§ 49-5-104 i Confidentiality of juvenile records for children who
become of age while a ward of the state or who have been transferred to adult
criminal jurisdiction; separate and secure location; penalties; damages
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=49&art=5&secti
on=104#05

W. Va. Code § 49-5-106 7 Data collection
http://www.leqis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=49&art=5&secti
on=106#05

W.Va. Code 849-2-101 et seq. | State Responsibilities for Children
https://www.wvleqgislature.gov/wvcode/code.cfim?chap=49&art=2#01

W.Va. Code 849-2-101 et seq. i Missing Children Information Act
https://www.wvleqislature.gov/wvcode/code.cfim?chap=49&art=6#01

Principles:
Consent, Minimum Necessary and Limited Use, Security Safeguards
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=49&art=5&section=101%2305
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=49&art=5&section=101%2305
http://www.legis.state.wv.us/Bill_Status/bills_text.cfm?billdoc=SB504%20SUB1%20enr.htm&yr=2016&sesstype=RS&i=504
http://www.legis.state.wv.us/Bill_Status/bills_text.cfm?billdoc=SB504%20SUB1%20enr.htm&yr=2016&sesstype=RS&i=504
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=49&art=5&section=103%2305
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=49&art=5&section=103%2305
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=49&art=5&section=104%2305
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=49&art=5&section=104%2305
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=49&art=5&section=106%2305
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=49&art=5&section=106%2305
https://www.wvlegislature.gov/wvcode/code.cfm?chap=49&art=2#01
https://www.wvlegislature.gov/wvcode/code.cfm?chap=49&art=6#01

3.24. Monitoring Inmates Telephone Calls and Mail

W-Va. Code §8 25-1-17-and-18

W. Va. Code 8815A-4-6 through 8

Description:

This legislation authorizes the Commissioner of Corrections to monitor, intercept,
open, record, and copy telephone calls and mail to inmates of state correctional
institutions. Inmates must be notified in writing of these potential actions. The
contents of these communications may be disclosed to law enforcement agencies
pursuant to an order of a court or administrative tribunal when necessary for the
following reasons: to investigate, prosecute, or prevent a crime; to safeguard the
orderly operation of the correctional institution; or to protect persons from harm or
the threat of physical harm. Attorney-client communications are exempt from
these requirements.

S.B. 262, passed on March 12, 2016, amends 88 25-1-17 and -18. Law

enforcement officials no longer need to obtain a court order prior to receiving
communications for investigative purposes. If the monitored communication leads

to an indictment, the inmatebs &iballyptheney i s ¢
bill clarifies that the provisions on monitoring apply only to persons in the physical

custody of the Commission of Corrections.

In 2018 the sections of code which cited to Corrections were moved, however, the
content of these provisions are largely unchanged. An additional section of code
was added to allow for the monitoring of inmate e-mail.

Implications:

1 The Department of Corrections must have policies in place to comply with
these statutes.

1 The Department of Corrections must give clear guidance as to when a court
order shall be sought before notifying law enforcement officials.

1 The Department of Corrections must retain recordings and copies of these
communications for at least three years and then destroy them in
accordance with its record retention policy.

Source:

W. Va. Code § 25-1-17 i Monitoring of inmate telephone calls; procedures and
restrictions; calls to or from attorneys excepted
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=25&art=1&secti
on=17#01

W. Va. Code 8§ 25-1-18 T Monitoring inmate mail; procedures and restrictions;
identifying mail from a state correctional institution; mail to or from attorneys
excepted
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=25&art=1&secti
on=18#01
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=25&art=1&section=17#01
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=25&art=1&section=17#01
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=25&art=1&section=18#01
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=25&art=1&section=18#01

West Virginia Senate Bill 262

http://www.leqgis.state.wv.us/Bill Status/bills text.cfm?billdoc=SB262 SUB1
enr.htm&yr=2016&sesstype=RS&i=262

Principles:
Accountability, Notice
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http://www.legis.state.wv.us/Bill_Status/bills_text.cfm?billdoc=SB262%20SUB1%20enr.htm&yr=2016&sesstype=RS&i=262
http://www.legis.state.wv.us/Bill_Status/bills_text.cfm?billdoc=SB262%20SUB1%20enr.htm&yr=2016&sesstype=RS&i=262

3.25. Drug Testing for Public Improvements
W. Va. Code 88 21-1D-2, -7a, -7b, -8

Description:

The West Virginia Alcohol and Drug-Free Workplace Act, W. Va. Code § 21-1D-1
et. seq. requires that contractors constructing a public improvement maintain a
drug free workplace policy. Not less than once per year, or upon completion of the
project, every such contractor shall provide a certified report to the public authority
which let the contract to show the following: what educational efforts were
undertaken with employees; what federally certified laboratory conducted the
testing; and the number of positive and negative drug tests conducted at the time
of pre-employment, upon reasonable suspicion, post-accident, and at random.
Failure to comply with this law is a misdemeanor.

Implications:
1 Public authorities must develop compliance efforts to assess the
contractor 6s i mpl efreewotk@aceipolioy. of t he drug

1 Contractual documents shall be amended to include the requirement for the
maintenance of a drug-free workplace policy by the contractor,
subcontractors doing business with the contractor, municipalities, and
municipal political subdivisions.

Source:
West Virginia Alcohol And Drug-Free Workplace Act

W. Va. Code 8§21-1D-2 i Definitions
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cim?chap=21&art=1D&sec
tion=2#01D

W. Va. Code § 821-1D-7a i Confidentiality; test results not to be used in criminal
and administrative proceedings
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1D&sec
tion=7A#01D

W. Va. Code § 21-1D-7b i Contractor to provide certified drug-free workplace
report
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cim?chap=21&art=1D&sec
tion=7B#01D

W. Va. Code § 21-1D-8 1 Penalties for violation of this article
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cfim?chap=21&art=1D&sec
tion=8#01D

Principles:
Accountability, Notice, Security Safeguards
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1D&section=2#01D
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1D&section=2#01D
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1D&section=7A#01D
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1D&section=7A#01D
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1D&section=7B#01D
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1D&section=7B#01D
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1D&section=8#01D
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1D&section=8#01D

3.26. Verifying Legal Employment Status of Workers
W. Va. Code § 21-1B-1 et seq.
W. Va. C.S.R. § 42-31-1 et seq.

Description:

This law places the responsibility on employers to verify the legal employment

status of all persons who come into their employ, maintain appropriate records of

proof of work authorization, and report their employment to the appropriate

governme nt al agenci es. AEmpl oyer o IS def i nec
corporation, department, board, bureau, agency, commission, division, office,

company firm, partnership, council or committee of the state government, public

authority, or political subdivision of the state, or other business entity which

employs individuals. The Labor Commissioner is authorized to access information

maintained by any other state agency for the limited purpose of confirming the
validity of a wor ke zafioh tolwerlg alere ssta penaltysforor aut h
an employeroés failure to maintain certain re
to issue notices to employers to produce records or documents to verify the legal

status of an employee and to terminate undocumented employees.

On July 1, 2015, updated regulations took effect. These regulations amend the
type and number of accepted documents employers must use to verify legal status,
explain how the Commissioner may issue a citation to employers, and clarify what
type of information the Commissioner may obtain from an employee.

Implications:

1 Departments must have policies and procedures in place to verify the legal
status of employees and prospective applicants for employment.

1 Departments should give Notice to prospective applicants that a verification
of legal status for employment will be conducted; that notice should include
what information may be accessed or disclosed as a result of such
verification.

1 Departments must review the regulations to ensure compliance with
documentation requirements to verify the legal status of employees.

Source:
W. Va. Code § 21-1B-2 i Definitions

http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1B&sect
ion=2#01B

W. Va. Code 8§ 21-1B-3 i Unauthorized workers; employment prohibited
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cfim?chap=21&art=1B&sect
ion=3#01B
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1B&section=2#01B
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1B&section=2#01B
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1B&section=3#01B
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1B&section=3#01B

W. Va. Code § 21-1B-4 i Record-keeping requirements; employer compliance
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1B&sect
ion=4#01B

W. Va. Code § 21-1B-571 Penalties
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1B&sect
ion=5#01B

W. Va. Code § 21-1B-7 i Suspension or revocation of license
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1B&sect
ion=7#01B

W. Va. C.S.R. 8§ 42-31-11 Verifying the Legal Employment Status of Workers
http://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=9496

Principles:
Accountability, Notice
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1B&section=4%2301B
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1B&section=4%2301B
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1B&section=5#01B
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1B&section=5#01B
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1B&section=7#01B
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=21&art=1B&section=7#01B
http://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=9496

3.27. Address Confidentiality Program
W. Va. Code 8§ 48-28A-101 to -110
W. Va. C.S.R. § 153-37

Description:

This | aw established an Address Confidenti al
Office pursuant to which persons attempting to escape from actual or threatened

domestic violence, sexual assault, or stalking may establish a designated address

in order to prevent their assailants or probable assailants from finding them. A

person may apply to the Secretary of State to participate in this program. Upon

approval of the application, the Secretary of State assigns the applicant a

designated address, which state and local agencies and courts of this State are

required to accept for the purpose of creating a new public record. The designated

address is used by the Division oflcelMd®et or Veh
or identification card, and the designated address or a post office box may be used

by the applicant for voterds registration pu
which the applicantds residential oent mailing

officers and to the head of a state agency or designee under prescribed

circumstances. Disclosure may also be made pursuant to a court order. The

program participantés application and suppor
Willful unauthorized disclosure is a misdemeanor punishable upon conviction by a

fine or imprisonment in a regional jail. Participation in this program is renewable

every four years unless participation is cancelled.

Implications:
1 The Secretary of State was required to propose legislative rules for
promulgation; the rules facilitating the administration of the program were
adopted and amended in 2013.
T Courts and agencies of this State that r
or mailing address from the Secretary of State are required to keep that
information confidential.

Source:
W. Va. Code 88 48-28A-101 to -110 7 Address Confidentiality Program
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=48&art=28A

W. Va. C.S.R. § 153-37 i Administration of Address Confidentiality Program
http://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=8652

Principle:
Security safeguards
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=48&art=28A
http://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=8652

3.28. Security of Capital Complex, Other State Facilities, and Sensitive or
Critical Information
W. Va. Code § 15-2D-3

Description:

Any service provider whose employees are regularly employed on the grounds or
in the buildings of the Capitol Complex or who have access to sensitive or critical
information may be required by the Director of the Division of Protective Services,
Department of Military Affairs and Public Safety, to submit to a fingerprint-based
state and federal background inquiry through the state repository. The Director
may also require a new employee who is employed to provide services on the
grounds or in the building of the Capitol Complex to submit to an employment
eligibility check through E-verify. W. Va. Code § 15-2D-3(e).

After the contract for these services has been approved, but before any such
employees are permitted to be on the grounds or in the buildings of the Capitol
Complex or have access to sensitive or critical information, the service provider
must submit a list of all persons who will be physically present and working at the
Capitol Complex for purposes of verifying compliance with W. Va. Code 8§ 15-2D-
3.

All current service providers must ensure that all of their employees who are
providing services on the grounds or in the buildings of the Capitol Complex or
who have access to sensitive or critical information submit to a fingerprint-based
state and federal background inquiry through the state repository.

Any contract entered into, amended, or renewed by an agency or entity of state
government with a service provider must now contain a provision reserving the
right to prohibit specific employees thereof from accessing sensitive or critical
information or to be present at the Capitol Complex based upon results addressed
from a criminal background check.

For pur poses of section 3, the term fAservi
company that provides employees to a state agency or entity of state government

to work on the grounds or in the buildings that make up the Capitol Complex or

who have access to sensitive or critical information.

In accordance with the provisions of Public Law 92-544 the criminal background
check information is to be released to the Director of the Division of Protective
Services.

Effective July 1, 2017, the Director of Security and security officers of the Division
of Culture and History shall be made part of, and be under the supervision and
direction of, the Division of Protective Services. Security for all Capitol Complex
properties of the Division of Culture and History shall be the responsibility of the
Division of Protective Services. 2018 amendments provide that assessments for
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safety and security needs of the Capitol Complex are not subject to FOIA.
Additional update requires that the Director also provide their approval prior to the
installation of electronic security systems purchased by any state agency which
are to be connected to the division
exempts purchases of security measures be exempt from purchasing rules.

Implications:

All agencies with offices at the Capital Complex should ensure that its outside
service providers who work at the Capital Complex, will work at the Capital
Complex, or will have access to sensitive or critical information comply with the
new requirements of W. Va. Code 8§ 15-2D-3.

The Division of Protective Services shall assume the supervision and direction of
security officers under the Division of Culture and History and assume duties to
provide security to Division of Culture and History properties in the Capitol
Complex.

Source:

W. Va. Code 8 15-2D-3 1 Duties and powers of the director and officers
http://www.leqgis.state.wv.us/WVCODE/ChapterEntire.cfim?chap=15&art=2D&sec
tion=3#02D

Principle:
Security Safeguards
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=15&art=2D&section=3#02D
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=15&art=2D&section=3#02D

3.29. Medical Cannabis Act

W.Va. Code 8§16A-1-1 et seq.

W.Va. C.S.R. 88 64-109-1 et seq., 64-110-1 et seq., 64-111-1 et seq., 64-112-1
et seq., 64-113-1 et seq.

Description:
West Virginiaods Medical Cannabi s Act

S

set

to be administered by the WV DHabstshaece Bur eau

from the Office of Medical Cannabis. The Bureau is required to maintain a
confidential database of Medical Cannabis Organizations, practitioner registration,
patient data, and inventory tracking for medical cannabis. The Bureau is required
to create an identification card and application process for patients and authorized
caregivers participating in the program. The Bureau may require additional
information be listed on these cards, but the cards are forbidden to state the
pati ent 60s henithdcenditiop.i They Bureau is required to maintain a
database listing patients with medical cannabis cards, but this database is required
to be kept confidential and is not subject to FOIA.

Physicians are required to register with the Bureau before prescribing medical
cannabis to patients and are subject to annual credential checks. Physicians have
reporting requirements to the Bureau if the patient has been cured, would no longer
benefit from medical cannabis, or has died. Medical Cannabis Organizations,
which consist of growers, processors, and dispensaries, are required to register
with the Bureau and must submit to a background check and fingerprinting during
the permitting process. Medical Cannabis Organizations must also implement a
confidential inventory and sale tracking program, which must be accessible by the
Bureau. The Bureau must establish procedures for granting law enforcement
access to the tracking system.

FOIA requests can be utilized to obtain medical cannabis permit application data,
limited practitioner information, and disciplinary actions taken against Medical
Cannabis Organizations and practitioners. The Bureau may investigate Medical

Cannabi s Organi zationos records dur i

investigations. Research studies are permitted under the Medical Cannabis Act,
and the Bureau must maintain patient confidentiality when establishing standards
for participation in research.

Regulations for the Medical Cannabis Program were promulgated in April of 2020.
Each series of regulation implements a different section of the statute. General
provisions are contained within 864-109 and contain record requirements in 864-
109-3 and -8. Regulations for Growers and Processors are contained in 864-110,
Laboratories in 864-111, and Dispensaries in 864-112. 864-113 is a Safe Harbor
Letter which outlines the requirements for individuals with qualifying conditions to
utilize medical cannabis from outside the state of West Virginia.
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The regulations on medical cannabis include provisions on inventory tracking and
reporting, investigations, maintenance of patient records and confidentiality, and
confidential portions of the application process for the various stages of production
and patient acquisition of medical cannabis.

Implications:

1 The Bureau of Public Health must establish and maintain a confidential
database of medical cannabis identification cards and medical cannabis
inventory tracking.

1 The Bureau must create procedures for granting law enforcement access
to the inventory tracking database.

1 The Bureau must create enforcement procedures, which includes
inspections of records for Medical Cannabis Organizations.

1 The Bureau must establish standards and procedures for academic
research studies which protect patient confidentiality.

Source:

SB 386 1 Enacting Legislation for Medical Cannabis Act
http://www.legis.state.wv.us/Bill_Text HTML/2017 SESSIONS/RS/bills/SB386%
20SUB1%20enr.pdf

Office of Medical Cannabis Website
http://dhhr.wv.qgov/bph/Pages/Medical-Cannabis-Program.aspx

W.Va. C.S.R. 88 64-109-1 et seq. i General Provisions
http://apps.sos.wv.gov/adlaw/csr/readfile.aspx?Docld=53210&Format=PDF

W.Va. C.S.R. 88 64-110-1 et seq. i Laboratories
http://apps.sos.wv.gov/adlaw/csr/readfile.aspx?Docld=53208&Format=PDF

W.Va. C.S.R. 88 64-111-1 et seq. - Growers/Processors
http://apps.sos.wv.gov/adlaw/csr/readfile.aspx?Docld=53207&Format=PDF

W.Va. C.S.R. 8§ 64-112-1 et seq. i Dispensaries
http://apps.sos.wv.qgov/adlaw/csr/ruleview.aspx?document=16740&KeyWord=

W.Va. C.S.R. 88 64-113-1 et seq. i Safe Harbor Letter
http://apps.sos.wv.gov/adlaw/csr/readfile.aspx?Docld=53210&Format=PDF

Principles:
Minimum Necessary and Limited Use, Security Safeguards, and Accountability
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http://www.legis.state.wv.us/Bill_Text_HTML/2017_SESSIONS/RS/bills/SB386%20SUB1%20enr.pdf
http://www.legis.state.wv.us/Bill_Text_HTML/2017_SESSIONS/RS/bills/SB386%20SUB1%20enr.pdf
http://dhhr.wv.gov/bph/Pages/Medical-Cannabis-Program.aspx
http://apps.sos.wv.gov/adlaw/csr/readfile.aspx?DocId=53210&Format=PDF
http://apps.sos.wv.gov/adlaw/csr/readfile.aspx?DocId=53208&Format=PDF
http://apps.sos.wv.gov/adlaw/csr/readfile.aspx?DocId=53207&Format=PDF
http://apps.sos.wv.gov/adlaw/csr/ruleview.aspx?document=16740&KeyWord=
http://apps.sos.wv.gov/adlaw/csr/readfile.aspx?DocId=53210&Format=PDF

3.30. Controlled Substances Monitoring Program
W.Va. Code 860A-9-1 et seq.
W.Va. CSR 815-8-1 et seq.

Description:

The Controlled Substances Monitoring Program was established to provide
reporting on the prescribing, dispensing, and consumption of certain controlled
substances. The Act also requires reporting for overdose incidents. The Act
requires the Board of Pharmacy to establish and maintain a central data repository
for the reporting information required by the Act in 860A-9-4. The Board of
Pharmacy must consult with the WV State Police and the licensing boards of
affected practitioners in implementing this program.

The program requires the Board to allow electronic reporting where feasible, and
to create paper forms for reporting the required information. The Board of
Pharmacy has established that the American Society for Automation in Pharmacy
format is the required format for submitting information to the database. Mail-Order
Pharmacies are required to participate in reporting pursuant to W.Va. CSR 815-6-
4.

The statute requires that the database be confidentially maintained against
unauthorized access. The Board may accept grants, public and private financial
assistance, and licensure fees to provide funding for the database. In 2017 the
West Virginia Legislature authorized the Board to designate drugs with a high

potenti al for abuse dish rdguiresutiiese drogs tocboencer n, 0
reported to the Controlled Substances Monitoring Database. Gabapentin was
added as a ADrug of Concerno in July 2017.

2018 changes to 8§ 60A-9-4 clarifies and expands the reporting standards and
entities for the Controlled Substances Monitoring Program. The changes also
require the Board of Pharmacy to notify practitioners of new buprenorphine drugs
approved by FDA.

8 60A-9-5 changes require the Board of Pharmacy to consult with licensing boards
prior to promulgating rules. The changes to this section grant authority for the
Board of Pharmacy to promulgate emergency rules pursuant to § 29A-3-15.
Additional changes require dissemination of quarterly reports on unusual
prescribing patterns to specified licensing boards. In addition, the requirements for
practitioners to make annual inquiries into the Controlled Substances Monitoring
program for patients are clarified. There is also emergency authority given to the
Board of Pharmacy to implement these rules.

Changestotheregulat i ons in 2018 modify the definit.i
and requires reporting to the Controlled Substances Monitoring Program to be in
American Society for Automation in Pharmacy format. Changes also provide
requirements for individuals other than the patient picking up substances covered
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under the program. These changes also expand ability of program to disclose
information to specific entities for certain HIPAA exempted uses under WV C.S.R.
§15-8-7.3.

Further, the schedule of controlled substances applicable to these programs was
modified under 2018 changes to §60A-2-204, 860A-2-206, 860A-2-210, and 860A-
2-212.

2020 changes to 860A-9-4 no longer requires reporting of the use of opioid
antagonists when administered by a medical services provider and increases the
scope of required reporting for Schedule V substances.

Implications:

1 The Board must establish a program to protect the confidentiality of
the information in the Central Repository.

1 The Board must provide a secure method of electronic transmission
for the information.

1 The Board is charged with a discretionary duty for releasing
information to enumerated entities and individuals contained in W.
Va. CSR §15-8-7.

1 The Board is charged with reviewing the database in accordance
with parameters established by the Advisory Committee and issuing
reports that identify abnormal or unusual prescription practices and
to issue reports thereon.

1 The Board should monitor public health f o r a d ddrugs ad n a | i

concerno which may dbdeto thep mpadioagon
reporting requirements.

1 The Board should review the changes in the statute to determine
necessary changes to regulations in order to enact appropriate
emergency rules.

Source:
W.Va. Code 860A-9-1 et seq. - Controlled Substances Monitoring Program
http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=60a&art=9

W.Va. CSR 815-8-1 et seq. - Regulations for the Controlled Substances
Monitoring Program
https://apps.sos.wv.gov/adlaw/csr/readfile.aspx?Docld=49445&Format=PDF

W.Va. CSR 815-6-1 et seq. - Regulations for Mail-Order and Non-Resident
Pharmacies
https://apps.sos.wv.gov/adlaw/csr/readfile.aspx?Docld=49293&Format=PDF
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http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=60a&art=9
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https://apps.sos.wv.gov/adlaw/csr/readfile.aspx?DocId=49293&Format=PDF

American Society for Automation in Pharmacy
https://www.asapnet.org/

Principles:
Minimum Necessary and Limited Use, Security Safeguards, Accountability
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3.31. Opioid Treatment T Medication Assisted Therapy Programs
W. Va. Code 816-5Y-1 et seq.
W. Va. CSR 869-11-1 et seq.

Description:

The purpose of this rule is to ensure that all West Virginia Opioid Treatment
Program Medication Assisted Therapy (OTP-MAT) programs conform to a
common set of minimum standards and procedures to protect patient health,
safety, and confidentiality. The Bureau of Behavioral Health and Health Facilities
has been designated the state opioid treatment authority, and the Office of Health
Facility Licensure and Certification (OHFLAC) within the WVDHHR is designated
as the state oversight agency. OHFLAC shall provide regulatory, licensing, and
inspection oversight of OTP-MAT programs. OTP-MAT programs are required to
develop a variety of policies and procedures, including data security and privacy
policies, which must be assessed by the OHFLAC during the application process
and subsequent inspections.

The regulations require annual inspections of OTP-MAT programs by the
Secretary to monitor compliance. Investigations by the OHFLAC may include an
inspection of patient records. Confidential information, such as personal
information of a patient or employee, obtained during a routine investigation or an
investigation stemming from a complaint is to be kept confidential. The Secretary
is required to maintain records on inspections, surveys, or investigations of OTP-
MAT programs, program sponsors, owners, employees, and patients. Reports on
inspections or investigations not deemed confidential must indicate if there was a
subsequent plan of correction submitted or approved.

All program locations are required to comply with the Controlled Substances
Monitoring Program. Patient records must be kept confidential in accordance with
state and federal law, including HIPAA and 42 CFR Part 2. The Secretary may
grant waivers under conditions described in W.Va. CSR 869-11-13.

2018 modi fications to the statutory -provisi.
assisted treat ment -based imedadtionearscs i asrt e dfi d fr feiad ene 1
2018 changes to 816-5Y-4 removes the requirement for a certificate of need or

exemption under subsection (f), creates a process for registration exemptions,

under subsection 4(a), for office-based medication assisted treatment for

programs with no more than 30 patients, and contains minor textual changes. 2018

changes to 816-5Y-5 contains minor textual changes and repeals some initial

patient examination standards.

2018 changes under the regulations have not been finalized, but these changes
require the presence of additional medical personnel to be onsite during hours of
operation when medications are being dispensed, changes some requirements in
MAT program quarterly reporting, requires substance tracking and security
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changes for programs, and adjust licensing fees. Changes also include minor
textual adjustments for grammar and proper citations to code.

Modifications to 816-5Y-4 in 2019, removes the registration requirement if the

treatment

center will attest to appropriate training, policies, and procedures if they

have 30 or fewer patients.

In 2020 the licensing fees were increased by 2.29% effective June 1, 2020 as part

of general

health care licensing fee adjustments.

Implications:

T

Source:

Create application procedures and determine policies and procedures
for licensing inspections for applications in accordance with both initial
licensing and oversight procedures.

Develop standards for assessment of MAT program policies and
procedures to determine compliance with state and federal law,
including data security and patient confidentiality.

Must perform annual inspections as well as other scheduled and
unscheduled inspections for facility oversight and issue reports on such
inspections. Inspections include, but are not limited to, reviews of the
facility, patient care, patient records, interviews with staff, and a review
of staff credentials.

Must maintain patient record confidentiality pursuant to state and federal
laws.

W. Va. Code 816-5Y-1 et seq. - Medication-Assisted Treatment Program
Licensing Act
http://www.legis.state.wv.us/wvcode/ChapterEntire.cfm?chap=16&art=5Y

W. Va. CSR 869-11-1 et seq. - Regulations for OTP-MAT Programs
http://apps.sos.wv.gov/adlaw/csr/readfile.aspx?Docld=49388&Format=PDF

Principles:

Accountability and Security Safeguards
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3.32. Opioid Treatment T Medication Assisted Therapy 1 Office-Based
Medication Assisted Treatment (OBMAT) Programs

W. Va. Code § 16-5Y-1 et seq.

W Va. CSR § 69-12-1 et seq.

Description:

The purpose of this rule is to ensure that all West Virginia Opioid Treatment Office
Based Medication Assisted Treatment (OTP-OBMAT) programs conform to a
common set of minimum standards and procedures to protect patient health,
safety, and confidentiality. The Bureau of Behavioral Health and Health Facilities
has been designated the state opioid treatment authority, and the Office of Health
Facility Licensure and Certification (OHFLAC) within the WVDHHR is designated
as the state oversight agency. OHFLAC shall provide regulatory, licensing, and
inspection oversight of OBMAT programs.

The regulations require OBMAT programs to create their own policies and
procedures. These policies and procedures must be analyzed during the
application process and during subsequent inspections to ensure compliance with
state and federal rules. The regulations authorize regular and unannounced
inspections to ensure regulatory compliance and to investigate complaints.
Deficiencies which are identified in these policies and procedures require that the
program create a plan of correction which must be approved by the OHFLAC. The
OHFLAC is able to assist in creating plans of correction. The Secretary may grant
waivers for these rules under specified conditions listed in W.Va. CSR 869-12-12.

The Secretary must keep a file of any report, inspection, survey or investigation of
an OBMAT program, program sponsor, owner, employee, volunteer or patient.
Patient records, information of a personal nature, and certain complaint and
investigation materials are confidential and must not be disclosed. Reports of
inspections which are disclosed to the public must indicate whether a plan of
correction was submitted or approved as a result of the inspection.

All program locations are required to comply with the Controlled Substances
Monitoring Program. Patient records must be kept confidential in accordance with
state and federal law, including HIPAA and 42 CFR Part 2.

2018 modifications to the statutory provisions modi fy definit-i ons f or
assisted treat ment -based imedadtionearscs i asrt e dfi d fr feiad ene 1
2018 changes to 816-5Y-4 removes the requirement for a certificate of need or

exemption under subsection (f), creates a process for registration exemptions,

under subsection 4(a), for office-based medication assisted treatment for

programs with no more than 30 patients, and contains minor textual changes. 2018

changes to 816-5Y-5 contains minor textual changes and repeals some initial

patient examination standards.
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There were several regulatory changes in 2019, some of which reflected statutory
changes from the previous year. The regulations establish a drug testing protocol
and require that the test results be maintained in patient medical records.
Modification to the patient records section, 8 69-12-18, removed a number of
documentation requirements and restrictions on what employees are authorized
to enter patient data. The actual requirements for privacy and security are still
unchanged.

In 2020 the licensing fees were increased by 2.29% effective June 1, 2020 as part
of general health care licensing fee adjustments.

Implications:

1 The OHFLAC must develop rules for registration, oversight, and approval
of OBMAT programs which ensure compliance with state and federal law.

1 The OHFLAC must perform regulatory oversight duties, which include
inspections and compliance monitoring of record keeping practices.

1 The Secretary must keep a file of any report, inspection, survey or
investigation of an OBMAT program, program sponsor, owner, employee,
volunteer or patient. Patient records, information of a personal nature, and
certain complaint and investigation materials are confidential and must not
be disclosed.

1 Must ensure OBMAT compliance with the Controlled Substances
Monitoring Program.

Source:

W. Va. Code 816-5Y-1 et seq. - Medication-Assisted Treatment Program
Licensing Act
http://www.legis.state.wv.us/wvcode/ChapterEntire.cfm?chap=16&art=5Y

W. Va. CSR 869-11-1 et seq. - Regulations for OTP-MAT Programs
http://apps.sos.wv.qgov/adlaw/csr/readfile.aspx?Docld=49388&Format=PDF

Principles:
Accountability and Security Safeguards
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3.33. Development of Substance Abuse Resource Allocation
Methodologies

W. Va. Code §16-53-1 et seq.

W. Va. CSR 869-13-1 et seq.

Description:

The West Virginia Legislature enacted W. Va. Code 816-53-1 which requires the
Bureau for Behavioral Health and Health Facilities to create methodologies to
determine the relative needs for substance use disorder treatment within West
Virginia. The Bureau is mandated to establish a mechanism to create a need
based assessment for substance abuse treatment programs within the state.

The Bureau is left to determine the methodologies, which must be consistent with
nationally recognized criteria, through gathering of data. The regulations indicate
that the Bureau may use direct and indirect measures for determining the relative
needs for treatment programs within the state. W. Va. CSR 869-13-3.2a indicates
the types of direct measures that the Bureau may refer to, which includes but is
not limited to: persons in treatment programs, infants exposed to drugs, children
removed from homes due to substance abuse, overdose deaths, opioid
prescriptions, and opioid antagonist administrations. Indirect measures include
ethnographic studies and assessments based on the impactto a n a rsecalb s
services.

The Bureau is required to consult with the Office of Drug Control Policy, community

substance abuse organizations, family consumer and mental health groups, the

WV Hospit a | Associati on, the statebs academic
substance use treatment and research, and other family organizations. The

Department must determine the disparities in treatment needs after the completion

of the assessment for further action.

2018 statutory updatesto 816-53-1 r equi res t hat t-lhedffaaddciliitt y:
and must follow standards established by the National Alliance for Recovery

Residences, and offer access to peer support services. There were updates to

these regulations in 2018; however, they do not impose additional privacy

requirements.

2019 updates provide for changes in terminology and changes the model of

support from allocating fAbedsdo to Afundso ar
instead of strictly private ones. The Secretary of DHHR may also allocate funds to

programs, projects, or studies on substance abuse prevention or education at the
Secretarybés discretion.

Implications:
1 The Bureau is required to utilize their methodology and to gather
data for the need assessment.
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1 The Bureau must identify collected data which requires privacy
safeguards under state and federal law and implement policies and
procedures to ensure compliance with privacy standards.

1 The Bureau must consult with certain groups regarding the need
based assessment and making recommendations regarding
substance use treatment needs.

Source:

W. Va. Code §16-53-1
http://www.wvleqislature.gov/wvcode/chapterentire.cfm?chap=16&art=53&sectio
n=1

W. Va. CSR 869-13-11 Regulations for Development of Substance Abuse
Resource Allocation Methodologies
http://apps.sos.wv.gov/adlaw/csr/readfile.aspx?Docld=50307&Format=PDF

Principles:
Accountability, Minimum Necessary and Limited Use, Security Safeguards
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3.34. Collection and Exchange of Data Related to Overdoses
W.Va. Code 816-5T-1 et seq.
W. Va. CSR 869-14-1 et seq.

Description:

In 2017 the WV Drug Control Policy Act established the Office of Drug Control
Policy (ODCP) within the DHHR under direction of the Secretary and supervision
of the State Health Officer. The Act notes the duties of the ODCP require them to
create a state drug control policy in coordination with other state agencies. The
policies must include all programs related to the prevention, treatment, and
reduction of alcohol, drug, and tobacco use.

Further, the Act requires reporting for a confirmed or suspected drug overdose and
identifies mandatory reporters and events which require reporting. The ODCP
must develop and implement a program for collecting and storing data on fatal and
non-fatal overdoses, develop a program for collecting and storing data on the
administration of opioid antagonists, and procedures facilitating the collection and
storage of data. The ODCP is also authorized to exchange data with other
bureaus, including the Controlled Substance Monitoring Program, the All-Payer
Claims database, the criminal offender record information database, and court
activity record information.

In 2018 816-5T-6 created a 4 year Community Overdose Response Pilot Project
which is to begin on July 1, 2018, and is to be overseen by the Director of the
Officeof DrugCont r ol Pol i cy. The Governoros

Disorder Policy, created pursuant to Executive Order 10-17, may select
communities that submit plans for the project. Plans by the community must
include specific topics required by statute. This program is designed to utilize
already existing resources in the community to identify and respond to opioid
overdoses and to educate the community. There are yearly reporting requirements
for the Director of the Office of Drug Control Policy on the status of the program.

In 2019 there were statutory and regulatory updates. Revisions to 816-5T-3
provide the Office of Drug Control Policy with the ability to determine an
appropriate and secure reporting method. Modifications to 816-5T-4 impose a 72-
hour reporting window and articulate a more comprehensive set of topics that must
be reported. They also provide for a more expansive disclosure to law
enforcement, health agencies, and emergency medical services. There are also a
several section specific definitions.

Regulatory updates and an Emergency Rule put into place are designed to comply
with the above noted statute for reporting times, as well as for required disclosures.
These changes also modify some of the definitions in the regulations.

2020 changes to 816-5T-2 clarify that the Office of Drug Control Policy is under
the direction and supervision of the Secretary of the WV DHHR with the assistance
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of the State Health Officer. The regulations also received an update. These
updates modify the information required to be reported in the case of an overdose,
changes the reporting period to 72 hours, changes the reporting method to an
ARappropriate i nformati on technol ogy
pharmacies as mandatory reporters, and in some instances reorganizes the
regulations citations to account for the changes.

Implications:

1 ODCP must establish a confidential database and reporting methods
which adequately protect data.

1 The Director is responsible for oversight of data collection and
requests for the release of data. W. Va. CSR 8§69-14-4.7 requires the
minimum amount of Protected Health Information be disclosed.

1 ODCP is required to establish procedures to prevent disclosure of
directly and indirectly identifying patient information.

1 ODCP is required to use policies to protect the confidentiality and
integrity of the data. This requires the ODCP to provide for
identification and authentication of authorized users, provide access
authorizations, guard against unauthorized access to data, and to
provide security audit controls and documentation.

1 Must develop remedial steps and action in the event of a material
breach of the privacy and security safeguards by a participant
pursuant to W. Va. CSR §69-14-4.8.

1 ODCP isrequired to create and administer the Community Overdose
Response Demonstration Pilot Project in coordination with the
Governoré6s Advisory Council on

1 Designate an appropriate reporting method which safeguards
information security.

Source:
W.Va. Code 816-5T-1
http://www.wvleqislature.gov/wvcode/Code.cfm?chap=16&art=5T

W. Va. CSR 869-14-11 Regulations for Collection and Exchange of Data
Related to Overdoses
https://apps.sos.wv.gov/adlaw/csr/readfile.aspx?Docld=53167&Format=PDF

Principles:
Accountability, Minimum Necessary and Limited Use, Security Safeguards
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http://www.wvlegislature.gov/wvcode/Code.cfm?chap=16&art=5T
https://apps.sos.wv.gov/adlaw/csr/readfile.aspx?DocId=53167&Format=PDF

3.35. Sexual Assault Examination Commission
W.Va. Code § 15-9B-4

Description:

This new section of code requires the Sexual Assault Forensic Examination

Commission to establish a subgroup, consisting of individuals with subject matter

expertise, to create best practices and protocols for the submission, retention, and

di sposition of sexual assault forensic exa
practices are to be promulgated as proposed rules for legislative approval. The

code requires the rules include the time frame for the submission of forensic

examination kits, protocols for storage of DNA samples and forensic examination

kits. The rules allow for emergency rules to be promulgated, but these emergency

rules are forbidden from permitting destruction of DNA evidence.

These best practices and rules must ensure that they follow the applicable
guidelines for privacy, confidentiality, and security of the information retrieved from
these kits.

In 2020, the 861-8B-11 was enacted which allows victims of sexual assault to
refuse an evidentiary examination.

Implication:
1 The subgroup must create best practices and promulgated rules, but must
ensure that such rules are consistent with the applicable privacy,
confidentiality, and security safeguards.

Source:

Senate Bill 36 I Enacting Legislation

http://www.wvlegislature.qgov/Bill_Text HTML/2018 SESSIONS/RS/bills/SB36%
20SUB1%20ENR.pdf

Principles:
Accountability, Minimum Necessary and Limited Use, Security Safeguards
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4.0. Agency Agreements with Privacy or Security Provisions

Description:

State Government contracts with vendors for products and services may require
the vendor to receive or create PIll or other confidential information; if so, the
contract will include a requirement to notify the State agency of a breach of security
or privacy. Where a vendor receives or creates Pl or other confidential information
from or on behalf of the State, the vendors h a | | receive not.
regarding the security and privacy of the information and agree to certain terms
and conditions. Further, where the contracting Department is either a Covered
Entity or Business Associate and PHI is or may be disclosed to the vendor, the
Department shall ensure the vendor agrees to and executes the State Government
Business Associate Addendum. See Section 1.4.1 for a discussion of recent
changes allowing disclosure for firearm background checks.

Implications:
T Departments shall ensure that the
Conditions are included within all contracts. The General Terms &
Conditions are located at http://www.state.wv.us/admin/purchase/TCP.pdf.

Pur chac

Use of the Pur chasi maglita@icomplianceo ThS ®rmf or ms wi

was revised on August 31, 2017.

1 Any HIPAA Covered Entities or Business Associate departments shall
ensure that the West Virginia State Government HIPAA Business Associate
Addendum is included in all contracts. Agencies and vendors should
ensure they are using the revised Business Associate Addendum in their
contracts. All contracts with Business Associates must comply with the
Final Rule.

1 Departments which must be HIPAA compliant should assure that their
Business Associates are in compliance with this Business Associate
Addendum.

1 Those acting as Business Associates will review and revise their policies,
procedures, and practices in light of the HITECH Act amendments to
HIPAA, all applicable federal HIPAA regulations, and any subsequently
issued applicable regulations, including but not limited to the Final Rule.

1 Departments will monitor the law and attain compliance within the specified
time periods as may be applicable.

Source:
WYV State Government HIPAA Business Associate Addendum
http://www.state.wv.us/admin/purchase/vrc/WvBaaAqEffectiveJun2013.pdf

Notice to Vendors Regarding Compliance with Final Rule
http://www.state.wv.us/admin/purchase/privacy/baa notice.pdf
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http://www.state.wv.us/admin/purchase/TCP.pdf
http://www.state.wv.us/admin/purchase/vrc/WvBaaAgEffectiveJun2013.pdf
http://www.state.wv.us/admin/purchase/privacy/baa_notice.pdf

HIPAA Privacy, Security, Enforcement, and Breach Notification Rules Under the
Health Information Technology for Economic and Clinical Health Act and the
Genetic Information Nondiscrimination Act

45 C.F.R. Part 1607 General Administrative Requirements
http://www.ecfr.gov/cqgi-bin/text-
idx?c=ecfr&SID=d3e10d0edbd4821{4608f5d620fc85ba&rgn=div&view=text&no
de=45:1.0.1.3.75&idno=45

45 C.F.R. Part 164 1 Security And Privacy

http://www.ecfr.gov/cqgi-bin/text-
idx?c=ecfr&SID=d3e10d0edbd4821f4608f5d620fc85ba&rgn=div5&view=text&no
de=45:1.0.1.3.78&idno=45

Modifications to the HIPAA Rules i Final Rule
http://www.gpo.gov/fdsys/pka/FR-2013-01-25/pdf/2013-01073.pdf

Principles:
Accountability, Security Safeguards, Notice, Individual Rights
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http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=d3e10d0edbd4821f4608f5d620fc85ba&rgn=div5&view=text&node=45:1.0.1.3.75&idno=45
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http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=d3e10d0edbd4821f4608f5d620fc85ba&rgn=div5&view=text&node=45:1.0.1.3.75&idno=45
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=d3e10d0edbd4821f4608f5d620fc85ba&rgn=div5&view=text&node=45:1.0.1.3.78&idno=45
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=d3e10d0edbd4821f4608f5d620fc85ba&rgn=div5&view=text&node=45:1.0.1.3.78&idno=45
http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&SID=d3e10d0edbd4821f4608f5d620fc85ba&rgn=div5&view=text&node=45:1.0.1.3.78&idno=45
http://www.gpo.gov/fdsys/pkg/FR-2013-01-25/pdf/2013-01073.pdf

4.1. Vendor Agreement Clauses

Description:
The HIPAA Business Associate Addendum is a part of State agency contracts

where the vendor i s a ABusiness Associ

C.F.R. 160.103. In general, any vendor that will directly or indirectly have access
to PHI is a Business Associate.

This Addendum, among other things:

1. Prohibits the Business Associate from using or disclosing PHI in a
manner in violation of existing law and specifically in violation of laws relating to
confidentiality of PHI, including but not limited to, the Privacy and Security Rules.
HIPAA Business Associate Addendum Section 3 (obligations of associate),
Subsection (d) (compliance with law).

2. Obligates the Business Associate to mitigate, to the extent
practicable, any harmful effect that is known to the Associate of a use or disclosure
of PHI by the Business Associate in violation of the requirements of the Business
Associate Addendum, and to report its mitigation activity back to the applicable
State agency. HIPAA Business Associate Addendum Section 3 (obligations of
associate), Subsection e (mitigation).

3. Obligates the Business Associate to take all steps necessary to
ensure the continuous security of all PHI and data systems containing PHI. HIPAA
Business Associate Addendum Section 3 (obligations of associate), Subsection k
(security).

4. Obligates the Business Associate to notify the applicable State
agency and, unless otherwise directed by the agency in writing, the Office of
Technology immediately by e-mail or web form upon the discovery of breach of
security of PHI, where the use or disclosure is not provided for in the Business
Addendum or was acquired by an unauthorized person, or within 24 hours by e-
mail or web form of any suspected incident, unauthorized use or disclosure in
violation of Business Addendum or potential loss of confidential data affecting the
Addendum. HIPAA Business Associate Addendum Section 3 (obligations of
associate), Subsection | (notification of breach).

5. Additionally, the Business Associate is required to immediately
investigate the Security incident, breach, or unauthorized use or disclosure of PHI
or confidential data and notify the applicable State agency contract manager in
writing, within 72 hours, regarding (a) Date of discovery; (b) What data elements
were involved and the extent of the data involved in the breach; (c) A description
of the unauthorized person known or reasonably believed to have improperly used
or disclosed PHI or confidential data; (d) A description of where the PHI or
confidential data is believed to have been improperly transmitted, sent, or utilized;
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(e) A description of the probable causes of the improper use or disclosure; and (f)
Whether any federal or state laws requiring individual notifications of breaches are
triggered. Ibid.

Because the Attorney General approves purchasing contracts as to form, the
HIPAA Business Associate Addendum is most likely incorporated into all vendor
contracts with a government agency, such as BMS, the Office of Insurance
Commissioner, PEIA, or any other agency that has HIPAA information, when the
vendor will directly or indirectly have access to that HIPAA information. See the
first paragraph of the HIPAA Business Associate Addendum.

Additionally, the State Pur c hasi ng Divisionés I nstructions

Bids requires vendors to agree to indemnify, defend, and hold harmless the State
and the Agency, their officers, and employees from and against: (1) Any claims or
losses for services rendered by any subcontractor, person, or firm performing or
supplying services, materials, or supplies in connection with the performance of
the Contract; (2) Any claims or losses resulting to any person or entity injured or
damaged by the Vendor, its officers, employees, or subcontractors by the
publication, translation, reproduction, delivery, performance, use, or disposition of
any data used under the Contract in a manner not authorized by the Contract, or
by Federal or State statutes or regulations; and (3) Any failure of the Vendor, its
officers, employees, or subcontractors to observe State and Federal laws
including, but not limited to, labor and wage and hour laws. See paragraph 45

(indemnification), Purchasing Di vi si

Instructions to Vendors Submitting Bids, at
http://www.state.wv.us/admin/purchase/TCP.pdf
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5.0. West Virginia Case Law

A. State Freedom of Information Act Cases

1. In re Charleston Gazette FOIA Request, 222 W. Va. 771,671 S.E.2d 776
(2008).

In Gazette, the newspaper had submitted a FOIA request to the City of Charleston
requesting copies of weekly payroll time sheets and activity logs for certain named
police officers employed by the Charleston Police Department (CPD) following
public allegations that samepp wnilgi. ®e
that while these police officers were on duty for the City, they were also employed
at the very same time by private entities as security guards, and that they were
collecting two pay checks at the same time -- one from the City and one from the
private employer.

The City denied the FOIA request and provided four reasons for the denial. First,
the City stated that some of the documents sought by the Gazette directly
pertained to an ongoing criminal investigation being undertaken by the CPD.
Second, the City stated that Kanawha County Circuit Judges had issued protective

d ftf iwaer ¢

orders in proceedings separat ethdrecordasoft he Gaze

six of the 28 officers who were the

Third, the City indicated that it was uncertain about releasing the documents in
guestion because Judge Walker ruled, when similar information was sought by a
defendant for use in his criminal case, that the type of information requested by
that defendant, some of which would have to be obtained from personnel files,
together with the proffer of the CPD about that information, would trigger the
protections afforded under Manns v. City of Charleston Police Department, 209 W.
Va. 620, 550 S.E.2d 598 (2001), and Maclay v. Jones, 208 W. Va. 569, 542 S.E.2d
83 (2001). Fourth, the City explained that it had received a letter from the Fraternal
Order of Police, Capitol City Lodge 74, on behalf of some or all of the officers
whose records were requested by the Gazette, requesting that the City not
produce these records absent a court

subject

order .

response by disput i ngn-dstlesureGndagkingthelCeydos ons f or

reconsider its refusal to provide the requested documents. The City then filed a
complaint for declaratory judgment in the Circuit Court of Kanawha County.

However, before the Gazette filed a response, the circuitcourt di smi ssed t he C

complaint, sua sponte, reasoning that an order in the case would not be of practical
assistance in settling the controversy as to the documents not under seal and that
as to the documents under seal, they would remain under seal and the underlying
controversy in the matter would persist. The City then filed a motion to alter or
amend judgment. The circuit court entered an amended order and again

di smi ssed the compl aint. The City appealed

Supreme Court of Appeals.
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Ruling:
The West Virginia Supreme Court of Appeals concluded that the Gazette was
entitled to inspect and copy the payroll records and that the Circuit Court of

Kanawha County erred with regard to its sua sponte di s mi s s al of t he

declaratory judgment action. The Court again held that the disclosure provisions
of this Statebds FOIA are to be Iliber
are to be strictly construed, citing Syl. Pt. 4, Hechler v. Casey, 175 W. Va. 434,
333 S.E.2d 799 (1985). Additionally, the Court again held that in deciding whether
the public disclosure of information of a personal nature under W. Va. Code § 29B-
1-4(a)(2) would constitute an unreasonable invasion of privacy, the Court will look
to five factors: (1) whether disclosure would result in a substantial invasion of
privacy and, if so, how serious; (2) the extent or value of the public interest, and
the purpose or object of the individuals seeking disclosure; (3) whether the
information is available from other sources; (4) whether the information was given
with an expectation of confidentiality; and (5) whether it is possible to mould relief
so as to limit the invasion of individual privacy, citing Syl. Pt. 2, Child Protection
Group v. Cline, 177 W. Va. 29, 350 S.E.2d 541 (1986), and Syl. Pt. 4, Manns v.
City of Charleston Police Dept., 209 W. Va. 620, 550 S.E.2d 598 (2001). Lastly,
the Court held that exemption 29B-1-4(a)(4) did not apply because the requested
records were generated as part of an administrative function and were not
generated in the detection and investigation of a crime. The fact that some of the
administrative records were being used in an investigation did not prevent them
from being disclosed to the Gazette. The Court also found that while some of the
records were under circuit court ordered protective seal, an agreement of the
parties in those cases to seal certain records did not operate to protect the records
from discovery under FOIA.

Implications:

1 When agencies respond to a State FOIA requests, they should keep in mind
that the general policy of the State FOIA is to allow as many public records
as possible to be available to the public. Therefore, the State FOIA is
liberally construed and exemptions from disclosure are narrowly construed.

1 State FOIA Exemptions:

o While W. Va. Code 8§ 29B-1-4(a)(2) exempts from disclosure
information of a personal nature such as that kept in a personal,
medical or similar file if the public disclosure would constitute an
unreasonabl e invasion of prpevsa
exemption. The information must be disclosed when the public
interest, by clear and convincing evidence, requires disclosure in the
particular instance because the primary purpose of this exemption is
to protect individuals from the injury and embarrassment that can
result from the unnecessary disclosure of personal information.
Syl.Pt. 6, Hechler v. Casey, 175 W. Va. 434, 333 S.E.2d 799 (1985).
Consequently, application of exemption (a)(2) requires courts, and
therefore agencies in the first instance, to balance or weigh the
individual 6s right of privacy

207

ally <co

cy, t hi

agai nst


http://www.legis.state.wv.us/WVCODE/ChapterEntire.cfm?chap=29b&art=1&section=4#01

Syl. Pt. 1, Child Protection Group v. Cline, supra. Additionally, the
Gazette case should not be construed as delineating the precise
scope of the right to privacy afforded by exemption 29B-1-4(a)(2).
The Gazette Court simply believed that the requested records did not
include the kind of private facts that the Legislature intended to
exempt from mandatory disclosure.

o While the W. Va. Code 8§ 29B-1-4(a)(4) exemption from disclosure
includes records of law-enforcement agencies that deal with the
detection and investigation of crime and the internal records and
notations of such law-enforcement agencies which are maintained
for internal use in matters relating to law enforcement, this exemption
islik ewi se not persédxénptoRk oCompare Manns v.
City of Charleston Police Dept., 209 W. Va. 620, 550 S.E.2d 598
(2001), with In re Charleston Gazette FOIA Request, supra. The
distinguishing fact, as between Manns and Gazette, is that in Manns
the request was for confidential information provided by third-party
public citizens, while in Gazette the request was for information
provided by public employees, involved ministerial payroll
information, and was not information provided as part of an internal
investigation document. See Syl. Pt. 11, Hechler v. Casey, 175 W.
Va. 434, 333 S.E.2d 799 (1985) (the investigatory records exemption

in FOIA does not include fAinformation
administration or oversight, but is limited to information compiled as
part of an inquiry into specific suspe

A While Justice Benjamin concurred in the decision in Gazette,
he filed a concurring opinion to underscore the importance of
the statutory exemption from disclosure of records which deal
with the detection and investigation of crimes. W. Va. Code §
29B-1-4(a)(4). Justice Benjamin believed that while this
exemption did not apply in the Gazette case, in other
situations the release of payroll records could carry with it the
release of related information, such as the location of
undercover work by a law enforcement officer, which could
otherwise compromise a criminal investigation and that
exemption 4(a)(4) should apply to those payroll records.

1 To some degree, expectations of privacy of a public employee should be
different from that of a private sector employee. The Gazette opinion cites
and discussed the opinion in Per ki ns v. Freedo 280 f Il nf o
Conn. 158, 635 A.2d 783 (1993). In that case, the Connecticut Supreme
Court held that a FOIA request for the numerical data dealing with a public
empl oyeeds sick | eave r eperosednsgasiod iofd not c
personal privacy writing fiwhen a person &
she becomes a servant of and accountable to the public. As a result, that

A

personds reasonable expectation of pri va
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regard to the dates and times required
Connecticut Court f yublicthasrm rightttoaknosvdhott h at

only who their public employees are, but also when their public employees
are and are not performing their dut

2. The Associated Press v. Canterbury, 224 W. Va., 708, 688 S.E.2d
317 (2009).

The issue in Associated Press was whether thirteen e-mail communications sent
by Justice Maynard to Mr. Don Blankenship were subject to disclosure as public
records under the State Freedom of Information Act (FOIA). In addition to this
substantive issue, this case presents an important procedural issue under FOIA
concerning the circuit court-sdilsi n camer

Ruling:

The West Virginia Supreme Court of Appeals held that a personal e-malil
communication sent from a government e-mail account by a public official or public
empl oyee, which does not relate to the
public record subject to disclosure under FOIA. The Court determined that e-mail

is a fAwritingodo and dforeupodes of #O0lMAaanglysish Ini ¢
response to a public of f tregquestdddesords, a frial s a |
court may, in its discretion and on its own motion, order the production of records
withheld by a public official. The trial court then reviews the records to determine
whether any of the records are subject to disclosure under FOIA. This analysis is
restricted to the content of the e-mail and is not driven by the context, that is, how
and where the e-mail was created.

Implications:

T TheCourtds holding establishes that
degree of privacy from public scrutiny when sending e-mail messages of a
per sonal nature from work accounts.
interpretation that state law defines a public record by its content not its
context nor where it is created and stored. For purposes of public
disclosure, it is not enough that communication occurs on a government
issued phone, computer, or device d it also has to be a communication
about government business.

T However, publ i c-woekmgtated erneats ar@d tert anessages
transmitted on government provided equipment may be subject to their
empl oyerods review. The United Ontagsid es
v. Quon (see Federal Case Law, Section 2.0) that a governmental employer
had a legitimate interest in reviewing the text messages that an employee
sent during working hours from his employer-provided pager and that the
employer's review of such messages did not violate the employee's Fourth
Amendment rights. The Court noted that if a search is conducted for
Anoninvesti-galt argd mpworikoseso or For
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related misconduct, o it may be reasonabl

and i f the me armasonably relatsdealthe abjeetivel of the
searcho and are not fAexcessively

1 In contrast to Canterbury, Quon holds that while assuming employees may
have an expectation of privacy in their communications sent on
government-owned devices, the government employer may review the

ntrusi

messages if the employee has knowl edge

right to review all workplace communications], the review is motivated by a
legitimate work-related purpose, and the review is not excessive in scope.
A government empl oyerdés review of
legitimate, work-related purpose is not the same as a FOIA request to

access an employeebds personal communi

publicbs business.

3. Shepherdstown Observer, Inc. v. Maghan, 226 W. Va. 353, 700
S.E.2d 805 (2010).

In Maghan, the newspaper had filed a state Freedom of Information Act request
with the county clerk seeking all certification documents for the then-proposed
zoning referendum, including the petition and the signatures thereon. On the
theory that the petition and signatures were not a public record as defined in the
Act, the county clerk denied the request. The newspaper filed a civil action to
compel the disclosure. The circuit court agreed with the county clerk, finding that
the petition and signatures was not a public record because the document had not
been prepared by the county commission nor had it been prepared at the request
of the county commission.

On appeal to the Supreme Court of Appeals, two categories of issues were
presented to the Court. The first category related to the interpretation and
application of the state Freedom of Information Act, W. Va. Code § 29B-1-1, et
seq. The second category related to the constitutional issues of whether the
signatures on a zoning referendum petition are tantamount to a secret ballot,

whet her the release of those signatures

freedom to petition the government, and whether a valid public purpose exists for
the disclosure of referendum petitions under the W. Va. Freedom of Information
Act.

Ruling:
The Supreme Court of Appeals reversed the decision of the circuit court and held

t

S

of

e

V

n

cati

w O

(

t hat under the state Freedom oihcludemdnpr mati on

writing in the possession of a public body that relates to the conduct of the public's
business which is not specifically exempt from disclosure by W. Va. Code § 29B-
1-4, even though the writing was not prepared by, on behalf of, or at the request
of the public body. Accordingly, the Court held that a referendum petition filed with
a public body is a public record required to be disclosed under the Act.
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Implications:

In responding to a state Freedom of Information Act request, agencies may no

longer claim that a document in their possession is not subject to disclosure just

because the document was prepared by a third party. Documents relating to the
conduct of the publicds business neammsl to be
in W. Va. Code 8§ 29B-1-4 applies to the document.

4. Charleston Gazette v. Smithers, 232 W. Va. 449, 752 S.E.2d 603
(2013).

In Charleston Gazette v. Smithers, the court was faced with the question of
whether the state police must disclose information gathered in relation to
allegations of misconduct and incidents of use of force. The Gazette filed suit in
2010 following a State Police denial of certain FOIA requests made by reporter
Gary Harki. The exact details of the requested documents were not on record for
the court to review, but it was aware that the language of the requests was taken
directly from certain legislative rules and code sections which describe the State
Police review process. Mr. Harki requested data provided to the Internal Review
Board, a copy of the central log of complaints, and reports of the Internal Review
Board with those employees identified by the Early Identification System redacted.
The circuit court dismissed the complaint with prejudice, concluding that all of the
requested documents were exempt from disclosure as either an unreasonable
invasion of privacy, internal memorandum of a public body, or documents dealing
with the detection and investigation of crime.

Ruling:

Justice Workman, writing for the court,tbe gan by noting that FOI A |
construedod and that the burden is on the pa
Aapplicability of such exemption to the mat

relied upon by the State Police was the invasion of privacy exemption in W. Va.
Code829B-a-4(a)(2); this exemption deals with Ai
such as that kept in a personal, medical or
public interest outweighs the private interest. The Gazette asserted that many

other courts have concluded that police officers do not have a privacy interest in

complaint and review records, but the court found this assertion unconvincing

because the Gazette negl ect edasddaecisionsst i ngui s
and those predicated upon the | anguage of a
reveal that there is no bright line rule. Because there was a lack of meaningful

analysis, the court chose not to apply its holding in Manns v. City of Charleston

Police Department, 550 S.E.2d 598, 600-04 (W. Va. 2001), where a request for

Athe names of every officer against whom a ¢c

whom a <ci vil or criminal compl aint has bee
compl aints or i deniedastbeing antinvasionoffrivacateat would
qguell Acontinued reports of possible miscond

211



Instead, the court chose to apply the following factors that it adopted in Child
Protection Group v. Cline, 350 S.E.2d 541 (W. Va. 1986), to analyze whether the
invasion of privacy exemption applied: whether disclosure would result in a
substantial invasion of privacy and, if so, how serious; the extent or value of the
public interest and the purpose or object of the individuals seeking disclosure;
whether the information is available from other sources; whether the information
was given with an expectation of confidentiality; and whether it is possible to mold
relief so as to limit the invasion of individual privacy. The court concluded that
disclosure related to on-the-job activities of a police officer are not unreasonable
and that the Gazette had a legitimate interest in publishing the sought after
information. The parties both stipulated that the information could not be obtained
elsewhere. Despite the fact that the legislative rule dictated that the information
be confidential, the court concluded that in order to harmonize the rule with FOIA,
it should be used only as one factor in the analysis. Lastly, the court concluded
that the best way to both allow disclosure and limit invasion of privacy was to
mandate disclosure only after an investigation has taken place and a determination
had been made. Due to the lack of clarity concerning requested disclosures, the
court concluded that the above factors would have to be applied to a more factually
developed record on remand.

In regard to the law enforcement exemption, the court concluded the State Police

had not shown with enough specificity the information which it sought to keep from

disclosure. The State Police expressed concern that certain complaints would

contain information related to ongoing investigations, but they did not fulfill their

burden to show the exemption applied to specific complaints. Likewise, in arguing

that some of the information would be subject to exemption as an internal
memorandum, the State Police failed to specifically show what records should be

exempted. Because internal memorandums are only exempted if they consist of
Afadvice, opinions, andfrecommepualti @nlsodvhd < h
decision-ma ki ng process, 0 the State Police had a
applied, and they failed to do so. Therefore, because the invasion of privacy, law

enforcement, and internal memorandum exemptions did not apply based on the

current record, the court reversed and remanded the case with instruction for the

circuit court to review the disputed documents.

Implications:

1 The court will not require a government entity to disclose the details of
ongoing disciplinary investigations. However, agencies should be prepared
to disclose the results of internal investigations after a determination has
been made. According to the court, this limits the invasion of privacy for
individuals who are under investigation and also allows for the public to be
made aware of the results of investigations after the fact, whether positive
or negative.

1 As a practical matter, it is important for agencies to be specific when
denying FOIA requests as statutory exemptions. The court requires not
only that statutory reasons be given but that those reasons, along with the
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harm that disclosure would cause, be linked specifically to documents which
the agency determines fall under the exemption. The exemptions are not
blanket exceptions to the favoring of disclosure and apply only to specific
situations which the legislature and court has outlined. Therefore, without
compromising the material, it is important to specifically designate
documents and the reason that they should not be disclosed.

5. King v. Nease, 233 W. Va. 252, 757 S.E.2d 782 (2014).

The case of King v. Nease involved an ordinance in the City of Nitro which imposed

fees to cover the <cost of an employeebs ti
producing certain paper records in response to a FOIA request. The City of Nitro

indicated to the plaintiffs that it would only produce a number of the requested

documents if they agreed to cover a search fee. The issue before the court was

whether the legislature had meant to include such search fees when it said in W.

Va. Code 829B-1-3 ( 5) t hat Athe public body may es
calculated to reimburse it for its actual cost in making reproductions of such
records. o The circuit court alocostinimakind y concl
reproductionso was meant only to apply to th
empl oyeebs ti me.

Ruling:

The Supreme Court, however, reasoned that the circuit court had erroneously

l' imited its analysis by neglecting to discu:
Acharge for | abor or services. o Based on

legislature had formally approved agency-specific search fees in the past, the court
concluded that Athere can be no dispute that
of a FOIA request. o

Justice Benjamin filed a dissenting opinion in which he criticized the majority for

injecting ambiguity where he thought the statute was only susceptible to one
reasonabl e construction. He argued that t he
in isolation and neglected to note that the
making reproduct i ons . O Al t hough the majority took ¢
only asked to make a holding based on statutory construction, not the public policy

of FOI A, Justice Benjamin maintained that f
charge for the productonof r ecords directly affects the ¢
viewed the charging of a retrieval or search fee as a direct attack on the
transparency and | egitimacy of government t
citizens who desire accesstogovernment r ecor ds. O

Implications:

The results of the holding in Nease are fairly straight forward. Public bodies have

always been able to charge a fee for the copies of documents requested by

members of the public; however, after Nease, public bodies may charge a search

or retrieval fee to cover the cost of paying an employee whose time is part of the

fact ual cost in making reproduction. o0 Althoi
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ordinance applying search fees for extensive production of files not in digital
format, it seems that any amount of employee time spent on a FOIA request could
be charged as a fee if properly recorded. Such a policy could help to reduce costs
and may limit frivolous requests.

6. Hurlbert v. Matkovich, 233 W. Va. 583, 760 S.E.2d 152 (2014)

Robert Hurlbert, a California resident, ran a business that sought to ferret out

mortgage fraud by examining appraisal data. He requested assessment and
ComputerrAssi sted Mass Appraisal (ACAMAO) fil es
CAMA files are generated by county assessors who input data into a statewide

Integrated Assessment System maintained and administered by the Tax
Commissioner. While the assessment files are a compilation of information

already contained in publicly-available land books, CAMA files contain more

detailed information, including sensitive or personal information, business secrets,

and information which might present homeland security issues.

The Tax Commissioner released the assessment files but denied the request for
the CAMA files, arguing that the county custodians were the custodians of those
records. Hurlbert then sought declaratory judgment and injunctive relief in
Kanawha County Circuit Court. After the Kanawha County Assessor intervened,
the circuit court granted summary judgment to the Tax Commissioner and the
Assessor, concluding that the CAMA files fell under the property tax return
exemption (W. Va. Code § 11-1A-23(a)) and trade secrets exemption (W. Va.
Code § 29B-a-4(a)(1)). The court also held that the CAMA files met the first prong
of the Cline test, i.e., a substantial invasion of privacy.

Ruling:

On appeal, the Supreme Court of Appeals of West Virginia reversed and remanded

in a per curiam opinion. The court considered three issues: (1) Whether the Tax

Commi ssioner is the ficustodianod of the recor
categorically exempt from disclosure; and (3) Whether the circuit court erred by

not requiring a Vaughn index.

As to the first issue, the court held that the Commissionerwastheicust odi ano of

the CAMA fil es. The court , in | ine with it
|l i ber al construction, reasoned that the doct
Tax Commi ssioner in addition to beiesty prepar

of 6 the Tax Commi ssi ®0 é0S.EZat357\68. Théeourt at 589
noted that fAexercis[ing] control o over the d
public body the nclda%90 d608.B.2datdl$8. a r ecor d.

As to the second issue, the court held that the CAMA data was not categorically
exempt from disclosure. The court used canons of statutory construction to
conclude that the Legislature had not intended to make all of the CAMA data
confidenti al S i n c e ferfed te infarmation iprovidedromthettaxo n 6 r e
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return document and specific exemptions had been made for security systems and
other sensitive information. The court also clarified that neither West Virginia
citizenship nor a non-commercial purpose were prerequisites to making an FOIA
request.

Although the circuit court had correctly exempted some portions of the data, the
court held that it had erred by finding a blanket exemption when only some of the
data fell within the narrowly-defined exemptions. The court found that the CAMA

data did not constitute pers e fAper sonal i nformation. 0 For
related to the construction and general characteristics of the property did not
constitute fipersonal information. o

As to the third issue, the court held that the circuit court should have required the
Commissioner and the Assessor to submit a Vaughn index. A Vaughn index
(named for Vaughn v. Rose, 484 F.2d 820 (D.C. Cir. 1973) provides a detailed
justification based on the statutorily designated exemptions for why each
document is exempt from disclosure. The index must be provided when
segregation or redaction would impose an unreasonably high burden or expense.
The court rejected the Tax Commi ssioneros co
failure to produce an estimate on the cost of redacting the information. The court
heavily criticized nAsweep|[ing] an entire da
allegation of exemption[.]06 233 W. Va. at 589

In dissent, Justice Ketchum argued that details about the interior of the home
constituted a substantial invasion of privacy. Justice Ketchum also considered the
business purpose for the request to be antithetical to a public interest requiring
disclosure. Justice Loughry, writing in concurrence, invited the Legislature to
reconsider whether FOIA requests should be limited to state citizens. He reasoned
that the FOIA served the purpose of government transparency and accountability,
a concern uniquely tied to the citizens of the relevant government.

Implications:

Departments should evaluate which records t|
develop a procedure for creating a Vaughn index when redacting exempt

information is not feasible. Additionally, departments should recognize that

citizenship, commercial purpose, and the exemption of some data are not

categorical exemptions from disclosure.

7. Highland Mining Co. v. West Virginia University School of Medicine,
235 W. Va. 370, 774 S.E.2d 36 (2015).

During the course of several years of discussion and litigation, Highland Mining
Co. brought suit against West Virginia Uniyv
public records under the West Virginia FOIA. WVU professor Michael Hendryx had
published articles suggesting surface coal mining play a role in health issues for
area residents. Highland Mining sought documents that supported those findings,
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arguing they were necessary to support its arguments. WVU released several
hundred documents, but refused to release some of the documents Highland
requested, claiming they were exempt. The lower court agreed, and dismissed
Hi ghl andds compl aint .

The Supreme Court of Appeal @ WWHUmayewke Vi rgi ni
the FOIA's "internal memoranda" exemption set forth in West Virginia Code § 29B-
1-4(a)(8) to withhold documents that reflect Professor Hendryx's deliberative
process; (2) WVU may not claim an "academic freedom" privilege to avoid the plain
language of the FOIA; (3) the FOIA's "personal privacy” exemption set forth in
West Virginia Code 8§ 29B-1-4(a)(2) is not applicable to documents containing
anonymous peer review comments of the draft articles but those documents are
still exempt from disclosure under the FOIA's "internal memoranda" exemption; (4)
Highland should have been afforded the opportunity to modify its FOIA requests
before the circuit court dismissed the actio

The first issue the court addressed was the
known as the 6deliberative pr otHa3(8).0lheexempt i o
court discussed the importance of this exemption, explaining that without it there

may be a Achilling effecté were officials to
decisions, but for matters they considered before making up their minds. (@itations
omitted). The court went on to explain that even though WVU, is not an agency
engaged in policymaking, the exemption applies. Id. The court points out that FOIA
appliestoany publ i ¢ b o dwje hereébp annonrge tiiat West Virginia's
Freedom of Information Act, (2012), West Virginia Code § 29B-1-4(a)(8) exempts
from disclosure Ainternal me mo r aamydpablico r

| e
bodyo as defined by WeBX3). oVirginia Code A

tte
29E
The <court we nt on t o mexplfariene dtohmadt pan viikheag
circumvent FOI A, and the fApersonal privacyo
Finally the court examined whether the requests were reasonable. The lower court

had found that the requests proved unreasonable given the large quantity of

documents WVU had produced since the initial request. However, the Supreme

Court of Appeals of West Virginia pointed out that Highland wished to modify its

requests, but was not allowed by the lower court. Therefore the Court allowed

Highland to revise its requests on remand at which time the reasonableness would

be examined. The court also pointed out that while reasonableness was a factor,

FOIA does allow for retrieval of a fee if the request is burdensome. Therefore,

courts must be cautious not to use unreasonableness or requests as an easy

means for denying State FOIA requests.

Implications:

Public bodies may use the internal memoranda exemption under FOIA even when
not engaging in policymaking. Additionally, while courts will consider the burden
imposed by a FOIA request, public bodies may establish fees for the cost of
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compliance with FOIA (W. Va. Code 8§ 29B-1-3(5)). Therefore it is a high standard
of unreasonableness that must be met.

8. Smith v. Tarr, No. 13-1230, 2015 WL 148680 (W. Va. 2015).

The plaintiff in Smith v. Tarr was a freelance news reporter seeking information
regarding ethical judicial violations in West Virginia circuit courts. . In order to

obtain that information he sent a FWaSAO)Vi r gi
request to defendants, the West Virginia Jud
His first request was sent in 2012 and then he sent a second on January 31, 2013.

The JIC denied the plaintiffédés requests, st

and cited the confidentiality requirements in the West Virginia Rules of Judicial
Procedure!. The plaintiff then filed suit against the defendants in the Circuit Court
of Kanawha County, asserting that the information sought did not meet a FOIA
exemption. The defendants responded, again relying on Rule 2.4 of the West
Virginia Rules of Judicial Procedure, and moved to dismiss. The plaintiff
responded, arguing that Rule 2.4 violated the West Virginia Constitution. The
circuit court found for the defendants and dismissed the complaint.

The Supreme Court of Appeals of West Virginia granted cert and examined the
plaintiffoés claim that Rule 2.4 is unconst
mai ntains confidential amyihdesailgatobnsompl
until probable cause is found and a hearing or admonishment occurs at which time

the information will be made public. W. Va. Ct. R. 2.4. Because the information

sought was for ethical violations that had not resulted in a hearing or

admonishment, the plaintiff was requesting confidential information. Id. In
examining the plaintiffdéds second claim that
broad and for violating FOIA, the Court compared this case to Charleston Gazette

v. Smithers, 752 S.E.2d 603 (W. Va. 2013). In Smithers, a FOIA request was made

for records regarding internal reviews of complaints against police officers.

Smithers, 752 S.E.2d at 608-09. In that case the court found that the records were

not exempt. In Tarr, the court pointed out that in Smithers personal identifying

information would be redacted from the FOIA documents, and information

regarding ongoing investigation did not need to be released. The Court explained

t hat Apublic disclosuries ofotgolviemintmeed a.l 0 r eB
requests were for information that was confidential and there was precedent for

limitations on FOIA requests for ongoing investigations, the court found that the

plaintiff was not entitled to the information he sought.

Implications:

Tw. Va. Ct . R. 2 THe defadsrof condpkintg filed dr intestigaijofis conducted by
the Office of Disciplinary Counsel shall be confidential, except that when a complaint has been filed
or an investigation has been initiated, the Office of Disciplinary Counsel may release information
confirming or denying the existence of a complaint or investigation, explaining the procedural
aspects of the complaint or investigation, or defending the right of the judge to a fair hearing. Prior
to the release of information confirming or denying the existence of a complaint or investigation,
reasonable notice shall be provided to the judge. 0).
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ThisSt ateds FOIA are to be Iiberally construe
be strictly construed, citing Syl. Pt. 4, Hechler v. Casey, 175 W. Va. 434, 333

S.E.2d 799 (1985). However, there are limitations to this general principle. While

the court has previously found that ongoing investigations are exempt, judicial

ethical violations are also exempt. While departments still must be aware of the

need to respond to FOIA requests specifically and err on the side of disclosure,

other state rules and statutes can support a denial of a FOIA request.

9. Kiefer v. Town of Ansted, W. Virginia, No. 15-0766, 2016 WL
6312067 (W. Va. Oct. 28, 2016).

The Plaintiff, a former police chief, brought a wrongful dismissal action against

the town. The Plaintiff alleged that he was fired as retaliation for filing FOIA

requests relating to financial and other information. The Defendant argued that

the Police Chief was an fiat will o empl oyee a
related to t he Pdabiltestintfe pedfarmanoe df gisdeites. a n

The Court noted that West Virginia has previously not recognized a wrongful

discharge claim under Harless v. First National Bank, 246 S.E.2d 270 (W. Va.

1978),wher e an fAat will 0o e nmpFOIlasaguest. ThaGourf i red f or
noted that the Plaintiff failed to cite to legal authority which would assert that

FOIA encompasses a substantial public policy for the purposes of a Harless

claim. The Court held that the Plaintiff failed to identify a substantial public policy

and that the jeopardy and causation elements must therefore fail. The Court also

noted that the Defendant town asserted they complied with the underlying FOIA

requests and that they had a ficlear overridi
termination.

Implication:

The Courtods holding on whether FOIA would pr
was determined by the Plaintiffdéds Al ess t han
public policy recognized by the state or federal constitution, statute,
administrative regulation, or common | aw. o0 T
lack of citation in the record below, and the Court did not render a substantive

holding on the issue.

10. W. Virginia Reg'l Jail & Corr. Facility Auth. v. Marcum, 799 S.E.2d
540 (W. Va. 2017).

The Plaintiff requested video evidence of his incarceration, including video
evidence of a ficell extraction. o0 The Regi on:
video subject to a protection order, but the Plaintiff requested the video pursuant
to FOIA. The Court held that the video of the cell extraction is exempt from FOIA
under W. Va. Code § 29B-1-4(a)(19). This exemption provides that records from
correctional facilities, including design of facilities, policy directives, and
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operational procedures shall not be released if they could be used by an inmate or
resident to escape the facility, cause injury to another inmate, resident, or to facility
personnel. This statute provides a blanket exception and does not provide for a
balancing test on whether the information should be disclosed.

The Court noted that the tape identifies the correction officers, shows their

equipment, shows their location before and after entering the cell, and reveals the

path to other areas of the facility, including a door to the parking lot. The Court held

that this discloses information involving the design of the facility and its operating
procedures relating to the fAsafe and secure
be used to aid escape or injury. The Court favorably cited Zander v. Department

of Justice, 885 F.Supp.2d 1 (D.D.C. 2012), which addressed a similar issue.

Implication:

Materials which can be argued to demonstrate prison design, policies, procedures,
and equipment may be properly withheld under W. Va. Code § 29B-1-4(a)(19).
The Cour t 623andenindieates tltatdocuneents which would allow scrutiny
of equipment, procedures, and tactics which may result in the development of
countermeasures are likely also covered under this exception. The Court did not
fully address whether this exception covers the identities of correctional officers.
Finally, whether the material would be properly exempt from FOIA under W. Va.
Code 8§ 29B-1-4(a)(2) was not addressed.

11. St. Maryobés Medical Center, .80c. v. Ste
S.E.2d 708 (W.Va. 2018)

The Plaintiff brought suit against the West Virginia Attorney General seeking

disclosure of documents related to the proposed merger of two hospitals. The

Attorney General claimed that the documents were exempt under the West Virginia
AntitruststAgtadd vienwexempti on, which is incor
FOIA statute. The Circuit Court ordered the disclosure of the documents as a

sanction against the Attorney General for sharing part of the documents with the

Federal Trade Commission.

The West Virginia Supreme Court first addressed the investigative exemption in
the Antitrust Act. The Court noted that investigative exemption in W.Va. Code, §
47-18-7(d) mandates that the attorney general withhold the name or identity of any
person whose acts or conduct he is investigating or the facts disclosed in the
investigation. The Court held that the investigative exemption is incorporated in
FOIA under W.Va. Code §29B-1-4 (a) (5), which exempts inforr
exempted from disclosure by statute. o The C
has provided an exception or caveat in that the investigative exemption in W.Va.
Code § 47-18-7 ( d) i d o e s to disclosures pgnpdctions or enforcement
proceedings pursuant to [the Antitrust Act].
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The Court al so concluded that the Circuit
Vaughn index was in error. The Court noted that the purpose of a Vaughn Index

is limited to matters of litigation and serves as a resource for the benefit of the trial

court.

Implication:

Documents that are obtained by the Attorney General in connection to his

investigative powers under the West Virginia Antitrust Act are exempt from

disclosur e under FOI Ads exemption for informat.

12. Appalachian Mountain Advocates v. W.Va. University, 2020 W.Va.
Lexis 394

After the WV Department of Commerce announced a $83.7 billion plan to invest in
shale gas and chemical projects within the State from a Chinese company, the
Plaintiffs filed an expansive FOIA request for documents involving the project from
the AWV University Enésggthhnst ot The oeqaegt c
four parts, the first two requested the Memorandum of Understanding and a list of
projects. The second two encompassed all emails containing key terms regarding
the investment and any attachments or records involved in those emails. WVU
asserted that the MOU and list of projects was covered under the exemption for
trade secrets and economic development, and that the remaining requests were
too burdensome as there were potentially 15,000 responsive emails. After this
objection, the Plaintiffs sued for access to these documents, but the claim was
dismissed by the Circuit Court.

The WV Supreme Court held that the requested documents for the first two

requests fell squarely within the definition for the economic development

exception. The Court held that the circumstances of the MOU were within the

Circuit Courtds ability to take judicial n ¢
statuteds reqguirements for Areasonabl e spe
requested. The Court cited to its previous holdings noting that government entities

must provide critical services as well as satisfy FOIA requests. However, the
reiterated concerns that overbroad requests
government functions. o

Implication:
A demonstration on the outer limits of FOIA requests due to a vague and

burdensome nature, as well as a clear application of statutory language to a recent
set of documents.

B. Federal Health Insurance Portability and Accountability Act of 1996
(HIPAA).

1. R.K.v. St. Mary's Med. Ctr., Inc., 229 W. Va. 712, 735 S.E.2d 715 (2012).
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https://casetext.com/case/appalachian-mountain-advocates-v-wva-univ
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